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ABSTRACT

This thesis introduces a program that analyzes network protocols using the

Communicating Finite State Machines (CFSM) model and the System of Communicating

Machines (SCM) model. A simple, two machine implementation of CFSM model is

initially explored. A number of simple protocols are demonstrated as a means to validate

the automated tool (program).

The second model implemented is that of the SCM model. The SCM tool uses many

of the same data structures designed in the CFSM program. The SCM program is validated

with an analysis of widely used data link protocols.

Both programs were done in the Ada language environment.
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L INTRODUCTION

"simulations are set up to answer the question, what if.."

-Hamming, R. W., Future Engineering Practice
Course Notes, 11 May 92.

A. BACKGROUND

The past ten years have seen an substantial increase in the need to communicate

quickly and reliably over long distances using a wide range of architectures. We, the users,

live in a 'come as you are' digital society. Access to some sort of network is needed to move

information from user to user. This movement of information takes place on many

networks (voice, message, data) and at many levels (physical, data link, network, and

higher). The networks in use today tend to be a heterogeneous mix of equipment and

protocols. We, the network designers/engineers, must allow the user access to the available

resources at the lowest cost. To do this a firm understanding of how machines 'handshake'

and talk to one another must be realized. This is accomplish by applying protocol design

principles. These principles can be applied to protocols and studied using a wide range of

Formal Description Techniques (FDT's). Examples of existing FDT's will be reviewed and

the need for an automated set of tools will also be explored.

The need for machines to be able to communicate is inherent in any heterogenous

environment. Machines do this through the use of standardized protocols. A protocol is a

set of rules that govern the interaction of concurrent processes in distributed systems.

Another widely used definition of a protocol is, a set of rules used for communication

between two or more processes connected by a communication network. Hand in hand,

protocol design and analysis is an important consideration in operating systems, computer

networks, and data communications. For a protocol designer/architect to build an

appropriate specification, he must use one of a number of modeling techniques.



Models or FDT's of protocols are used for many purposes. They are used to describe

the protocol unambiguously so that the exact operation is understood by both the protocol

designer, implementor and user. A model is also used to provide a formal framework for a

rigorous analysis of the protocol specification. With the advent of internetworking and the

birth of Integrated Services Digital Network (ISDN), computer protocols have become

more and more complex. The designer must now develop large sets of rules for information

exchange that is logically consistent and efficiently implemented. To design a new protocol

or to implement an existing one into a computing environment gives rise to a need for such

a tool.

There are many formal models available to protocol architects. Some of the more

common models include Petri Nets, Communicating Processes, Communicating Finite

State Machines (CFSM), System of Communicating Machines (SCM), the Language of

Temporal Ordering Specifications (LOTOS), Specification and Description Language

(SDL), and Extended State Transition Model Language (ESTELL,). LOTOS and

ESTELLE are formal description techniques developed by the International Organization

for Standardization (ISO) working laterally with the International Telephone and

Telephone Consultative Committee (CCIIT).

The ISO is a standards publishing body including the American National Standards

Institute (ANSI). In 1980, the ISO saw the advantages of standardizing a hierarchy of

protocol services as a reference model for protocol designers. The model includes seven

layers: physical, data link, network, transport, session, presentation, and application. The

layer/class of protocols that will be analyzed in this thesis are the data link layer protocols.

Each of the models that will be discussed have a means to amplify design principles

of communications systems[BART 87]. The first principle is for a model to reflect the

behavior of the protocol. Behavior is modeled using conformance models, an example

found in [RAND 92]. Secondly, the model must allow refinement by the user. Safety and

lively properties should be proven true. And the last principles that must be supported are
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those of concurrency and nondeterminism. A good overview is found in King's

article[KING 91].

The need for a variety of models is apparent when it is considered that the interaction

between machines occurs at different levels in the OSI structure and that behavior can be

quite different among levels and machines. The models listed above will be reviewed in the

following section. Most of the models have a means to informally follow the design

principles. Upon close inspection of each FDT it is apparent that no one is perfect for all

applications. As such, an automated tool will be presented that will make the use oi two

models (CFSM and SCM). The intuitive feel of each protocols coupled with the power of

automating such a such models will enable the user to fully enjoy the important design

principle of refinement.

B. OBJECTIVES

The objective of this thesis is to present a means of automating two powerful models

of protocol validation and analysis. The first that was to be automated is the CFSM model.

The data structures and program entities were developed and verified. The second tool

automated is the SCM model. Although the SCM used many of the underlying data

structures and logic of the CFSM, the SCM model is much more elegant and much more

complex. The output information is provided to the user in an intuitive format. Once the

two models were fully functional, test case- were input to the models to verify the

functionality. Finally, a select number of existing protocols were input and the analysis

compared to previous research using a manual method.

C. SCOPE

This thesis presents automated implementation of both the CFSM and SCM models.

The implementation of each model was limited to two machine protocols. The

specifications covered in this thesis lend themselves very well to the simulation or

automated analysis.



The unboundedness properties of CFSM channels are obviously limited to the

hardware that the tool is run on. A channel can have a bound the size of the largest machine

register, in the case of the test runs, a SUN SPARC station, the upper bound was that of the

largest integer(4.294967 x 109 items).

An analysis of select data link protocols are included to illustrate the use of the CFSM

and SCM automated models. The specifications will only address procedural rules, not

formatting of messages.

D. ORGANIZATION

This thesis is organized into three sections. The first section includes Chapters 11 and

Ill. Chapters II and III give background information of pertinent models and language

considerations. The next section, Chapters IV and V, give a detailed description of how the

code was implemented to reflect the behavior of the two models. The final section, Chapter

VI, describes the specifications of Alternating Bit, Go_BackN, and Selective Repeat

network protocols. It also describes how the user inputs the information into and rectives

output from the tool. A means for validating each automated model is discussed in this

chapter. Finally, Chapter VII includes conclusions made based on the thesis work and

recommendations for future work in the area.
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H. BACKGROUND OF MODELS

A. GENERAL

This section contains an overview of some existing FDT's. Each model is a different

way to represent a protocol design or reflect network behavior. Each has its own inherent

advantages and disadvantages, of which must be considered before application. Two

models listed (ESTELLE and LOTOS) are automated.

The first method of description is Petri Nets. Petri Nets are a graphical representation

of a systems's states and state changes. The possible states are captured using places which

can hold tokens. A particular state is represented by a movement of tokens to states. State

changes are described using transitions. This can be visualized as being similar to a directed

graph. The input and output arcs associated with each transition determine how token

placement changes. The behavior of a system can be determined by examining token

movement within the net. Deadlock and freedom of livelock are examined in this model.

The complexity of Petri Net representation increases with the size of the protocol being

modeled. A major consideration for using this model is the intuitive feel of a protocol is lost

on the complex cases.

Another class of FDT are models is called "communicating processes." The following

description is more closely examined in Lundy's article[LUND 92b]. The elimination of a

set of global states is done through the use of invariants. Rather than generating the set of

all possible states, and inspecting them to be sure no undesirable state exists, an assertion

is made. The assertion states the desired property. It is proven that the protocol always

satisfies the assertion, this must be proven without having to compute all the possible states

which might be reached. The communication between processes takes place between

unbounded FIFO queues. Processes are emulated by use of variables and statements. The

execution of an action is an atomic event and no two actions may occur simultaneously.

Since communication between processes can only occur using FIFO queues, actions may
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only follow a given sequence. The SCM model demonstrates how this is characteristic is

overcome.

Extended State Transition Model Language (ESTELLE) can describe a system in

terms of a set of communicating extended finite state machines through use of FIFO

channels, similar the to definition of CFSM. This model describes the protocols as a

collection of modules, each module is an extended FSM having memory-the difference

between an CFSM and Estelle model is that the CFSM model has no memory. Modules of

an entity can communicate through FIFO channels[SARI 91]. Messages are exchanged

between entities as parameters to the modules. Estelle is ba.ied on Pascal and the extension

of the language is a feature available to the programmer/user. The models automated in this

thesis are similar to Estelle, however, data representation is implemented differently and

the power of the language implemented (ADA) is utilized.ESTELLE also allows dynamic

module creation/destruction and transition priorities. A model implementation

consideration is ESTELLE cannot adequately represent broadcast channels, a shortcoming

that the SCM model has shown very well suited for, such as CMSA/CD analysis [LUND

91a].

Specification and Description Language was designed and implemented by groups

SGXI and SGX of the CCITT. It was meant as a tool for the design and specification of

telephone switches and their underlying protocols. Currently there are two versions of

SDL; a graphical tool and a text program tool. Processes are represented by flowcharts,

which could be concurrent to other processes. The eight traditional flowchart symbols

represent atomic actions such as internal events, input and output, boolean expressions,

wait conditions, statements, transitions, and connectors Each flowchart- has an associated

channel (queue) used to process messages.The Holzman text [HOLZ 91] includes a more

specific definition of SDL with some examples. One advantage to this approach is the user

gets a feel, graphically, of the behavior of the protocol. The process execution is somewhat

restricted to the properties that a FIFO queue has.
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The ISO language of Temporal Ordering Specifications (LOTOS) is means of

representation using hierarchically structured processes. As with ESTELLE, LOTOS was

also developed by the ISO. A hierarchy of processes can correspond to one entity[SIST 91];

a concept that is reflected in object-oriented design environments. Systems represented

using this model are organized using a set of interacting processes which exchange

information with each other and with the external systems environment through gates.

LOTOS is a superset language consisting of an abstract data type language and an algebraic

notation language, both of which uphold good design principles covered earlier. Interaction

is synchronous through gates that have a one-to-one mapping to interaction points.

The tool implemented in this thesis uses the technique of representing portions of

machine behavior as abstract data types, as demonstrated using. A technique of interpreting

machine behavior through use of finite state machine representation, as with ESTELLE,

will also be integrated into the design. Plans for future upgrade of this tool include a

graphical interface similar to that of SDL.

B. COMMUNICATING FINITE STATE MACHINES

One of the first manual tools used for analyzing communication protocol behavior was

the communicating finite state machine(CFSM) model. This modeled each machine in the

network as a finite automaton, or finite state machine, with communication channels

between pairs of machines modeled as one-way, infinite length FIFO queues. There has

been a great deal of work in this area, a few include [PENG 911, [VUON 83] and [RUDI

83]. The model is defined for an arbitrary number of machines; however for simplicity sake

will be presented as a two machine model as shown in Figure 1.

Machine I Machine 2

Figure 1: CFSM, two machine behavior representation
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In this section the CFSM model will be defined [GOUD 83]followed by a simple

protocol analysis to illustrate the model.

A communicating machine M is a finite, directed labeled graph with two types of

edges, sending edges and receiving edges. A sending (receiving) edge is labeled '-g' ('+g')

for some message g, taken from a finite set G of messages. One of the nodes in M is

identified as the initial node, and each node is reachable from the initial node by some

directed path. A node in M whose outgoing edges are all sending (receiving) edges is a

sending (receiving) node; otherwise the node is mixed node. If the outgoing edges of each

node in M have distinct labels then M is deterministic', otherwise M is nondeterministic. The

nodes of M are often referred to as states, the two terms are used interchangeably.

Let M and N be two communicating machines having the same set G of messages; the

pair (MN) is a network. A global state of this network is a four-tuple [m,cm,cn,n] where m

and n are nodes (states) from M and N, and cm and c. are strings from the set G of messages.

Intuitively, the global state [m,cm,cn,n] means that the machines M and N have reached

states m and n, and the communication channels contain the strings cm and cn of messages.

Channel cm contains the messages sent from M and N, and channel cn the messages sent

from N to M. The string ci will be referred to as channel ci.

The initial global state of (MN) is [mo,E,E,no], where mo an no are the initial states of

M and N, and E is the empty string.

The network progresses as transitions are taken in either M or N. Each transition

consists of a state change in one of the machines, and either the addition of a message to

the end of one channel (sending transition) or the deletion of a message from the front of

one channel (receiving transition).

A sending transition in M(N) adds a message to the end of channel Cm(cn); a receiving

transition in M(N) removes a message from the front of channel Cn(Cm).

If si=[m,c,,cj,nj is a global state of (MN), and state s2 follows s1 if there is a transition

(in M or N) which can be executed in sl, such that the resulting state is s2 . A state s2 is



reachable from state s, if there is a sequence of states $i$i+1 ....,i+p such that si follows s1,

si+1 follows si, and so on, and s2 follows si+p. A state s is reachable if it is reachable from

the initial state.

The communication of a network (MN) is bounded if, for every reachable state

[m,cm,ccn,n] there is a nonnegative integer k such that Ic, ,5 k and Ic :s k, where lct denotes

the number of messages in channel c.

A reachability graph of a network (MN) is a directed graph in which the nodes

correspond to the reachable global states of (MN), and the edges represent the follows

function, such that there is an edge from state si to state sj, if and only if, sj follows si. The

edges are labeled with the transition which they represent. The reachability graph can be

generated by starting with the initial state, and adding the states which follow it, connecting

them to it with edges; and repeating for each new state generated.An overview of the

functional units of the CFSM model is shown in Figure 1.

Machine I

FSM G
•CFSM , Reachability

Machine 2 Model Analysis

FSM

Figure 2: CFSM model representation.

A global state [m,cm,cn,n] is a deadlock state if both m and n are receiving nodes, and

cm=cn=E, where E denotes the empty string.

A global state [m,cm,cn,n] is an unspecified reception state if one of the following two

conditions are true;

9



(1) m is a receiving state, the message at the head of channel c. is g, and none of MS

outgoing transitions is labeled '+g.'

(2) n is a receiving state, the message at the head of channel cm is g,;and none of n's

outgoing transitions is labeled '+g.'

A simplified version of the stop-and-wait data link protocol will be analyzed as an

example of analysis with the CFSM model. The interfaces between layer 6 (user)and layer

2 (data link) of the Open Systems Interconnection (OSI) model is transparent in all the

examples addressed in this thesis. An assumption is made that the higher layer has passed

the information/frames without error. The frames at each layer have accomplished the

appropriate concatenation of header and address information. So, at layer 2, this protocol

consists of two distinct entities, a sender and a receiver. Machine one serves as the sender

and machine 2 serves as the receiver as shown in Figure 3. The sender places a frame on

the channel to the receiver. The receiver senses a frame on the incoming channel and

accepts the message from the channel, removing the message from the incoming channel.

The receiver then sends an acknowledgment packet to the sender. The sender senses the

acknowledgment packet and is clear to send another frame of information to the receiver.

Machine 1 Machine 2

0 0

-D +A +D-A

Figure 3: CFSM specification for stop-and-wait.

The finite state machines in Figure 3 represent the behavior of the definition of the

stop-and-wait protocol. The -D represents sending data, +D, receiving data, -A, send

10



acknowledgment, and +A, receive acknowledge. As per the definition of the CFSM model,

there is two channels, one from machine 1 to machine 2 and one from machine 2 to machine

1. The notch on state 1 of both machines represents the initial/starting state.

The global reachability analysis graph shown in Figure 4 is free from deadlock,

unspecified receptions, and unexecuted transitions.

[0,EE,0]

[1 ,D.E,O]

,E E,II

[1 ,E,A,O]

Figure 4: CFSM, global reachability analysis, stop-and-wait.

This model has many desirable features as well as some disadvantages that are

improved in the SCM model. The one glaring disadvantage is that the analysis might not

terminate if the queue length is unbounded. The number of global states in Figure 4 is

trivial, but for complex specifications the number of states will lead to a combinatorial state

explosion. This is even true when the queue length is very restrictive. As pointed out in

[LUND 91b], the specification of a practical protocol can he so complex, containing

hundreds of states and transitions, that the user can not be sure of the intended specification

or grasp the intuitive feel for what the protocol is intended to do. This model has the

advantage of simplicity and a method of analysis that can be easily automated.
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C. SYSTEM OF COMMUNICATING MACHINES

In this section the model used to specify and analyze protocols is briefly described. A

more detailed description appears in [LUND 91a]. Following the definition of the model

will be an analysis of a simple protocol to illustrate the model.

A system of communicating machines is an ordered pair C = (M,V), where

M=(mt,m21 ... ,mr}

is a finite set of machines, and

V={vl,v2 ....v,}

is a finite set of shared variables, with two designated subsets Ri and Wi specified for each

Machine mi. The subset Ri of V is called the set of read access variables for Machine mi,

and the subset Wi the set of write access variables for mi.

Each Machine mi £ M is defined by a tuple (Si,so,LiNiT), where

(1) Si is a finite set of states;

(2) so e Si is a designated state called the initial state of mi;

(3) Li is a finite set of local variables;

(4) Ni is a finite set of names, each of which is associated with a unique pair (p,a),

where p is a predicate on the variables of Li ti Ri and a is an action on the variables of

Li Q Ri Q Wi

(5) Ti: Si x Ni -+ Si is a transition function, which is a partial function from the states

and names of mi to the states of mi.

Machines model the entities, which in a protocol system are processes and channels.

The shared variables are the means of communication between the machines. Intuitively,

Ri and Wi are the subsets of V to which mi has read and write access, respectively. A

machine is allowed to make a transition from one state to another when the predicate

associated with the name for that transition is true. Upon taking the transition, the action

associated with that name is executed.
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The set Li of local variables specifies a name and a range for each. The range must be

a finite or countable set of values.

A system state tuple is a tuple of all machine states. That is, if (M,V) is a system of n

communicating machines, and si, for 1 < i < n, is the state of Machine mi, then the n-tuple

(sl,s2 ,...,sn) is the system state tuple of (M,).

A system state is a system state tuple together with its enabled outgoing transitions.

Two system states are equivalent if every machine is in the same state, and the same

outgoing transitions are enabled.

The initial system state is the system state such that every machine is in its initial state,

and the enabled outgoing transitions are the same as in the initial global state.

The global state of a system consists of the system state, plus the values of all

variables, both local and shared. The initial global state is the initial system state, with the

additional requirement that all variables have their initial values. A global state

corresponds to a system state if every machine is in the same state and the same outgoing

transitions are enabled.

Let T(s1 ,n) = s2 be a transition which is defined on Machine mi. Transition T is

enabled if the enabling predicate p, associated with name n, is true. Transition T may be

executed whenever mi is in state s; and the predicate p is true (enabled). The execution of

T is an atomic action, in which both the state change and the action a associated with n

occur simultaneously. The format for the associated predicate-action table is shown in

Table 1.
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GLOBALVARIABLE

Machne 1Machine 2
local variable hlocal variable

Figure 5: SCM, two machine behavior representation.

TABLE 1: SCM, two machine predicate-action table format.

Transition Enabling Predicate Action

Transitions Values of variables that must The local and GLOBAL variable
for Machine I hold true for the transition to be behavior when the transition is

enabled. taken.

Transitions Same as above. Same as above.
for Machine 2

Note that if the values of all variables are restricted to some finite range, then the

model can be reduced to a simple finite state machine. Otherwise an infinite number of

global states are possible. However, even if the number of global states is infinite, the

number of system states is finite, because of the finiteness of each machine. This may allow

a reachability analysis on the system states, when a reachability analysis on the global states
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is infinite. General behavior of the SCM model is shown in Figure 1 and the general SCM

model representation is found in Figure 1.
MachineI

FSM Reachability

Fiue6 CGeealoelrpeetton a

T Analysis u
Machine 2 th e

FSMSC

e dboel i System o
mPredicate ReachabilitytAction~al Analysis

Figure 6: SCM, general model representation

The stop-and-wait protocol will also be used to demonstrate the analysis using the

SCM model. The stop-and-wait protocol specification is the same as defined in the previous

section. The specification as represented by the SCM model is shown as a set of finite state

machines and a predicate-action table.

The finite state machine representation for the SCM model is similar to the CFSM

example. Again this protocol is only demonstrated with two machines. The FSM's are

shown in Figure 3. Also shown are the local and global variables. The local variables in

Machine 1 and 2 can have the values of D(data), A (acknowledgment), and E(empty). The
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initial value for out-buff is D and the initial values for all other variables is E. The system

global variable, CHAN can have the same values as the local variables.

Machine 1 Machine 2

0 CHAN 0

++D
-D -i- -

out _bufff in-buff_____

Figure 7: SCM specification for stop-and-wait, finite state machines and variable

definitions.

The predicate-action table is shown in Table 2. For this example the assumption is

made that data is always made available to the CHAN from out-buff.

TABLE 2: SCM specification for stop_.and_wait, predicate action table.

Transition Enabling Predicate Action
"-D CHAN = E A CHAN:= out-buff

out bu /= E

+A RET = A RET := E
CHAN:= E

+D CHAN /E inbuff:= CHAN

-A true RET := A
inbuff:= eb
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The global state reachability and system state reachability graphs are found in Figure

4 and Figure 4. The format for the global state tuple of the stop-and-wait protocol is:

[Machine 1_state, outbuff, CHAN, RET, inbuff, Machine2_state]

[0,d,E,E,e,00

1 ,d,D,E,e ,Ul

PD
[l,d, D E d,l]

[1,d,D,A,d,O]

+A

Figure 8: SCM, global reachability analysis, stop-and-wait.

The format for a system state tuple for all cases of analysis is:

[Machine lstate, Machine2_state ]

[0,01

[1,0]-A

11,0l
+A

Figure 9: SCM, system reachability analysis, stop-and-wait.
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The SCM model has desirable properties found in the CFSM model as well as

overcoming some of the inherent disadvantages of the CFSM model. In the SCM model the

behavior of the protocol can be clearly and quite adequately represented, maintaining an

intuitive feel of the specification. The SCM model can ameliorate the combinatorial state

explosion through the use of system state analysis, greatly reducing the generated states.

Instead of implicit queues, shared variables are used for communications between

processes. This allows communications between machines in non sequential manner,

unlike a FIFO queue representation in the CFSM model.

The final advantage is the nature of the SCM's representation of a protocol gives it

the feel of a programming language. Although more complex to program than a CFSM

model, the actions associated with te FSM and the predicate-action table lend themselves

to automated implementation.

D. LANGUAGE CONSIDERATIONS

Which language should the CFSM and SCM models would be implemented in?

Before all the available languages were researched, a list of desirable properties that the

language must have (specific to the models), was developed. After a close inspection of the

definition and nuances of the CFSM model, SCM model, and the reachability analysis

generated, there were a number of language properties that were found desirable to this

project.

The language properties should support hardware and software design issues. The

code must be portable from one architecture to another. The language should have a means

to create different class instances from a base class. An intuitive means to provide

meaningful output of the analysis and prog,'amming error messages to the user enhances

the program's utility. Since the program must simulate network specifications there is an

inherent need to be able to do multiprocessing or multitasking in the programming

environment. The language of choice should enforce the rules of strong typing, that is not
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allowing mixing of types and subtypes. The final property of the language should be its ease

of use and understandibility.

The language of choice should be portable between different machines. It cannot be

assumed that the user has access to a mainframe computer or workstation. The language

should be compilable on a machine as small as a personal computer.

Implementation of the models should help the user to avoid and detect mistakes. The

environment should prompt the user when a syntactical or semantic error is made. The error

messages should be meaningful. Inherent to this requirement, the language should enforce

strict definitions of atomic structures, such as data structures.

Dynamic list creation /deletion are necessary in reachability graph construction. This

allows flexible and ultimately limitless (hardware specific) analyses to be done. Linked list

creation and traversal should make use of reusable programming units. The logic for

creating new nodes should allow the program to 'remember' w;here the last node was built.

This-should be done automatically, without user intervention after compile time.

An important property, although subject to varying opinion, is ease of use. The project

is developed in one language, but the human interface to the underlying code must be

understandable and intuitive. Hand in hand with ease of use, is ease of maintainability.

There should be enough on-line and off-line help to allow the user to navigate the the user

interface. An understandable debugger was also a factor in the choice.

Ada was chosen because it supports the above mentioned properties. It is a language

that is portable between different architectures. It supports generic class creation and

instantiation. Through the use of predefined input and output packages, the user is allowed

to build a suitable interface environment. With the use of exception handling meaningful

error messages can be created and employed. Ada also has the ability to multitask,

simulating parallel processing. Finally, Ada is easy to use. The code can be read by a novice

and understand what is meant to happen.

The language of C/C++ was not chosen due to a few limitations. At the time of this

writing it could not support multitasking needed to simulate concurrency or broadcast
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networks. It was also difficult to do generic-like coding. The object orientation of the

design lent itself very nicely to the structures used in the CFSM and SCM model as covered

in [RUMB 91]. It became apparent that there was reused code that would have been more

efficiently implemented with generic data structures. Although it could have been done

with the use of macro-like instructions, generic packages made the project more compact

and efficient. Generic package creation and instantiation was not supported by the current

version of the C/C++ compiler. The C programming environment does not support

exception handling; programming error detection messages were vague and could not be

developed by the user. A good means of automatic implementation of error messages in the

C++ environment was not available at the time of this publishing. Ada could do this

through use of exception handling.
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III. A PROGRAM FOR GENERATING A CFSM REACHABILITY
ANALYSIS

In this chapter the organization of the CFSM program will be described.The meang for

input, output, and reachability analysis will be highlighted. Excerpts of the underlying code

will be accompanied by a brief explanation. The formal definition of the CFSM model

found in Chapter II is the basis for constructing the program.

A. PROGRAM STRUCTURE

The structure of the CFSM program is based on functional units (objects) of the

general CFSM model. The data structures of the basic objects must represent

communication channels, machine states, transitions, and a means for capturing global

tuple (state) values. In addition to constructing the fundai 'ntal data structures, there must

be an intuitive input mechanism for the FSM's and an understandable display of the

analysis.

Implementation details should be hidden from the user. Operations such as loading the

CFSM into memory, performing a reachability analysis, constructing the global

reachability graph, and traversing the graph during searches/output are independent of the

specific protocol to be analyzed.

The program consists of input related procedures, a reachability analysis, and output

procedures. To help manage such a complex and large programming project, separate

compilation units were used. The compilation units were physically grouped by file

according to the function it performed as shown below:

TABLE 3: CFSM compilation units.

Compilation Unit Description File

readinfile parse text input file input.a

loadmachine-array builds machine adjacency input.a
lists from parsed file
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Compilation Unit Description File

build_Gstate_graph builds global reachability reachability.a
analysis graph

clear pointers clears values for another reachability.a
input file

search_for_tuple performs BFS search of search.a
graph

IsEqual compares global records search.a
for equality (similar to =)

outputGstatenode format for node output output.a

outputGstate_transition format for transition output output.a

outputGstates traverses graph and outputs output.a
nodes and transitions

output-machine-arrays format output of contents output.a
of adjacency lists

createoutput_file creates file for analysis out- output.a
puL

This use of separiate subprograms(compilation units) facilitated the development of the

SCM program from existing CFSM code.

The behavior at run time is shown in Figure 10 and associated files of the CFSM

program are shown in Figure 11.

Reachability
Text File (FSM's) Analysis

Figure 10: CFSM run time behavior
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main procedure

Generic Packages Ftkscfsmaj

separt Compilation I =J
aObjectCd

Units (contained in
files) [j1j

reachability.a

Figure 11: CFSM compilation units.

During the design phase of the program it became apparent that some software

components and structures were used more than once. For instance, when doing a

reachability analysis many types of stacks and queues were used. Although the underlying

data types were different, the algorithm for each structure was exactly the same. To increase

efficiency, generic packages were used. Generic units are defined as a reusable software

module or a program unit template [GONZ 911.

The implementation of stacks and queues is accomplished using generics. For

instance, within the program there is a need for a queue of characters representing the flow

of information on the channels between two machines. To assist in the construction of the

reachability graph there needs to be a queue of pointers to graph nodes (see Section C).

Each type of queue has some common procedures and functions. Each needs procedures to

clear the queue, enqueue, and dequeue. Each must also have functions that return the value
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of the first item of the queue, determine if the queue is empty and determine if the contents

of two queues are equal. If these common functions and procedures had to be rewritten with

a different underlying data type, the number of compilation units as well as the object code

would increase; thus the user would be saddled with more 'waiting' time.

The protocol environment can be modified by using generic parameters. The generic

package, queues, has two parameters to the object- the item type and the maximum size of

the queue. This allows the user to define what type of items are contained in the

channel(queue) and how big the channel(queue) can be. Two instantiations of queues in the

program are:

package queuejpack is new queues (character, MAX->3);
package Gpointerqueuepack is new queues(Glink type,MAX->10);

The queue_pack package defines a queue of characters. A ceiling or bound can be placed

on the amount of messages on a channel. If an unbounded channel is to be simulated the

maximum allowable integer can be given. The pointer queue Gpointer queue_pack gives

the user a means to determine the maximum size of a reachability graph. Although, in the

general case, a large number is preferred to allow all tuples (states) to be generated in a

protocol reachability graph. The generic package stacks was implemented in a similar

fashion.

B. INPUT

An important step in designing the CFSM and SCM programs is developing a

meaningful method of inputting the finite state machines. The graphical representation of

a simple FSM conveys a behavior associated with a protocol specification. A means to

transfer this graph into a data structure that can be used in the reachability analysis was

developed.

The FSM's were input as a text file. This file is built by the user with a set of language

rules similar to Backus-Naur Form (BNF). The input file is parsed one line at a time. Each

line is read into a line buffer and tokens formed according to the rules defined below. From
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the tokens, an internal data structure is generated to represent the set of finite state

machines. The list of valid instructions for finite state machine input is:

start
machine <natural>
state <natural>
initial state <natural> <natural>
trans <-I+> <albl ... IzIAIBI ... IZ> <natural>
finish

The tokens are cast into either enumerated types (instructions) or integers (integer

variables). The integer variables have been formally defined within the main procedure in

Appendix A.

The meaning of the instructions are:

start Serves as a beginning flag for the file.
machine Defines the current machine.
state Defines the current state.
initial state The intitial/start state for

machines one and two.
trans Transition type, transition

message, and next state.
finish This token serves as an ending flag for

the file.

Representation of a finite state machine using the above convention has some inherent

constraints. Since an input token, such as the transition -D, cannot be directly caste into an

enumeration token (no special characters at the beginning of a token), the (-,+) must be

converted separately to (sndrcv) tokens. The use of alphabetic characters to represent

messages in a channel, limits messages to 52 distinct types (a..z,A..Z). The input file for

stop and wait is:

start
machine 1
state 0
trans -D I
state 1
trans +A 0
machine 2
state 0
trans +D 1
state 1
trans -A 0
initial state 0 0
finish
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The data structure representing the CFSM is then used to construct a reachability

analysis graph. The two data structures that support directed graphs (or finite state

machines) are adjacency lists and adjacency matrices. Since the use of adjacency matrices

to construct directed graphs can lead to wasted hardware memory, adjacency lists (one

dimensional array of linked lists) were implemented.

The data structure to build the adjacency list and the constraints are:

type machine array_record type;
type Mlink_type is access machine arrayrecord type;
type cfsm_transition type is (snd,rcvunused);
type executed type is (yes,no);
type machine arrayrecordtype is

record
transition cfsmtransition-type;
message character;
next state natural;
executed executed-type;
Mlink Mlink type

end record;

type machine arraytype is array(positive range<>)
of Mlink_type;

type system arraytype is array(l..2)
of machinearraytype;

Some data structures shown above are peculiar to Ada. Access types are data types that

provide an access ("pointer") to an object of another type or subtype. It reserves storage

locations during the execution of a program dynamically by use of a memory allocator. A

record type is simply a collection of elements where each element is referred to by its name.
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The array of linked lists is defined as an unconstrained array; whereas, at compile time, the

number of machines is set at two. To illustrate the finite state machine data structure the

CFSM stop andwait protocol is shown in Figure 12.

Machine 1

transiton sndomessage
0 - ne~xt sfm 1

executed no

... message A
t• - --- next state 0
•'•executed noMlink --

Machine 2

tranlsition rev
message D

0- - next state 2
executed no
Mlink

transition snd
message A

i1 - ~ next state
executed no..
Mlink

Figure 12: Finite State Machine representation, stopand wait

C. REACHABILITY ANALYSIS

In order to determine if all states in a network are reachable a graph is constructed,

After the textual representation of the CFSM is input, the adjacency lists are constructed as

described in the previous section. The initial states for each machine indicate the starting
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position of each list. From the lists a directed graph is constructed. It is from this directed

graph that deadlocks and unspecified receptions are sensed and the appropriate output

message is displayed.

The algorithm to construct the global reachability graph is:

loop
for machinel array index in L..rowsize loop

if machinel r-array index).transition=snd or
machinel(array i•dex).message=top of-queue2l then

make temp Gstate record
search list for Gstate record

iffound then link current to found state
else make new node and link into Gstate.graph
and push pointer onto pointer stack

else none found
end loop
for machine2 array index in L..rowsize loop

if machine2 (array index).transition=snd or
machine2(array index).message=top of.queue)2 then

make temp Gstate record
search list for Gstate record

ifound then link current to found state
else make new node and link into Gstategraph
and push pointer onto pointer stack

else none found
end loop
if stack is empty then

raise STACKEMPTYelse
pop last Gstate

end loop

The initial global state tuple (node) is created from the starting state of each machine's

adjacency list. From the top node, tuples (global states) are added to the graph using the

reachability algorithm. The algorithm shows the graph being constructed with stack based

implementation, allowing a breadth first construct. The option is given to the user to

construct the graph depth first. A case statement is used to toggle between stack or queue

procedures/functions (this is not shown in the algorithm above.) Figure 13 shows the

internal representation of the global reachability graph for the stop_and_wait protocol
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Note that when a tuple is generated a data structure representing a transition and a node are

separately added. The field newnode was included in the transition structure to allow

prope" traversal of the graph. The current version of the program allows for four transitions

from each tuple. This can be expanded upward if needed.

Exception handlers were used to maintain control in the reachability graph

construction. Whenever a queue or stack is empty the control is handed to the exception

handler to continue program execution. The exception handlers allow definition of specific

error conditions to be sensed and appropriate action taken.

During graph construction, global state tuples are identified that satisfy the deadlock

and unspecified reception properties. If a global state node has only receiving transitions

from it and both the queues are empty, a deadlock message is displayed to output. If the

global state node has outgoing receive transitions and the head of the respective queue does

not match the receive transition (assuming the queue(s) are not empty) then an unspecified

reception message is displayed to output. When the construction of the graph is complete

the adjacency lists are checked for any unexecuted transitions. The contents of the lists are

displayed after the output of the graph is done. Unexecuted transitions are identified by the

execution field, with a no entry. For an example see Figure 15

Upon completion of the reachability graph construction, a pointer to the top global

state node is passed to the output procedure.

When constructing a reachability graph there are two factors that need to be

considered- run time and the size of the graph generated. As noted earlier, a ceiling can be

placed on the size of the graph by the user prior to compilation. Ideally, a specification can

be input to the program and an analysis could run for as long as needed (perhaps days);

however, most computer systems are limited by storage. The question of storage capacity

is left to the user of the program. A determination must be made as to how large a graph to

anticipate (worst case is the largest integer represented on the register) and how much

storage space can the underlying system provide.
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The design of the program addresses the issue of running time. The running time, or

complexity, oi the reachability analysis is dominated by the algorithm that governs the

directed graph traversal. All traversals are done in both models (CFSM and SCM) in a

recursive, depth first manner. The complexity, or big 0 notation, for traversals of a directed

graph can easily be defined. Consider a reachability graph G=(VE) consisting of a set V of

vertices(nodes), and a set E of edges(transitions). Each edge correspond. to a pair of

distinct vertices in the directed graph. Ti, running time or complexity of such a graph

traver,,il is proven by induction to be O(IVI + IEI). A rigorous proof of the complexity

appears in [MANB 89].

D. OUTPUT

The output procedure for the CFSM tool displays the reachability graph and

associated messages to both a text file and the default output device. The output procedure

has as a parameter a pointer to the top global state (rode). From the top node the graph is

traversed in a depth first manner and saved to an output medium. The contents of the

adjacency list are also displayed to output providing a means to cross check the CFSM

construction and identify unexecuted transitions as shown for stop_and wait in Figure 14.
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R.AUC4AILITY ANALYSIS of : stop-andwwait

1 EO,E,E,O] -D [1,)D,E,O 2
2 1, D,E,O] *D I I,E, E, 1 3
3 E I E.E1 t -A [1 E.A. 0 ] 4
4 1, E, , 0] + C O.E, E, 01 1

I Machine 1 Array Contents I

I From I To I Transition I Executed I

I 0 I 1 I aid D I yes I
I 1 I 0 I rcv A I yes I

I Machine 2 A'ray Contents I

I From I To I Transition I Executed I

I 0 I 1 I rcv D I yes I
I 1 I 0 I snd A I yes I

* The nodes generated by the analysis
were done in a breadth first manner

Figure 14: CFSM, analysis output, stopand_wait

To illustrate the formatting of the model's output an example is presented. Assume

that a CFSM exists reflected by the following specification:

Machine I Machine 2

1 +X
I3

+A -
+B++

2

The input file is:
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start
machine I
state 1
trans -D 2
state 2
trans +A I
machine 2
state I
trans +D 2
state 2
trans -A 1
initial-state I I
finish

The output file reflecting deadlock, unspecified receptions, and unexecL ttL transitions

is shown in Figure 15.

READABILITY 4AILYSIS of : deadlock-example

1 1,E. E. 1] -X [ 2.X E. 1] 2
-B 1 1,E. 3 ] 3

2 [2.XX E, 1] -U t2,XX 8 3 ] 4
+X [2,E.E,2 ] 7

7 C 2 E E 2 1 --' %*-DEADLOCX Condition
3 [1,E, B,33 -X C2,X, B,33 4
4 C2,XB,3] +X C2,E,B,1] 5
5 2,E, D, 1] -B [2, E, B , 3] 6
6 [ 2, E , BB 3 3 ] w* Unspcified Reception *aee

I Machine 1 rraq Contents I

I From I To I Transition I Executed I

I 1 I 2 I vid X I yes I
I 2 I 1 1 rcv A I no I

I lMachine 2 Arraq Contents I

I From I To I Transition I Executed I

I 1 I 3 I snd B I yes I
I 1 I 2 I rcv X I yes I
I 2 I 1 I r B I no I
I 3 I 1 I ricu X I qes I

4 The nodes gonerated by the analysts
were done In a depth first mamer

Figure 15: CFSM, analysis output, deadlock/unspecified reception/unexecuted transition

example.
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IV. AN AUTOMATED TOOL FOR SCM REACHABILITY
ANALYSIS

In this chapter, a program is introduced that automates the SCM Inodel. It provides

an intuitive environment to input a protocol specification and receive the analysis in an

understandable format. Since the model only uses variables and finite state machines to

describe a protocol's behavior, it is considered an approximate model. There are certain

details of protocol design, such as message and header format, that are abstract from the

analysis. The succinctness of a protocol representation helps analyze the logic and structure

without getting lost in a myriad of detail.

The organization of this program is similar to that of the CFSM program. A means for

input, output, global reachability analysis, and system reachability analysis are highlighted.

Excerpts of the code are accompanied by a brief explanation of structure and

application.The formal definition of the SCM model found in Chapter II is the basis for

constructing the program.
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The protocol specification and analysis of the stopand wait data link protocol will

be used throughout this chapter to demonstrate the interface of the program to the user. The

specification for the sample protocol is shown in Figure 16.

Machine 1 Machine 2

0 CHAN0

RET rcv xmt

data q ack dt al
1 1

out bu fff in-buff_____

Transition Enabling Predicate Action

xmt_data CHAN = E A CHAN:= out-buff
out buff /= E

rcv ack RET = A RET := E
CHAN:= E

rcv data CHAN /= E in-buff := CHAN

xmtnack true RET := A
in buff := e;

Figure 16: SCM, specification for stop and_wait.

A. PROGRAM STRUCTURE

The structure of the SCM program is similar to the CFSM implementation. There must

be a means for input, output, and reachability analysis. The input is more complex because

not only must the FSM's must be entered, but also variable definitions and the associated

predicate-action table as shown in Figure 16. The input can be viewed as hierarchical. The

global and system reachability analysis are performed using different algorithms and are
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described in later sections. The code for producing output is identical to the CFSM program

with some addition to allow the user to tailor variable output.

Text File FSM's)
Global and System

Reachability Analysis

Variable Defin itions
[ ]...._..._..,. !SCM

Program

Predicate-Act. ion

Figure 17: SCM run time behavior.

The program, written in Ada, consists of packages, proceduresand- functions that

make up the basic structure mentioned above. A package specifies a group of logically

related entities, such as types, and objects of those types as defined in [GONZ 91] and

[SKAN 881. The procedures and function that were subject to change/updates were also

treated as separate compilation units. To give a 'feel' for the different components of the

program, the separate compilation units and the files that contain them are shown in Table

4.

TABLE 4: SCM compilation units.

Compilation Unit Description File

readin_file parses text input file input.a

loadmachinearray builds machine adjacency input.a
lists form parsed file

buildGstate.graph builds global reachability global reachability.a
analysis graph
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Compilation Unit Description File

clearpointers clears the values for global eachability.a
another input file

search_for_Gtuple performs BFS search of globalsearch.a
global reachabililty graph

IsEqual compares global records global-search.a
and associated transitions
for equality

buildSstategraph builds system reachability system.reachability.a
analysis graph

search_for Stuple perfoms BFS search of system-search.a
graph

IsSysStateEqual compares system records system-search.a
and associated transitions
for equality

outputGstate_node format for node output global-output.a

outputGstate_transition format for transition output global output.a

outputGstates traverses graph and outputs global-output.a
nodes and transitions

output-machine-arrays format output of contents global output.a
of adjacency lists

outputSstatenode format for node output system-output.a

outputSstatetransition format for transition output system-output.a

outputSstates traverses graph and outputs system-output.a
nodes and transitions

output-Gtuple format global record for user-output.a
output

variabledefinitions user defined protocol vari- userdefinitions.a
ables

AnalyzePredicates performs analysis of predi- predicate action.a
cates and determines which
transitions are enabled
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Compilation Unit Description File

Action changes the global and I predicateacnion.a
local variables based on the
transition executed

The user has access to the last three files shown in Table 4. The variable definition package,

Predicate_Analysis function, and Action procedure contained in these files are modified by

the user to reflect the specific protocol to be analyzed. Formats for each unit will be

outlined in Sections B, C, and D. The other files and procedures will remain hidden from

the user because they are independent of any protocol to be analyzed. Figure 18 shows the

files and generic units used at compilation time.

anain procedure---- ---------
Generic Units T]Stacks m I

Ineer1 I et IMU $$Nu
epmrationbal Q s

ou put.a I

[prdiate-action. user-einitions.a Obect code

Separate otu~lIotu~
Compilation

search.a search-a
Unitasl-t1 system-

-reachbili reachabillity.a]

Figure 18: SCM compilation units.
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B. INPUT

An intuitive and understandable means to input a specification is helpful in any

protocol analysis program. A protocol specification is divided into shared and local

variable definitions, predicate-action table representation, and finite state machine storage

structure.

The different parts to each specification to be analyzed must be input in a certain order.

The definition package, AnalyzePredicate function, and Action procedure must be

constructed and compiled before the program is executed. When the program is executed

the user then inputs the FSM text file and obtains the reachability analysis. Since the

compilation of the program depends on the variables in the definition package, this package

is written and compiled first. This is a technique to verify variable definition correctness in

the Ada environment. Once the definitions package is compiled the Analyze_Predicate

function and Action procedure can then be compiled This step-wise refinement facilitates

error free specification representation.

At any point in execution of the program the status of all variables is kept in the global

state record. Each node in the global reachability graph has a copy of this record. Within

the main procedure a global state record is declared as

type Gstaterecord type is
record

machinel state machinelstate_type;
machine2--state machine2_statetype;
globalvariables global_variable_type;

end record;

Having the machine and global types defined in a separate package ensures that only select

pieces of code can be modified by the user. The definitions package contains the

machine]_state type, machine2 state type, and global variable type declarations; thus

this package must be compiled first.

The order that each input category is covered in this chapter reflects order that the

protocol specification should be constructed and compiled.
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1. Protocol Variable Definitions

The user defines the protocol environment variables in the deftions package.

Variables can either be local to a specific machine or global to the system. The global

variables are considered shared and allow communication between the machines in the

system. The local variables are only visible to the machine that they are defined for. A

discrete variable can be one of the many Ada defined types such as:

integer natural character
array digit boolean
record access

These types variables, or their subtypes, can be used to define protocol

environment.

A template for the definitions package is illustrated in Figure 19. The shaded

areas of the figure are where the variables of the protocol are inserted. All other code should

remain unchanged. Additional type declarations should be placed before the machine type
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declarations. The statenumber of each machine is initialized to one even though this

maybe different based on the FSM text file is input (the initial state is explicitly given.)
package definitions is

type scm transitiontype is

I --iprotocol dependent types

type machinelstate type is
record

state-number : natural :- 1;

end record; chie 1 local variables

type machine2_state type is
record

state number : natural :- 1;

end record; achine 2 local variables

type globalvariabletype is
record -

k_-l-tiXglobal (shared) variables

end record;

end definitions;

Figure 19: SCM, definitions package template.

The variable declarations for the stopandwait protocol are:shown in Figure

20.

package definitions is

type scmtransitiontype is (anddata, rcv data,
andack, rcvack);

type buffer-type is (d,e,a);

type machinelstatetype is
record

state-number natural := 1;
out_buff buffer-type d;

end record;

type machine2_statetype is
record

state number natural := 1;
inbuff buffertype : ;

end record;
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type global variabletype is
record

CHAN : buffer type : 3;
R3T : buffez.type : 3;

end record;

end definitions;

Figure 20: SCM, definitions package, stop andwait.

The transitions are represented as Dndata, xmt_ack, rcvdata, and rcv ack

instead of -D, -A, +D, and +A. Machine one has a local variable that serves as an out-bound

buffer (outbuff). It is initialized with data present in the buffer, represented by 'd'. The

only machine that sees the variable contents is Machine one. Machine two is similar in that

it has a buffer for receiving (in buft) data from the channel. The global variables are the

shared variables channel (CHAN) and a return link (RET). Both variables are initialized

empty and can be accessed by each machine. The values that CHAN, RET, in_buff, and

out buff can have are defined as a buffertype. The buffer type variables can have the

values e (empty), d (data), or a (acknowledgement). The stopand_wait protocol example

shows how easily variables can be represented. All the text in bold lettering are user defined

variables and types.

2. Predicate-Action Table Representation

The predicate-action table serves as the engine to the analysis. The enabling

predicate defines the logic that must hold true for the transition to be taken (refer to Table

1). Local and global variables must meet these conditions. A number of transitions could

be enabled, but, for a transition to be executed the state of the machine must be considered.

The action column of the predicate-action table identifies the variable changes that must

take place when the transition is executed. The program captures the essence of the

predicate-action table by breaking the components of the table into subprograms. A

subprogram in the Ada environment is a function, procedure, or package. Since the user

must have access to a number of the subprograms they are represented as separate

compilation units.
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The first subprogram is the Analyze-Predicate function. A function is a

subprogram that returns a value to the location in which it was invoked. It can only have

input parameters.The function is handed the machine local variables and the system global

variables as input parameters. Since more than one transition could be enabled, a stack is

used to place all transitions that are enabled. A transition is pushed onto the stack if it is

enabled and the function returns the entire transition-stack. From the transition-stack

values and a pointer to the current state in machine adjacency matrix, a determination is

made on which transition can actually be executed. There are a number of

Analyze-Predicate functions, one for each machine. The template for the

AnalyzePredicate function is shown in Figure 21.

separate (main)
function AnalyzePredicates_Machinel(local : machinelstate_type;

GLOBAL: global_variable type)
return transition stack_package.stack is

begin

MakeEmpty (transition stack); enabling condition

if ( • ) then
Push (transition stack,end if;

Senabled transition
return transition stack;

end Analyze_Predicates_Machinel;

Figure 21: SCM, AnalyzePredicate function template.

Once a transition is executed, changes must be made to some or all the variables.

A procedure using a case statement was the simplest way to make the changes to the global

state record. The Action procedure has three parameters: the transition that is executed and

the current global state record are in parameters, and the updated global state record is the

out parameter. The transition is passed into the procedure and a case statement determines

which series of instructions are to be executed. These instructions make the appropriate

changes to the protocol environment variables. The outsystem state is handed out of the
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procedure containing the changed protocol variables. The template for the Action

procedure is shown in Figure 22.
separate (main)
procedure Action( in system state in Gstaterecord type;

in transition in scmtransitiontype;
out•system state : out Gstaterecord type) is

begin
case (in-transition) is po enabled transition

when (•) ->

"" action taken
when others ->

put line("Error in the Action procedure");
end case;

end Action;

Figure 22: SCM, Action procedure template

The three subprograms that reflect the logic of the predicate-action table are

grouped together in one file (predicate-action.a). The file for the stopandwait protocol

is:

separate (main)
function AnalyzePredicatesMachinel(local : machinel statetype;

GLOBAL: global_variabletype)
return transition stack_package.stack is

begin
MakeEmpty(transition stack);
if ((local.out buff T- e) and (GLOBAL.CIAN Z)) then

Push(transitionstack,_mt-data);
end if;
if (GLOBAL.RET = A) then

Push(transitionstack,rcv_ack);
end if;
return transition stack;

end AnalyzePredicates_.Machinel;

separate (main)
function AnalyzePredicatesMachine2(local : machine2 statetype;

GLOBAL: global_variabletype)
return transition stackpackage.stack is

begin
MakeEmpty(transition stack);
if ((GLORAL.CHAN /- i) and (local.in buff = e)) then

Push(transitionstackrcvdata);
end if;
Push(transition stack, =t_ack);
return transitionstack;

end AnalyzePredicatesMachine2;separate (main)

separate (main)

44



procedure Action (in systemstate : in Gstaterecordtype;
in-transition : in scmtranaition_type;
out_system state : out Gstate_recordtype) is

begin
case (in-transition) is

when (zmt-data) ->
outsystem state.GLOBAL VARIABLES.CHAN :=
in system_statemachineTstate.outbuff;

when (rcv ack) Z>
outsystem state.GLOBALVARIABLES.RET : Z;
out system state. GLOBALVARIABLES. CHAN := Z;
outsystem state.machine2_state.in_buff := e;

when (zmtack) =>
out-system state. GLOBAL_VARIABLES. RET := A;

when (rev- data) ->
outsystem state.machine2 state.in buff
injsystem state.GLOBALVARIABLES. .CRAN;

when others =>
put line("Error in the Action procedure");

end case;
end Action;

Figure 23: SCM, analyze-predicate.a, stop_andwait.

The bold text in the code irdicates what the user provided as input to define the

specification shown in the stopand wait predicate-action table (See Figure 16.)

3. Finite State Machines

The FSM's are input as a text file during program execution. This file is built by

the user with a set of language rules similar to the Backus-Naur Form (BNF) shown in

Chapter III. The only change to the format of the input is the transition (trans) lines. In the

CFSM model only send and receive transitions were allowed; whereas in the SCM model

a transition can have any label that follows the enumeration rules. The lines of the text file

are buffered and parsed. From the parsed line groups of strings called tokens are

manipulated as described in Chapter III. The list of valid instructions for finite state

machine input is:

start
machine <natural>
state <natural>
initial'state <natural> <natural>
trans <enumeration literal> <natural>
finish
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The tokens are cast into either enumerated types (instructions) or integers (integer

variables). The integer variables have been formally defined within the main procedure in

Appendix B. The meaning of the instructions are found in Figure 24. *

start Serves as a beginning flag for the file.
machine Defines the current machine.
state Defines the current state.
initial-state The intitial/start state for

machines one and two.
trans Transition type and next state.
finish This token serves as an ending flag for

the file.

Figure 24: Input File definitions.

Representation of a finite state machine using the above convention has some

inherent constraints. Rules for constructing enumeration literals must be followed. For

instance, the list of values in an enumeration literal can only be character literals and cannot

contain a digit in the first position. The input file for stop and wait is shown in Figure 25:

start
machine I
state 0
trans xmtdata 1
state 1
trans rcvack 0
machine 2
state 0
trans rcv-data 1
state 1
trans xmt ack 0
initial state 0 0
finish

Figure 25: SCM, Input File, stopand wait.

A data structure that contributes to the reachability analysis is the FSM adjacency

list. The adjacency list was chosen as the structure to represent the directed graph of the

finite state machines.

The actual data structure to build the adjacency list and the defined constraints

are:

type machine_array_recordtype;
type Mlinktype is access machinearrayrecord type;
type executedtype is (yes,no);
type machinearray_recordtype is

record
transition scm-transition type;
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next state : natural;
executed : executedtype;
Mlink : Mlink type

end record;

type machine arraytype is array(positive range<>)
of Mlink_type;

type system array type is array(1..2)
of machine array_type;

The internal representation of the FSM adjacency lists are the same as Figure 12

except the SCM adjacency lists do not have a message field.

C. REACHABILITY ANALYSIS

The process of generating the set of all states reachable from the initial state is called

state reachability analysis. During the reachability analysis a check for deadlock,

unspecified reception, and unexecuted transitions are done. The reachability analysis of a

specific protocol is done in two phases.

The first is to generate a global state reachability graph. This analysis construcs a

graph, whose nodes are the reachable global states, and whose arcs indicate the transitions

leading from each global state to another. The global state (node) contains the state of each

machine and the values of all the variables.

The second phase of the analysis is to generate an separate system state reachability

graph from the global state reachability graph. The system reachability graph contains

nodes with just the state information of each machine. The rules for the generation of new

states will be discussed in Section 2.

I. Global State Analysis

The process of generating the set of all global states reachable from the initial

global state is called global state analysis. This analysis produces a graph, whose nodes are

the reachable global states, and whose arcs indicate the transitions leading from each global

state to another. The global state of a system consists of the system state tuple, plus the

values of all variables, both local and shared. The algorithm as it appears in [LUND 91 a] is:
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(1) Set each machine to its initial state, and all variables to their initial
values. The initial set of reachable global states consists of the initial system
state and the value of all variables; the initial graph is a single node
representing this state.
(2) From the current global state vector and variable values, determine
which transitioius are enabled. For each of these transitions, determine the
global state which results from its execution. If this state (with the same

enabled transitions) has already been generated, then draw an arc from the
current state to it, labeling the arc with the transition name. Otherwise, add
the new global state to the graph, draw an arc from the current state to it, and
label the arc with the name of the transition.
(3) For each new state generated in step 2, repeat step 2. Continue until
step 2 has been repeated for each global state thus generated, and no more
new states are generated.

The algorithm above was modified to make use of the existing data structures

introduced in the CFSM program. A psuedo-code algorithm to construct the global

reachability graph is:

create top Gstate pointer and initial node in Gstategraph
main loop

for machine index in l..number of machines loop
transition stack.-= Analyzepredicate(machineindex.current_Gstate)
while tras-ition stack is not empty loop

while current row of machine(machine index) is not null loop
if current Gstate.transition = to6p of transition stack then

peFform Action procedure on current Gstate and place
results in a temp Gstate

search Gstate graph fo)r temp Gstate
if temp.Gstatifound then

insert temp Gstate in Gstate graph
Enqueue pr5Tnter to location in Gstate.pointerqueue

else
link current Gstate to found Gstate
set new noffe flag to false

else
traverse current row of machine(machine index)

end loop --machine row traversal loop
Pop a transition from the transition stack

end loop --transition loop
Vf the Gstate.pointer queue is not empty then

Dequeue a pointer
go to the appropriate row of machine(machine index)

else
exit loop

end loop --machine loop
exception

when Gstate.pointer queue is empty then
exit main loop
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when Gstate pointerjqueue isfull then
print error message
exi main loop

end mai 
n loop

The data structures that are used in the program are defined in the specification

of the main procedure and the definitions package. The machine states and variables along

with the global variables are defined in the definitions package. The remaining data

structures which are hidden from the user are:shown in Figure 26

-- data structures for the global state tuple(node)
type global_state type;
type Glink_type is access globalstatetype;

-- transition structure
type Gstate transitiontype is

record
Gtransition : scm_transitiontype;
new node : boolean :- true;
Glink : Glink type;
executed : boolean := false;

end record;

-- global tuple structure
type Gstaterecord-type is

record
machinel state : machinelstatetype;
machine2 state : machine2_statetype;
global-variables : globalvariable-type;

end record;

-- Global state node, contains transition, state, and link information
-- needed for building the global state graph
type globalstatetype is

record
node-number natural := 0;
Gtuple Gstaterecord-type;
link: Gstate_transition type;
link2 Gstate transition-type;
link3 Gstate-transition_type;
link4 Gstatetransitiontype;

end record;

Figure 26: SCM, global definitions.

The data structure of the global node (global state type)encapsulates the

information contained in the global state record. The global transition record has the type

of transition and information about the node it is pointing to. If the node it is pointing to is

a newly created node the new field is set to false, otherwise it maintains its initialized value

of true. It also has a visited field, used during the construction of the system state
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reachability graph. The internal representation of the graph generated by the algorithm for

stop_an4_wait protocol highlights all the data structure used (see Figure 27).
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2. System State Analysis

System state analysis is similar to global state analysis. The number of states

generated by the system state analysis is less than or equal to the number of states in the

CFSM model or the global analysis of the SCM model. Only the states of the machines and

the transitions from those states are considered when generating a new state. The formal

steps in constructing a system state graph as it appears in [LUND 91a] is:

(1) Set each machine to its initial state, and all variables to their initial
values. The initial set of reachable system states consists of only the initial
system state; the initial graph is a single node representing this state.
(2) From the current system state vector and variable values, determine
which transitions are enabled. For each of these transitions, determine the
system state which results from its execution. If this state (with the same
enabled transitions) has already been generated, then draw an arc from the
current state to it, labeling the arc with the transition name. Otherwise, add
the new system state to the graph, draw an arc from the current state to it, and
label the arc with the name of the transition.
(3) For each new state generated in step 2, repeat step 2. Continue until
step 2 has been repeated for each system state thus generated, and no more
new states are generated.

The portion of the program that builds the system state graph makes use of the

information already available in the global state graph. In the current version of the

program the global reachability graph is constructed followed by the system reachability

graph. Future versions would allow the user to select which analysis to perform but

currently both are constructed and output. The pointer to the initial global state is provided

as an input parameter to the build Sstategraph procedure. The global state graph is

traversed in a breadth first manner, as the nodes are visited the system state graph is

constructed. If the system state graph were being constructed independently of the global

state graph the algorithm would be very similar to the one in the previous section. Since the

system state graph is being constructed based on only the global reachability graph the

machine matrices are not used. The psuedo-code algorithm for this approach is:
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create top Sstate pointer and build initial Sstate node;
main loop

while( current Gstatedlink not null and not visited) loop
vist a (state graph node using BFS traversal
mark the link taken as visited
create a temp Sstate with values of currentGstate
search Sstategraph for temp Sstate

i ttem•' Sstate found then
Tnsert tempSstate in Sstategraph

else link current Sstate to found Sstate
set newnode flag to false

end loop

end main loop

The data structures for the system state graph construction, except for the

transition labels, are completely hidden from the user. The system related data structures as

they appear in the main procedure are shown in Figure 28.

type systemstate-type;
type Syslink_type is access systemstate_type;

-- transition structure for system state
type S-statetransitiontype is

record
Stransition : scm_t ransitiontype;
new node : boolean := true;
Syslink : Syslink_type;

end record;

type Sstaterecord type is
record

machinel state : natural :- 0;
machine2-state : natural :-0;

end record;

-- system state structure
type systemstatetype is

record
node number natural := 0;
Stuple : Sstaterecordtype;
linkl . Sstate transition_type;
link2 . Sstate_transition_type;
link3 : Sstate.t'-_-:Ation_type;
link4 : Sstatetransition_type;.•

end record;

Figure 28: SCM, system definitions.

To follow through with the stopand_wait analysis example, an internal

representation of the system state graph is shown in Figure 29. Although this example does

give a graphical picture of how the data structures are used it does not show the advantages
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of a system state analysis over global state analysis. Examples covered in Chapter V

illustrate how much smaller system state graphs can be when compared to the global

analysis graphs.
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D. OUTPUT

Output of the analysis is provided to a text file and to a default device(workstation

display). Figure 32 shows a captured image of default output to a workstation screen for

stop and wait. There are features available to allow the user to step through the output one

screen at a time. Output messages are provided to the user when a deadlock, unexecuted

transition, or an unspecified reception occur. A message is also displayed when the length

of the graph exceeds the bounds defined by the user (capacity of the channel is exceeded.)

The contents of the machine adjacency lists are also output.

The user may format output for the global state graph. This is done through the file

user-ouput.a. The procedure, ourputGtuple, contained in the file allows the user to format

the variables for default output.The template for output procedures are found in Figure 30.

separate (main)
procedure outputGtuple(tuple : in out Gstaterecordtype) is
begin
put(' [' & integer'image(tuple.machinelstate.statenumber) & .

Sl user defined format of variables using textO10

put(' ," & integer'image(tuple.machine2_state.statenumber) & "
end outputGtuple;

separate (main)
procedure outputGtupletofile(tuple : in out Gstaterecordtype) is
begin

put (reach," [ & integer' image(tuple.machinel state.statenumber));

m. user defined format of variables using textO10

put(reach," ," & integer' image(tuple.machineZstate.statenumber)
• , ] ");

end outputGtupletofile;

Figure 30: SCM, output_Gtuple procedure template.

An example of how a user could format output is given for the stop-andwait protocol

is given in Figure 31

separate (main)
procedure outputGtuple(tuple : in out Gstaterecord type) is
begin

put(" [" & integer' image(tuple.machinel_state.statenumber)
& '. , ")

put(tupl..machinel_state.out_buff, set => lower_case);
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put(,
put (tuple .GLOBAL VARIBLES . CHAN, set m>upper~case);
put (" , ") ;

put (tuple .GLOBAL VARIABLES. RET, set -> upper~case);
put(" , " ) ;

put (tuple .machine2 state. in buff, set -> lower case);
put(" ,"&integer'-image(tuple.machine2_state.sEtate-number)

& " I )

end output Gtuple;

separate (main)
procedure outputGtuple-to-file(tuple :in out Gstate-record type) is
begin

put(reach," (

integer'image(tuple.machinel state.state-number)& ,

put (reach, tuple machinel-st ate.out buff, set -> lower-case);
Put(reach", , %);.
put (reach, tuple .GLOBALVARIABLUES RM, set -> upper_case);
put(reach,"f ,%)
put (reach, tuple .GLOBALVARIABLES.RZT, set => upperý_case);
put(reach," , ");
put (reach, tuple .machizie2_state. in buff, set => lower-case);
put(reach," Iv &
integerlimage(tuple.rnachine2_state.state-number)& I

end outputGtuple_to_file;

Figure 31: SCM, output format, stop and-wait.

Consistent with previous examples the boldface code is that which the user

provides. The user does not provide any parameters for system state output. The output

shown in Figure 32 was formatted according to the procedures uqed above.
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REACHAIILITY iN4LYSIS of : stop-and.wait

Global State G•AN

0 o 0 , d , E , E , e , 0 ] xmt-data I
I I I, d, , E , ae, 0 ] rcvydata 2
2 11,d, D,E,d,1] xt.ack 3
3 C 1, d, DA, d, 0 ] rcv.ack 0

Sqstem Stat. GRVHP

0 0 ,0] xm t.data 1 , 0] 1
1 1( .0] rcvdata [1,1] 2
2 1,1] xmt-ack 1, 0] 3
3 E1,0] rcv-ack E0,0] 0

I Machine 1 Arraq Contents I

I From I To I Transition I Executed I

I 0 I 1 I xmt,_data I ges I
I 1 I 0 I rcv-ack I ges I

I Machine 2 Arraq Contents I

I From I To I Transition I Executed I

1 0 I 1 I rcvdata I ges I
I 1 I 0 I xmt.ack I yes I

Figure 32: SCM, analysis output, stopandwait.
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V. AN AUTOMATED ANALYSIS OF SELECTED DATA LINK
PROTOCOLS

In this section the programs that were developed in the last two chapters will be

demonstrated. Some well known data link protocols will be analyzed using the CFSM and

SCM programs. The CFSM program will be used to analyze the alternating bit and the

sliding window protocols. The SCM program will be used to analyze go_backn and

selective repeat protocols. In each analysis the specification will be described; the program

input and results are in the Appendices of this publication.

A. CFSM MODEL

The examples used as input show the advantages of the CFSM program. The

alternating bit protocol analysis was chosen as a simple class of protocols. The sliding

window with a window size of three shows how a graphically complex protocol can be

analyzed quite easily.

1. Alternating Bit Protocol

The specification of the alternating bit protocol will be used as the first example

for the CFSM program. The protocol consists of two machines. Machine one serves as a

sender and Machine two as the receiver. The sender sends a message(-X) to the receiver.

The receiver then accepts the message (+X) and sends an acknowledgment (-A). The

acknowledgment at the machine level is done with the toggling of a bit, wherein the name
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alternating bit is derived. The sender is clear to send another message when the

acknowledgment is received.

Machin I Machine 2

-x

2 +B 2 -B

+A-A

3 3

"-Y +Y

4 4

Figure 33: CFSM specification, Alternating Bit.

The input file for the specification is

start
machine 1
state I
trans -X 2
state 2
trans +A 3
state 3
trans -Y 4
state 4
trans +B I
machine 2
state 1
trans +X 2
state 2
trans -A 3
state 3
trans ÷Y 4
state 4
trans -B 1
initial-state I I
finish

The analysis of the alternating bit specification is:
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REACHABILITY ANALYSIS of : output.alt-bit

S1 1, E,E,13 -X C2, X,E,1 1 2
2 [2, X,E, 1I *X [2,.EE 2 1 3
3 [2,E,E, 2] -1 2, E, , 3 ] 4
4 [2, E,A, 3 +A ( 3, E E,3 1 5
5 E3,EE, 3] -Y E4,YE,3 1 6
6 E4,YE,3] *Y [4,EEE 4 3 7
7 4, E E, 4 ] -B (4, E, B, 1 8
8 E4, E, B, I I 9B I1,E,E, I] 1

I Machine 1 Aray Contents I

I From I To I Transition I Executed I

I 1 I 2 I snd X I yes I
I 2 I 3 1 rcv A I yes I
I 3 I 4 1 snd Y I yes I
I 4 I 1 I roy I I yes I

I Machine 2 Arraq Contents I

I From I To I Transition I Executed I

I 1 I 2 I rcv X I yes I
I 2 I 3 I snd A I yes I
I 3 I 4 I roy Y I yes I
I 4 I 1 I snd B I yes I

* The nodes generated by the analysis
were done in a breadth first manner

2. A More Complex Example: The Sliding Window Protocol.

The analysis of a sliding window protocol is a more complex example. To

represent the protocol as a set of graphical finite state machines can be quite tedious. The

essence of the protocol must be captured with the use of transitions, oftentimes this can lead

to an intricate diagram as in this example.

The sliding window protocol can also be represented as a two machine CFSM.

As in the previous example, Machine one is the sender and Machine two is the receiver. At

any instant of time the sender maintains a list of consecutive sequence numbers

corresponding to frames it is permitted to send[TANE 811 These frames are said i, fall
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within the sending window. The receiver also maintains a receiving window corresponding

to frames it is permitted to accept. The sending window and the receiving window need not

have the same lower and upper limits, or even have the same size.

A window size of three is used in the specification given in Figure 34. The

messages or packets are shown as transitions labeled X, Y, and Z and the acknowledgments

are A, B, and C.

Machine I Machiine 2

1

, ZZ

A +A

622

-C

8 8

9

Figure 34: CFSM specification, sliding window (w=3).
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The text file of the specification is:

startPachirw I machine 2state 1 state *I

tra s-X 2 tram -X 2statu 2 state2
tr-am s 7 tree *Y 3

tran -Y 3 state 3
state 3 trais -C 4
tra-m .90 state 4
trm +C 4 tram -Z 5
state 4 StAt S

tran -Z 5 tra -X 6
state 5 sto 6
tras -X 6 traiu -17

state 7trans•m~ A rn Y 8
state 6 state atram A 2 tram -Z 9
tr-ans Bl 7 autoa 9
state 7 tram -A Itram -Y 7 sitial-sta e 1 1

state a Finish
traft -Z 9
state. 9
tran +C 5
tram A 1

The analysis of the specification as contained in the output text file:

AEVILM AIYMLYSIS of ; mAatp.sIdlna

1 C1.E.K,12 -K C2,X.E.) 22 (2,X.K.1) -Y 3,wE,1) 3

: it 2 1 EE 2 1 4
3 3,XYE,1 *I X 3 Y. 21 S
4 12.E,,21 'Y 3,YEE31 5
S (3,.5,(2] .5 [E (3553 S

S tJE,. C.I -C C 4. . 7
7 23.E.C.4I *( 4,. E E II 8
0 4 ,1,1,41 -Z CSZ, E 4 ]
9 ,zIt,41 - 1 (6 atE"41 1o

-Z C .E • S I 11
1o C6 E. 4 1 *Z t 6,x ( 1 12
1.t. I5, E ,E5 1 -X 1&.X, S 1 12
12 6.1.ES1 *K 1 1 El, I I 3
1.3 6 E.5.61 -3 (•.E, 14
14 C6,5E.7]1 E E.I, 1 15
Is ( 7: ,E ,7] -Y (9,Y, '1 1;
if ( .5YE.71 -Z IYZ. E I71 17

t o C I E E I . I * 1
E7 (EY ,(, 7) *s ',Z 15Is (3.5.5.i1 -z (3.2.531 19

13 (5I,.[.5.3 .2 (9.E. 5 20
20 (9,5.5.91 ]4 (9.5.,E1 1

I ledI'm•n 1, Artwj Cc'ian. Iw. I Ied,Ire 2 nr. CotutI

Ferm I To I Trasition IExecuted I Fro I To I Transtion I Executed I

1 2 wWd X I 1 2 rcv X 1

2 7 -c I Io 2 3 r1v Y I qve

12 131 Sndt Y I3 4 1 W C I .v
S3 -i 1 i 415 rcv Z IvIS1 1 15 1 61 r'vX I s

31 4.1 cY C I 6 16 71 , -,W
41 SI id 1 I7 11 81 r-v Y IW
5 6 UWW X I I 9 1 'cv Z I Wa
SI 12 r-cv a, no I 1 1 1 A 1 9 1

I 6 I 2 I c A I ____________________

7 I 9 wWv Y I We I7 I 8 I ud V I

8 Iw S I Yee I
S 5 rcv C I no I
S I I cv go@
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The unexecuted transitions account for error control. Error control refers to

mechanisms to detect and/or correct errors that occur in the transmission of information. So

the unexecuted transitions identified in Machine 2's array are transitions that would have

been executed if a loss of a message had occurred. Error and time-out transitions are not

shown in the CFSM.

B. SCM MODEL

The examples used as input validate the use of the SCM program as a tool to verify

protocols. The go back.n protocol was analyzed first due to the availability of prior

modelling done using SCM. The output of the program were compared to the manual SCM

modelling results of this protocol. The selective repeat specification provided additional

evidence as to the programs validity as well as demonstrating how it can be used to improve

a specification. In both examples it must be shown that the use of the analysis should help

the designer or reviewer to gain a greater understanding of the protocol, as well as in

detecting errors.

The analysis of any protocol using this program contains varying information. A

global reachability graph and system reachability graph are provided. Following the graph

is a description of the contents of each machine array upon termination of the graph

construction. Error messages (deadlock, unspecified reception, and unexecuted transitions)

are placed at the point in the analysis where they occur. The system state graph will be used

in this section to provide a means to validate output results. The system state graph can be

viewed as a three dimensional object whose tuple values provide a vector to 3 dimensional

space.

1. Go Back N

The first protocol which was chosen to model is a go-back-n protocol with a

variable window size, which is a subset of the High-level Data Link Cofitrol (HDLC) class

of protocols. There are two machines in the system, a sender(mi) and a receiver (m2 ). The

sender sends data blocks to the receiver, which are numbered sequentially, 0, 1,..., w, 0, 1,...
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for a window size of w. The maximum number of data blocks which can be sent without

receiving an acknowledgment is w, the window size.The receiver, m2' receives the data

blocks and acknowledges them by sending the sequence number of the next block expected

(which is stored in local variable exp). The shared variables DATA and SEQ are used to

pass messages from sender to receiver, and the shared variable ACK is used to pass

acknowledgments back to the sender. The receiver may acknowledge any number of blocks

received up to the window size. Upon receiving the acknowledgment, the sender must be

able to deduce how many data blocks are being acknowledged. This is done by observing
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the difference between the values of the received acknowledgment and the sequence

number of the last dam block sent.

machine ] machine 2

0 0
-D DATA SEQ -D

A0  +A

1 2 1

seq (0 1 wAx:(0

ACK "1 -iA0 - -- A

-D-

0w

1 2 w
sdatal II"" IRdata:l

seqi: (0, ,..., w) exp : (0, 1 ,... w)

Transition Enabling Predicate Action

-D. DATA(i)=E A SEQ(i)=E DATA(i) : Sdata(i)
SEQ(i) := seq
inc(iseq)

+Ak ACKDk = seq A ACK:- E

(O!k<w) ACK*E

(next state : k)

+D DATA (1) * E A SEQ(j)=exp Rdata DATA(j)
DATA(j), SEQ(j) E
inc(jexp)

-A DATA(j)=E ACK:= exp

Figure 35: SCM specification, Go Back N, window size of l.w.
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The general specification of the protocol is given in Figure 35. Included in this

figure are the state machine diagrams, variables and the predicate action table. Initially,

both sender and receiver are in state 0, arrays DATA and SEQ are empty, and ACK is

empty. The domains of DATA, Rdata and Sdata are not specified; these are used to hold

user data blocks. Sdata and Rdata are the interface or access points of the higher layer (user)

protocol. The local variables for the sender are Sdata, used to store data blocks, seq, used

to store the sequence number of the next data block to be sent out, and i, used as an index

into the DATA and SEQ arrays. Initially seq is set to 0, and i is set to 1. The local variables

of the receiver are Rdata, exp, and j. Rdata is used to receive and store incoming data

blocks, exp to hold the expected sequence number of the next incoming data block, and] is

an index into the shared arrays DATA and SEQ.

There are four basic types of transitions described in the predicate action table.

In the sender the -D transition transmits a data block by piacing it into the shared variable

-DATA(i), and the sequence number into SEQ(i). The send is enabled whenever those

variables are empty. The receive transition in the receiver, m2. is enabled whenever a data

block of the appropriate sequence number is in the jth element of DATA and SEQ. An

acknowledgment may be sent by m2 in any state except 0, in which case no

unacknowledged data blocks have been received. The +A is a receive transition. If m1 is in

state u, is us w, and there is a nonempty value in shared variable ACK, then exactly one

of the transitions +AO, +A1,..., +A,.- will be enabled; it will be that Ak such that the

predicate ACK 9 k = seq is true, and the next state is k. In the state diagram, all of the

transition +Ak are shown using the same vertical line.

a. Input of variable definitions.

A sample interaction using the program for the analysis of go-backn, w= I,consists of input

riles and an output file. The variable definitions contained in the user specification file are:

package definitions is

type scm transitiontype is (snd data, rcv data,
snd ack, rcv ackO, unused);
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type buffer type is (d,e,a);
type buffer array-type is array(1. .1) of buffer-type;
type seq~array_ type is array(l. .3) of integer range -l. .1;

type machinel -3atetp is
record-attyei

state number :natural :- 1;
Sdata :buffer -array type :- (others->d);
seq :integer rFange T. .1 :- 0;
i : integer range 1. .1 1;

end record;

type machine2 state-type is
record-

state number :natural :-1;
Rdata :buffer -type :- e;
exp : integer range 0. .1 :- 0;
j :integer range 1...l :- 1;

end record;

type global variable-type is
record

DATA :buffer array__type :- (others->e);
SEQ s eq~array- type :- (others->-1);
ACK : integer range -1. .l :- -1;

end record;

end definitions;

b. In put of predficate analysis.

The aralyze predicate functions e contained in the predicate_aczion.a file are:

function Analyze_PredicatesMachinel~local : machinel state type;
GLOBAL: global variabl~e type)

return transition-stack-package.stack is
texnpl : integer :- GLOBAL.ACK + 0;

begin
MakeEmpty(transition stack);
if ((GLOBAL.DATA(local.i) E)
and (GLOBAL.SEQ(local.i) -1)) then

Push(transition-stack,snd-data);
end if;
if ((templ - local.seq) and (GLOBAL.ACK 1=-1)) then

Push(transition-stack,rcv-ackO);
end if;
return transition stack;

end Analyze_Predicate~sMachinel;

function Analyze_PredicatesMachine2(local : rnachine2 state_type;
GLOBAL: global variabl~e_type)

return transition-stackypackage.stack is
begin

MakeEmpty(transition -stack);
if ((GLOBAL.DATA(local.j)/-E)
and (GLOBAL.SEQ(local.j) - local.exp)) then

Push(transition-stack,rcv-data);
end if;
if (GLOBAL.DATA(local.j)-E) then

Push(transition-stack,snd-ack);
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end if;
return transition stack;

end Analyze PredicatesM-achine2;

c. Input of aption table.

The action procedure is also a separate compilation unit contained in the predicate_action.a

file:

procedure Action (in system state in out Gstate-record-type;
ifn tran-sition in out scm transition-type;
out-system state :in out Gsatate-record type) is

temp :integer :- 0;
begin

case (in transition) is
whýen (snd data) ->

out~system state.GLOBALVARIABLES.
DATýA(in-sy-stem-state.machinel-state.i) :

'.nsystem state.machinel state.
S~data (in s-ystem state.rnac(hinel state.i);

out-system state.GLOBALVARIABLES.
SEO~in-system-state.machine2._state.i) :
in-system state .machinel state. seq;

out-system Istate.machine3. statei.i : -(((in -system stat-e.m~achinel state.i) +
1)mod 1.) + 1;

out-system state.rnachine2. state.seq :
((in system -state.machinel-state.seq)
+ 1)rnod 2);

when (tcv ackO) ->
out~system state.GLOBALVARIABLES.ACK :--1;

when (snd ack) -5
out-system state.GLOBALVARIABLES.ACK:

insystem-state .rachine2_-state. exp;
out-system state.machine2 statei.Rdata :=e;

when (rcv data) Z>
out-system -state.machine2_state.Rdata

in-system-state.GLOBALVARIABLES .DATA
(in_system -state.machine2_state.j);

out-system state.GLOBALVARIABLES.DATA
(in system-state.-machine2_state.j) E;

out-system-state.GLOBALVARIABLES.SEQ
(in_system -state.machine2_state.j) :--1;

out-system state.machine2_state.j :-
(((in system state.machine2_state. j)
+ -1) mod 1) + 1;

out-system state.machine2_state.exp:
((in system -state.machine2_state.exp)
+ 1)znod 2);

.when others ->
put-line("There is an error in the
Action procedure");

end case;
end Action;
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d. Input offlnite state machines.

And, finally, the input file for the finite state machines is:

start
machine 1
state 0
trans snd data 1
state 1
trans rcv ackO 0
machine 2
state 0
trans rcv data 1
state 1
trans snd ack 0
initial s•tate 0 0
finish

e. Output of analysis.

The output of the analysis is:

RE.MO4ILITY ANALYSIS of : gobackn.uwl

Global State GWH

0 E 0 . 0., 1, 0,1 . -1 ,-1 1 &data I
1 21 .0,1, 10, 1o I, 0 ,-1 rcv.data 2
2 [ 1 , 1, 1. , I , 1,oE . - -11 snd-ack 3
3 (1.0, 1 1, 1 , 11 .E,1, 11 rv•v.ackO 4
4 O .0. 1 , 1, 1 1 .1 E 1.-1 1 -11 snddata 5
5 ( 1,0, 0 , 1 1 , 1 ,10 1 , -1 rcv.-data 6
6 1 .1. 0 1, 0 , 1 E , -1 1 -1 1 wdxack 7
7 [1,.0,0 1,0,1,E,-1,1 01 rcv.ackO 0

S#Atam State GR4

0 C0 I] sd-data I1,0] 1
I 1 ,01 rev.data I1,11 2
2 C ,IJ sII :lack C1,0] 3
3 [ 1,0 ] rc.yackO 1 ,0 ] 0

I Machine I *rag Contents I

I From I To I Transition I Executed I

I 0 1 2 1 wddata I yes I
It 1I 0 1 rcv.ackO I yes I

I Machine 2 i-atj Contents I

I From I To I Transition I Executed I

I 0 I 1 I rtv.-data I yes I
I 1 I 0 I snfack I yes I
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The output indicates that no errors were encountered. The format for the variables are user

dependent and, for brevity sake, the code for formatting the output was not included.

f.System state analysis.

System state analysis is similar to the reachability analysis used with the pure finite state

machine model, but the total number of states which must be generated with system state analysis is

significantly smaller.

The system state analysis for a window size of I is shown in Figure 36.The subscripts are

used so that distinct system states having the same tuple may easily be distinguished. The convention is that

the subscript is initially 0, and is increased whenever a "-A" transition is taken, by the number of messages

which are being acknowledged.

D-D +

[1010 +D 11

Figure 36: SCM, system state analysis, Go Back N, w=1.

The analysis for w--2 is shown in Figure 37. The initial states and variable values are the

same as for the w=1-, however there are clearly more states in the analysis.

In a comparison between window sizes of I and 2, it is noted that the smaller graph is a

subgraph of the larger, either can be obtained from the other. If the subscripts are taken as the third coordinate
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in a 3-dimensional cartesian coordinate system, with the states of each machine as the first two coordinates.

The graph then is the shape of a tetrahedron, with edges which are directed and labeled.

i:10
-D

(20] +D l13 +D, 1[2 10

[./+A -A -A

Figure 37: SCM, system state analysis, Go Back N, w=2.

The graphs contained in Figure 36 and Figure 37 are defined with respect to a window size

w. The graphs, DTI(w) for a nonnegative integer w is a labeled, directed graph, defined by the tuple

(N,E,L,0b), where N = { (x,y,z)1 (0:z!5w,zsx:w,05ysx-z)} is a finite set of nodes, where each

node is specified by an ordered triple; L=(-D, +D, -A. +Ao, +A, .... +A,.1} is a finite set of label; the set E

of edges is a -ct of ordered pairs ((x1 , y/, z1), (xj, Y2, z2)) of nodes from N, and is the union of the following

four sets:

E [ (((x, y, z), (x+]. y. z))/(x.y, z) rN. x< w)

E= (((x. y. z). (x. y+1, z))/(x, y. z) cN, y < x - z)

E3 ={((x.y,z).(x.0,y+z))/(xy.z) EN, (y=x-z),x>z)

E4 (((x. y, z). (x-z. y. O))(X. y. z) E N. z > 0)

and the mapping 4 (L .- E) is defined as follows:
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Y(xyz) %E E1. (D(x, yz) =-D

V(z~y,z) EE2,0(x,yz) = +D

"V (x, y, z) e E3 , D (x, y, z) = -A

V (x, y,z) e E4 , (D (x, y, z) = + Ak , where k=x-z

Each node of the graph can be thought of as a point in 3-dimensional space, with nonnegative,

integral coordinates (x,y~z). The structure of the graph is a sequence of w+ 1 triangles, one on top of the other,

with the largest triangle at the bottom and the smallest is a single point at the top level.

One of the nice features of the geometric structure of this graph is that the state of the system

can be easily inferred from the x, y, z coordinates. For example, in Fgure 37, point (2,1,0), or system state

[2,1]o, the sender has transmitted 2 data blocks for which no acknowledgment has yet been received, the

receiver has received 3 of these, but acknowledg"d non.

Let f(w) be the amount of nodes in a system state graph and g(w) be the amount of nodes in

the global reachability graph. The equations for g(w) ?,nd f(w), and the lemmas that support them, for the

go_beckn protocol are found in [LUND 91a]. For instance, the graph DTI(w) has
3 23

P(w) = + • ÷ w + 1. The size of thegraphs according to window size are:
66

w f(w) g(w)

0 1 1

1 4 8

2 10 60

3 20 240

4 35 700

5 56 1680

5 84 3528

7 120 6720

The output of the progra for this protocol was compared to values for f(w) and g(w). Test

runs were done for window sizes of 0 thru 5 and the amount of nodes in ewzh graph were consistent with the

table above. The specification input files and the output is in Appendices E through H.
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2. Selective Repeat

The next analysis is the selective repeat protocol.The specification defined in

[BENV 91]and [STAL 911 has been modified as follows. There are two machines in the

system, a sender(ml) and a receiver (m2). The senders (m1 ) initial state is 0. Two

.Lssumptions were made for the analysis. First, all the packets transmitted were received

without error and second, no packets were lost or reordered during the transmission.

The specification for the sender is found in Figure 38. As the buffer manager

places data in the next available sequence number, the sender places the packet on the

channel and increments the index for the next packet to be transmitted. As long as the next

packet is not empty, the sender will continue this process until the bottom state on the finite

state machine is reached, indicating the transmission of a full window. Acknowledgments

(ACK) are passed to the transmitter as they are received. If an ACK is received then the

transmitter must determine if the window may be opened and if so, how far. If the ACK is

not for the first packet in the window then the flag ackrec is set, indicating that the packet

was received correctly. The window is not advanced because packets that were transmitted

earlier are still outstanding. The sequence number within each ACK represents the actual

sequence number of the packet received and not the sequence number of the next expected

packet, as is common in many protocols.

When an ACKs for the first packet in the window is received the machine clears

its buffer, advances the window, and looks at the next sequence number. If the packet has

not been received, then that becomes the beginning of the window. If it has been received

then the next sequence number is examined until the earliest outstanding packet is found or
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the window is fully opened. ACKs that do not correspond to any of the sequence numbers

within the current window are ignored.

machine I machine 2

-DDATA 
0

1 2Aw D
CONTROL

RWy# D 12 w

12 w 12 w

outbuff:E I I "I1Z in_buff ff:"

ack-rec: pkt-rec' Z EI"
i'(O, 1 . .. w ) j':(0, 1 . .. w

current: (O, 1... w) current: (O, 1 w....w)

hold: (t, f)

Transition Enabling Predicate Action
-D outbuffer(i) I= E A DATA(i) .=outbuffer(i)

hold =f inc(i)
ifti=w) hold:= t

+A ack rec(i) =f A ackrec(i) t

CONTROL=A(i) CONTROL(i):= E

Rk true ack rec(i) :=f

(O!k< w) hold :=f

-A CONTROL(j)=E A CONTROL(j) := A(j)
pkt rec(j)=t pkt_rec(j) :=f

in buff(j) e. inc(j)

+D pkt rec(j)=f inbuff(j) DATA(j)
DATA(j).= E

pkt-rec(j)=t

Figure 38: SCM specification, Selective Repeat, window size of 1 ..w.
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The receiver as shown in Figure 38 follows the specification given in the

predicate action table. The initial state of the receiving machine is 0. Any packets that are

received with sequence numbers outside of the window are dropped. If a valid data packet

is received then the +D is taken, based upon whether the sequence number of the received

packet is equal to is. If the sequence number is not is then the flag pkt.rec is set to t and the

packet is stored. If it is equal to is, then the pkt rec is set, the packet is released to buffer,

and is is incremented until a sequence number with pkt rec=f is found.

A sample interaction using the program for the anal)sis of selective repeat,

w=l,consists of input files and an output file. The variable definitions contained in the user

specification file are:

package definitions is
type scmtransitiontype is (snd data, rcv data,

sndack, rcv ack,
adv winl, unused);

type buffer type is (dl,e,al);
type boolean_type is (t,f);
subtype ack_buffertype is buffertype range e..al;
subtype data_buffer_type is buffer_type range dl..e;

type ack_array type is array(l. .l) of ack buffer_type;
type data_array-type is array(l. .1) of data buffer type;

type boolean_array_type is array(l. .l) of booleantype;

type machinelstatetype is
record

state number : natural 0;
out buffer : dataarraytype (dl);
ack--rec : boolean_arraytype :- (others=>f);
current : integer range 1..1 : 1;
hold : boolean_type f;

end record;

type machine2_statetype is
record

state number natural : 0;
in buffer dataarraytype := (others->e) ;
pktrec boolean_arraytype (others=>f) ;

end record;

type global variable-type is
record

DATA data array-type (others=>e);
CONTROL acka rray._type := (others=>e);

end record;

end definitions;
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a. Input of predficate analysis.

The analyze predicate functions contained in the predicate...action.a tile are:

function AnalyzePredicatesMachinel(local machinel._state type;
GLOBAL: global variable type)

return transition-stack-package.stack is
begin

MakeEmpty(transition Tstack);
if (local.out buffer(l) /- E) then

Push(transition stack,snd-datal);
end if;
if ((local.ack rec (1)-f) and GLOBAL.DATA=Al) then

Push(transition stack,rcv-acki);
end if;
Push(transition stack,adv wini);
return transition-stack;

end AnalyzePredicatesMachinel;

function AnalyzePredicates Machine2(local : machine2 state-type;
GLOBAL: global-variable type) return

transition-stack~package.stack is
begin

makeEmpty(transition stack);
if ( (GLOBAL.DATA - DD) and (local.pkt_rec (1)-f)) then

Push(transition stack, rcv datal);
end if;
if -(local.pkt~rec(1)=t) then

Pusii(transition-stack,snd-ackl);I
end if;

- return transition-stack;
end AnalyzePredicatesMachine2;

b. Input of action ta,1e.

The action procedure is also a separate compilation unit contained in the predicate-action.a

rdle:

procedure Action (in system-state :in out Gstate -record -type;
in-transition :in out scm-transition_type;
out_system state :in out Gstate-record-type) is

temp : integer :- 0;
begin

case (in transition) is
when (-snd datal) =>

out_sys-tem state.GLOBALVARIABLES.DATA
in_system state.machinel-state.out-buffer(1);

when (rcv-ackl) =>
outsystem -state.machinel statp.ack rec(l) := t;
out_system-state.GLOBAL VAFJABLES.DATA :- e;
out_system -state.machinel-state.current := 1

when (rcv-dataf) ->
Out system state.machine2 state.in buffer(l)

in-systýrn state . GLOBAL VARIABLff. DATA;
out_system-state.GLOBALVARIABLES.DATA :- e;
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out_system state.machine2 state.pkt rec(l) :- t;
when (sndackl) ->

out_system state.GLOBAL VARIABLES.DATA :- al;
outsystem state.machine2_state.pkt rec(1) :- f;
out_system state.machine2_state.in_buffer(l) : e;

when (adv wini) ->
out_system state.machinel state.ack rec

(in_systemstate.machinelstate.current) :f;

when others ->
put line("There is an error in the Action procedure");

end case;
end Action;

c. Input offin-te state machines.

Anc, finally, the input file for the flini state machines is:

start
machine I
state 0
trans snd datal 1
state 1
trans rcv ackl 2
state 2
trans adv winl.0
machine 2
state 0
trans rcv datal 1
state 1
trans snd ackl 0
initial state 0 0
finish

d Output of analysis.

The output of the analysis is:
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REWMILITY ANFLYSIS oF : sl-rep_.wl

Global State GRRH

0 0,0, MF ,E,F ,E I snd.datal 1
1 1. 0 .N F E .F .01 rcv..detal 2
2 C 1. 1. D F .D1 T .E I ndackl 3
3 C 1. 0 1 . E. F . ] rcv.ackl 4
4 £2.0,D1,T ,EF ,E I .dvuWtl 0

System State GFSA

0 t0.0] sd-data E £1.0] 1
i C1,0] rcv-dat•al [1.1] 2
2 C11] snd..ackt E1.0] 3
3 £1.0] rcy-ack_ E200] 4
4 [ 2 ,0 ] ad.win [ 0 ,0 ] 0

I Machine I Arej Conmtents I

I From I To I Transition I Executed I

I 0 I 1 I nd-.datal I yeO I
I 1 I 2 I rw.-ack1 I es I
I 2 I 0 1 adv•K' lnl I ges I

I Machine 2 ArraU Cont•nts I

I From I To I Transition I Executed I

I 0 I 1 I rcy-data1 I gas I

II 1I 0 1 snd..acki 1 I " 1e

e. System state analysis.

The system state analysis for a window size of 1 is shown in Figure 39.The subscripts are

used so that distinct system states having the same tuple may easily be distinguished. The convention is that

the subscript is initially 0, and is increased whenever a -A transition is taken, by the number of messages

which are being acknowledged The analysis for w=2 is shown in Figure 40. As previously pointed out initial

states and variable values are the same as for the w=1, however there are clearly more states in the analysis.
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Figure 39: SCM, system state analysis, Selective Repeat, w=1.
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++

[10] +D [] 11 -A •p
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[3010 +D IP[311 • [3A00- [ +D 31310 -A 10[30],

Figure 40: SCM, system state analysis, Selective Repeat, w=2.

The graphs contained in Figure 39 and Figure 40 are the basis to the definition of a window

size of w. The graphs, SRI(w) for a nonnegative integer w is a labeled, directed graph, defined by the tuple

(N,E,L,D). where N = {(x.y.z)1 (O0zvsw,z sxs2w, O-y!x-z)} is a finite set of nodes, where

each node is specified by an ordered triple; L=(-D. +D. -A. +A, Ro..... R,,., is a finite set of label; the set E

of edges is a set of ordered pairs ((x1 , y,, zt), (xi, Y2, z2 )) of nodes from N. and is the union of the following

four sets:
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El - (((x, y. z). (x+w, y. z))(x., y, z) E N, x < w)

E2 = (((x. y.z).(x, 1-O))/(x, y,z)elN. y+z<x)

E3 - (((x.y, z), (x, y-1, z+1))/(x,y, z) EN, x> z)

E4 - (((x, y.Z), (x+1 , y, z))(x, y, z) N, y + Z < X)

E5 = (((x. y, z), (x-(w+k), y, z))/(x, y, z) eN, x - (y + z) S k)

and the mapping 0 (L +- E) is defined as follows:

V (z, y, z) e Ej, * (x, y, z) = -D

V(x,y,z) E21) (xy,z) = +D

V(x~yz) E E,3(xy.z) = -A

V(x,y,z)eE 4  (XYZ) = +A

V(x,y,z) E E5,90(x,y,z) = Rkk = Iw-xl

As with the go.backl.n analysis, each node of the graph can be thought of as a point in 3-

dimensional space, with nonnegative, integral coordinates (xyz). The structure of the graph is a sequence of

w+) triangles, one on top of the other, with the largest triangle at the bottom and the smallest is a single point

at the top leveL

Let f(w) be the amount of nodes in a system state graph. The lemmas that support it, for the

selective repeat protocol are found in [JENS 921. The graph SRI(w) has f(w) = 2 + (w + ) 2. The size

of the graphs according to window size are:

w f(w)

0 1

1 5

2 13

3 25

4 41

Test runs were done for and the amount of nodes in each graph were consistent with the table

above. The specification input files and the output is in Appendices I and J.
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VI. CONCLUSIONS AND RECOMMENDATIONS

In this thesis, a program was introduced that analyzed network protocols using the

CFSM and SCM models. The program was successfully developed in an Ada environment.

The Ada tools that made implementing the models easier were encapsulation, information

hiding, generic programming units.

In Ada, network protocol specifications can be represented in an intuitive manner. The

finite state machines and the associated predicate action tables were converted to Ada

language parameters for the analysis. The language environment enforces the rules of the

protocol as well as the allowable behavior of all the variables. Dynamic construction of

reachability graphs allowed the user to determine how large or small an analysis should be.

The protocol designer or engineer that uses this program can quickly become familiar with

the behavior of the protocol by simply constructing the Ada specification. It is interesting

to note that due to the automated specification analysis some previous work using the SCM

model has since been modified. The analysis provides information on occurrences of

deadlock, unspecified reception, unexecuted transition, and message flow exceeding

channel capacity.

The programming environment provided an adequate platform to develop the

program. The ability to use encapsulation, information hiding, tasking, and generic code

allowed the program to be developed in a step-wise, compartmented fashion. The

availability of a powerful debugger (DBX) enhanced the transition from developing to

testing the program. To allow for a more transportable product this program might be

converted to C or C++, so that others may benefit from its use.

The program was validated with previous work done on widely used protocols. In

Lundy's papers [LUND 88], [LUND 91a], [LUND 91b], [LUND 92a] and [LUND 92b] a

nurniber of protocols were manually analyzed using the SCM model. A subset of those

analysis were performed using the program, achieving identical results.It is interesting to

note that due to the automated analysis of previous work using the SCM model, some
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specifications have had to be modified. In must also be noted that example analysis were

only done on two machine specifications.

There are several questions and areas open for further work which remain. An

important step would be to expand the program to allow for more than two machines.

Although most protocols can be modelled with two machines, it is a realistic requirement

to model three or more. The program could be made more interactive with the user,

allowing the user to change the specification real time when an error occurs. The program

was developed for use on a workstation, future work could concentrate on PC versions of

Ada or C/C++. A picture is worth a thousand words; what is done textually can sometimes

be represented better graphically. A graphical user interface would enhance the users

ability to specify a protocol and understand the analysis.

It is important to say that developing this program was FUN. One of the features of

this automated tool is its understandability. By developing an automated tool it became

apparent that the user needs to feel comfortable with the language used as well as-how a

specification looks and feels when input for analysis. The results provided by the many runs

of this program focused attention to where it needed to be- the protocol behavior, not the

programming language anomalies.
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APPENDIX A CFSM CODE

The program listing begins on the following page.
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APPENDIX B SCM CODE

The program listing begins on the following page.
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APPENDIX C (CFSM) ALTERNATING BIT

INPUT (FSM)

start
machine 1 ------------- MACHINE 1----------
state 1
trans -X 2
state 2
trans +A 3
state 3
trans -Y 4
state 4
trans +B 1
machine 2 ------------- MACHINE 2--
state 1
trans nx 2
state 2
trans -A 3
state 3
trans +Y 4
state 4
trans -B 1
initial state I 1
finish
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OUTPUT

REACHABILITY ANALYSIS of : output.alt

Reachability Graph
1 1 E E 1 -X [2 X E 1] 2
2 2 X E 1 +X [2 E E 2] 3
3 2 E E 2 -A [2 E A 3] 4
4 2 E A 3 +A [3 E E 3] 5
5 3 E E 3 -Y [4 Y E 31 6
6 4 Y E 3 +Y (4 E E 4] 7
7 4 E E 4 -B (4 E B 1] 8
8 4 E B 1 +B 1 E E 1] 1

I Machine 1 Array Contents I

I From I To I Transition I Executed I

I 1 2 t snd X I yes i
2 I 3 1 rcv A I yes I
3 I 4 f snd Y I yes I

1 4 i I rcv B I yes I

-I Machine 2 Array Contents I

I From I To I Transition I Executed I

1 1 2 I rcv X I yes
I 2 1 3 I snd A I yes I
1 3 1 4 1 rcv Y I yes
1 4 1 1 snd B 1 yes

• The nodes generated by the analysis
were done in a breadth first manner
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APPENDIX D (CFSM) SLIDING WINDOW

INPUT(FSM)

start
machine 1
state 1
trans -X 2
state 2
trans +B 7
trans -Y 3
state 3
trans +B 8
trans +C 4
state 4
trans -Z 5
state 5
trans -X 6
trans +A 1
state 6
trans +A 2
trans +B 7
state 7
trans -Y 8
state 8
trans -Z 9
state 9
trans +C 5
trans +A I
machine 2
state 1
trans +X 2
state 2
trans +Y 3
state 3
trans -C 4
state 4
trans +Z 5
state 5
trans +X 6
state 6
trans -B 7
state 7
trans. +Y 8
state 8
trans ÷Z 9
state 9
trans -A 1
initial state 1 1
finish
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OUTPUT

REACHABILITY ANALYSIS of : sliding_window

Reachability Graph
1E ,E ,1i] -X 2 X, E, ] 2

2 2 ,X ,E ,1] -Y 3 XY E 1] 3
+X 2 E ,E 2] 4

3 3 XY E 1] +X 3 Y ,E 2 ] 5
5 3 ,Y, E 2] +Y 3 E, E 3] 6
6 3, E, E, 3] -C 3 E, C 4 7
7 3 ,E ,C ,4] +C 4 E ,E 4] 8
8 4, E, E 4] -Z 5 Z, E 4] 9
9 5 ,Z ,E ,4] -X 6 ZX, E 4 10

+Z 5 E ,E 5 11

10 6 ZX ,E,4] +Z 6 X ,E 5 12
12 6 X ,E ,5 +X 6 E ,E 6 13
13 6 E ,E, 6] -B 6 E ,B 7 14
14 6 , B , ] B 7 E E 7 15
15 7 E ,E ,7 -Y 8 Y ,E 7 16
16 8 Y , E , 7 ] -Z 9 YZ E 7] 17

÷Y 8 E E 8 18
17 9 YZ E ,7 +Y 9 Z E 8 19
19 9 Z E , 8 +Z 9 E E 9 20
20 9 E, E, 9 -A 9 E A 1 21
21 9 E ,A ,1 +A 1 E E 11 1
18 8 E .E ,8 -Z 9 Z E 8 19
11 5 E ,E ,5 -X 6 X E 5 12
4 2 E ,E ,2 -Y 3 Y E 2 5

I Machine I Array Contents I

I From I To I Transition I Executed I

1 1 2 1 snd X yes I
2 1 7 1 rcv B no I

1 2 1 3 1 snd Y I yes I

1 3 1 8 1 rcv B I no
1 3 t 4 1 rcv C yes I
1 4 i 5 1 snd Z I yes
1 5 1 6 1 snd X I yes I

5 1 1 rcv A no 1
6 2 1 rcv A I no I
6 7 I rcv B yes I

1 7 8 I snd Y yes I
8 9 snd Z yes
9 5 rcv C no I
9 1 1 rcv A yes I

I Machine 2 Array Contents I

I From 1 To Transition : Executed I

1 2 rcv X yes
2 3 rcv Y yes

1 3 4 1 snd C I yes
1 4 5 rcv z yes
* 5 6 rcv X I yes

6 7 snd B I yes
7 8 rcv Y yes
8 9 rcv Z I yes
9 snd A yes

The nodes generated oy the analysis
were done in a breaotn first manner
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APPENDIX E (SCM) GOBACKN, W=1

INPUT (FSM)

3 Cartmachine I
state 0
trans snd data I
state 1
trans rcv ackO 0
machine 2
state 0
trans rev data I
state 1
trans snd ack 0
initial state 0 0
finish
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VARIABLE DEFINITIONS

package definitions is

type sCM transition type is (snd_datal, rcv datal,. snd acid..
rcv -acid.. adv_;wini, usea);

type buffer type is (dl,e,al);
type boolean type is (t,f);

type buffer array type is array(l. .1) of buffer type;
type boolean -array type is array~i. .l) of boolean type;

type machinelstate type is
record

state number :natural :-0:
out bUffer :buffer array type (others->dl);
ack rec :boolean array type (others=)f);
curLent :integer range 1. .1 1;

end record;

type machine2 state type is
record

state number natural :0;
in bu?fer buffer_array_type :-(others->)e;
pkE rec boo lean array_type lothers-f);
cur~rent integer-range 1. .1 1

end record;

type global~variable type is
record

DATA buffer_type :~e;
end record;

end definitions;
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PREDICATE-ACTION

separate (main)
function AnalyzePredicates Machinel~local :machinel -state type;

stac~pacagestac isGLOBAL: global vari~abfe type) return transition--

begin
MakeEmpty(transition Tstack);
if (local.out buffer(l) /- E) then

Push(transiltion-stack. sndi-datal);

end if;
if ((ocal.ack rec(l)=f) and GLOBAL.OATA-Al) then

Push (transi'tion stack. rcv-ackl);
end if;
Push(transition stack,adv wini);
return transitioEn stack;

end AnalyzePredicatesMachimel;

separate (main)
function AnalyzePredicatesMachine2(local : machine2 state type;

GLOBAL: global-variable_type) return transition--
stackjrAckaqe.stack is
begin

MakeEmpty(tran31tion -stack);
if ((GLORAL.DATA - Of) and (locai.pkt_rec(l)-f)) then

Push (transition-stack, rcv-datal);
end if;
if (local~pkt rec(l)=t) then

Push (transition stack, snd acki);
end if;
return transition stack;

end AnalyzePredicates_Rachine2;

separate (main)
procedure Action(in systemStatA in out Gatate -record type;

in transition :in out scm transition type;
out system state :in out Gsta-te-record type) is

temp : integer :- 0;
begin

case (in transition) is
when-(snd datal) ->

out system state.GLOBALVARIABLES.OATA
in system state.machine1 _state.out _buffer(l);

when (rcv ackl) ->_

out system state.machinel state.ack rec(l) :- t
out system_state.GLOBALVARIABLES.0'ATA e;
out system_state.machinel._state.current :1;

when (rcv datal) ->
out system state.rnachine2_state.in buffer(l)

in system_state.GLOBALVARIABLES.DATA;
out_system_state.GLOBAL_VARIABLES.DATA :- ;
out_ system state.machine2 _state.pkt rec(l) : t;

when (snd ackl) *>

out system state.GLOBAL_VARIABLES.DATA :- al;
out system state.machine2 state.pkt_ recUl) :- f
out system_state.machinef-state~in-buffer~l) :- e;

when (adv winl) .>
Out-isystem_state.-na-

chinel state. ack _rec (in system state. -ach ine. !state. current) :- f
when others ->

put _ ine("There is an error in the Action proceoure');
end case;

end Action;
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OUTPUT FORMAT

separate (main)
procedure output Gtupie(tuple :in out Gstate record type) is
begin

put(" ( integer'image(tuple.machinel stare.state number)),
put(" A integer' image(tuple.machine2 state.state number));
put(' ')
put(tuple.machinel state.out-buffer~l), width =>1);

put(" ,")
put (tuple.machinel state.ack rec(l),width->2);
put(' , *
put(tupie.machine2-state.in buffer~l), width -> 1);
put( ,")
put (tuple..machine2_state.pkt rec(l) ,width->2);
put(' , )
put(tuple.GLOBAL VARIABLES.DATA, width ->2);
put(' I');

end output Gtuple;

separate (main)
procedure output Gtuple_to_file (tuple : n out Gstate_record_type;

counter :in out integer) is
begin

put (reach. counter);
put(reach,' & integerlimage(tuple.machinel state.state number));
put (reach," integerlimage(tuple.machine2-sEate.state-niimber));
put(reach,'
put (reach,tuple.machinel state.out-buffer Cl) * width =>1);

put(reach,* *)
put (reach,tuple.machinel-state.ack rec (1),width->2);
put(reach.' , )
put(reach,tuple.machine2-state.in-ouffer~i), width -> 1);
put(reach,' ,")
put(reach,tuple.machine2-state.pkt~rec(l) .width->2);
put(reach,. , )
put(reach,tuple.GLOBAL_VARIABLES.DATA, width ->2);
put(reach, ]o);
new line(reach);

end ouEput_Gtuple to file:

separate (main)
procedure outputGstate_node(Gstate pointer in out Glink type;

Error rlaq in out boolean) is
begin

output line count :- output line count - 1;
if ((output-line count mod 10) --0) then

scroll pause;-
end if;
set col (Gcolumn set);
putTGstate pointer.system state -number, width -> 3);
outputGtuple(Gstate pointer.Gtuple);
if ((Gstate~pointer.flnkl.Glink -null) and then (Gstate_pointer.link2.Glink -null)

and then
(Gstate~pointer.link3.Glink -null) and t~ien (Gstate_pointer.link4.Glink =null))

then
Error_ flaq : true;

else
Error_ flag false;

end if;
end output_Gstate node;
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OUTPUT

REACHABILITY ANALYSIS of : go_back_n_wl

Global State GRAPH

0 [ , 1 a I 0 1 E E -1 , -1 snd data I
1 1 0 1 1 * 0 1 1 0 0 -1 rov-data 2

2 1 1, 1 1 1 1 E -1 -1 snd-ack 3
3 1 0 ,1 1 1 1 E -1 1] rov-ackO 4
4 0 0 ,1 1 1 1 E -1, -1 snd-data 5
5 1 0 ,0 1 1 1 0 1, -i rcv data 6
6 1 1 ,0 1 0 1 E -1, -1 snd-ack 7
7 1 0 *0 1 0 1 E -1 , 0 1 rcv_ack0 0

System State GRAPH

0 0 ,0] snd-data [1, 0 ] 1
1 1 ,0] rcv-data [1 1] 2
2 1, I1 snd-ack [1 0 3
3 1, 0 ] rcvackO 0 ,0] 0

I Machine I Array Contents I

I From i To i Transition I Executed I
-------- --------------- ---------------. ----

1 0 1 1 i snd data I yes I
I 1 I 0 I rcv ack0 I yes I

I Machine 2 Array Contents I

I From , To i Transition I Executed I

1 0 1 1 i rcv data yes i
I 1 I 0 I snd-ack I yes I
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APPENDIX F (SCM) GOBACKN, W=2

INPUT (FSM)

start
machine 1
state 0
trans snd data I
state I
trans snd data 2
trans rcv ackO 0
state 2
trans rcv ackO 0
trans rcv ackl 1
machine 2-
state 0
trans rcv data 1
state 1
trans rcv data 2
trans snd-ack 0
state 2
trans and ack 0
initial state 0 0
finish
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VARIABLE DEFINITIONS

package defiaitions is

type scmtransitiontype is (snd data, rcv data,
snd ack, rcv ackO,

rcvackl, unused);

type buffer type is (dO,dl,e,a);
type buffer array type is array(l..2) of buffer type;
type seqarraytype is array(l..2) of integer range -1..2;

type machinel state_type is
record

state number natural :- 0;
Sdata buffer array type (dO,dl);
seq integer range 0..2 :- 0;
i integer range 1..2 := 1;

end record;

type machine2_stmte_type is
record

state number natural :- 0;
Rdata buffer type := -;
exp integer range 0..2 0;
J integer range 1..2 1;

end record;

type globalvariabletype is
record

DATA bufferarray_type :- (e,e);
SEQ seq_array_type (-1,-i);
ACK integer range -1..2 -1;

end record;

end definitions;
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PREDICATE-ACTION

separate (main)
func~ion AnalyzePredicates_Machi.nel(local : machinel state type;

3tac~pacage3tac isGLOBAL: global_v;ariabfe type) return transition--

tempi integer GLOBAL.ACK + 0;
temp2 integer :-(GLO8AL.ACK + l)mod 3;

begin
MakeEmpty(transition stack);
if ((GLOBAL.DATACJlocil.i) - E) and (GLOBAL.SEQ(local.i) -- 1)) then

Push(transition-stack,snd data);
end if;
if ((templ - local.seq) and (GLOBAL.ACK I--1)) then

Push(transition _stack,rcv ackO);

end if;
if ((emp? - local.seq) and (GLOBAL.ACK I-1)) then

Push(transition-stack. rcv ackl);
end if;
return transition stack;

end AnalyzePredicates Miachinel;

separate (main)
function AnalyzePredicates Machine2(locaI machine2_state type;

"tack~ackae~stak isGLOBAL: global-variable type) return transition--

begin
MakeEmpty (transition stack);
if ((GLOBAL.0ATA(ioca~l.j)/-E) and (GLOBAL.SEQ(local.j) - local.exp)) then

Push(transition-stack,rcv data);
end if;
if (GLOBAL.DATA(local.j)-E) then

Push(transition-stack~snd-ark);
end if;
return transition stack;

end AnalyzePredicates Machine2;

separate (mailn)
procedure Action(in system_state :in out Gstate_record_type;

in transition in out scm-transition type;
out syst~am state in out Gstate-record_type) is

temp :integer :- 0;
begin

cast (in transition) is
when (hsnd data) ->

out _sys-tem_state.GLOBAL_VAStABLES.DATA(in_system_state.machinel _state.i)
in -system_state.machinel. state.Sdata(in_system_state.machinel state.1);

out system state.GL.OBAL_\/ARIABLES.SEQ(in _system_state.machinel _state.i)
in -system_ state.mnachinel state.seq;

if (in system state.machinel _state.i =1) then
out system_ state.machinel srate.i 2;

*else
out_system_state.mnachinel state.i 1;

end if;
out system_ state.mTacninel state.sec (((in system state.machinel state.-

seq) + l)mod 3);
when (rcv ackO) ->

out system stýate.GLOBAL_VARIABLES.ACK -1;
when (rcv ackl) ->_

out_system state.GLOBAL_VA)RIABLES.ACK :=-1;
when )snd ack) =>

out _sysLeMstate.G IRALVARIABLES.ACK in system_state.machine2 _state.-
exp;

out system_ state.machine2_ state.Rdata e:
when (rcv data) =>

out system_ state.r.nachine2 _ sate.Rdata in~syscen_ state.G:.OBALVA.RI-
ABLES.OATA~in_system_state.machine2_state.j);

out system state.G'LOBALVARIABLES.DATA(in_system_ state.machine2_state.j)

out system state.GLOBAL_VARIABLES.SEQ (in _system_state.machine2 _state.J)

if (in system_ state.machins2 state.4 = 1) then
out system ~state.machine7 state~j :- 2;

183



else

oun system state.machine2st~ate.j :- 1;
end if;

out_system state.machine2 state.exp
(((in system_state.machine2_state.exp) + 1)mod 3);

when others ->

put line('There is an error in the Action procedure');
end case;

end Action;
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OUTPUT FORMAT

separate (main)
procedure output Gtuple(tuple :in out Gstate record type) is
begin

put(' ( integerlimage(tuple.,,achinel_3tate.state number)
put(integer' image(tupie.machine2_state.state-number)),
put(" , )
put(tuple.machinel~state.seq, width -> 1);
puW(, *)
put(tuple.machinel state.i, width -> 1);
put(" , )
put(tuple.machine2_state.exp, width -> 1);
put(" , )
put(tuple.machine2s3tate.j, width -> 1);
put(' , )
put (tuple.GLOBALVARIABLES.DATA(l), width ->3);
put (tuple.GLOBAL VARIABLES.SEQ(l) ,width=>2);
put(' )
put Ctuple.GLOBAL_VARIABLES.DATA(2) * width ->3);
put (tupie.GLOBAL VARIABLES.SEQ (2) ,width->2);
put(' ");
put(tuple.GLOBALVARIABLES.ACK, width -> 3);
put(" I');

end output Giuple;

separate (main)
procedure outputGtuple~tofiie(tupie: in out Gstate record type;

counter :in out integer) is
begin

put (reach. counter);
-put(reach, [" & inteqer'image(tupie.machinel_state.state number)&
putT-readh. integerlimage(tuple..machine2_state.state number));-
put (reach,' , )
put(reach~tuple.nmachinel state.seq, width -> 1);
put(reach. .
p-it(reach~tuple.machinel_state.i, width => 1);
put (reach, ' *"
put(reach~tuple.machine2_state.exp, width -> 1);
put(reach,' )
put(reach.tuple.machine2_state.j, width -> 1);
put(reach,. ,.)
put (reý,ch,tuple.GLOBAL -VARIABLES.DATAl),) width ->3);
put (reach. tuple.GLOBAL VARIABLES.SEQ (1),width->2);
put (reach, ' ."
put(reach~tuple.GLOBAL -VARIABLES.OATA(2), width ->3);
put Ireach. tuple .GLOBAL VARIABLES.SEQ (2) ,width=>2);
put(reach,' ');
put (reach. tupie.GLOBALVARIABLES.ACK, width => 3);
put(reach, 1");
new line (reach);

end outputGtuple_to_ file;

separate (main)
procedure output _Gstate node(Gstate_pointer in out Glink type;

Error_ flaq in out boolean) is
begin

output_ line_count :- output line count ~1
if ((output line count mod 10) = 0) then

scrollI pause;-
end if;
set coi(Gcolumn set);
put(Gstate~pointer.system_state -number, width => 3);
outputGtuple(Gstate_pointer.Gtupie);
if ((Gstate pointer.linkl .Gl ink =null) and then (Gstate_pointer.link2.Glink null)

and then
(Gstate~pointer.iink3.Glink =null) and then (Gstate~pointer.link4.Glink =null))

then
Error_ flag : true;

else
Error_ flag : false;

end if;
end output_Gstate node;
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OUTPUT

REACHABILITY ANALYSIS of :go_back n w2

Global State GRAPH

0 0 ,0 ,0 ,1, 0 ,1, E -1 E -1, -i] nd data 1
1 [1,0,1,2,0, ,00 0,E -1,-i] snd-data 2

rcv data 3
2 2 0 ,2 1 ,0 1 D0 0 ,1 1 -1I rcv-data 4
4 2 ,1 2 ,1 ,1 2 E -1 01 1 -I] rcv-data 6
6 [2 ,2 2 ,1 2 1 E -i E -1 -i] snd-ack 9
9 2 0 2 1, 2 1 E -1, E -1 2] rcv-ack0 12

12 [0 ,0 2 ,1 ,2 1 E -1, E -1 -I] snd-data 15
15 1 0 0 ,2 2 1 00 2, E -1 -i] snd-data 18

rcv data 19
18 2 0 1 1 2 1 00 2 ,01 0 -i] rcv-data 22
22 [ 2 1 1 1 0 2 E -1 0 01 0 -1 ] rcv-data 26
26 [ 2 2 1 1 1 1 E -1 E -1 -1 ] 3nd-ack 29
i9 [ 2 0 1 1 1 1 E - , E -1 1 1 rcv-ack0 32
32 [0 0 1 1 1 E -1, E -1 -1i snd-data 35
35 (1 0 2 2 1 00 1, E -1 -i] snd-data 38

rcv-data 39
38 2 ,0 ,0 ,1 ,1 ,1 DO 1 01 2 -1i rcv-data 42
42 [2 ,1 0 ,1 ,2 ,2 ,E -1, D1 2, -] rcv-data 46
46 [2 ,2 ,0 ,1 ,0 ,1 ,E -1, E -1, -i snd-ack 49
49 2 ,0 ,0 ,1 ,0 ,1, E -1, E -1, 0] rcv-ack0 0
39 1 ,1, 2 2 ,2 ,2 ,E -1, E -1, -i snd-data 42

snd-ack 43
43 [1 ,0 ,2 2 ,2 2 E -1, E -1, 2] rcv-ack0 47

snd data 48
47 [ 0 , 0 , 2 , 2 , 2 , 2 , E -1 , E -1. , -1 ] snd-data 50
50 [1, 0 0 ,1, 2 ,2 E -1, 01 2, -i] snd-data 52

rcv-data 53
52 [ 2 * 0 1 1 , 2 , 2 , 2 0 DO 0 , Dl 2 , -1 ] rcv-data 54
54 ( 2 1 1 , 1 , 2 , 0 , i , D0 0 , E -1 , -1 ] rcv-data 56
56 2 2 ,1 2 ,1, 2 ,E -12 -1, -i snd-ack 58
58 [ 2 * 0 , 1 , 2 , 1 , 2 , E -1 , E -1 , 1 ] rcv-ackO 7
53 [1 1 ,0 ,1 ,0 ,1, E -1, E -1, -i] snd-data 54

snd ack 55
55 1 0 0 1 0 1 E -1 E -1 0 rcv-ackO 0

snd data 57
57 2 0 1 2 0 1 0O 0 E -1 0] rcv-ackl 1

rcv-data 59
59 2 1 1 2 1 2 E -1 E -1 0 ] rcv-ackl 3

snd-ack 58
48 2 0 0 1 2 2 E -1 D1 2 2] rcv-ackl 50

rcv-data 51
51 2 1 0 1 0 1 E -1 E -1 2 ] rcv-acki 53

snd ack 49
19 1 1 0 2 0 2 E -1 E -1 -1 1 snd-data 22

snd ack 23
23 ( 1 0 0 2 0 2 E -i , -E 0 ] rcv-ackO 27

snd data 28
27 [ 0 0 0 2 0 2 E -1 E -1 -1 1 snd-data 30
30 [ 1 0 1 1 0 2 E -1 1l 0 -1 1 snd-data 33

rcv-data 34
33 ( 2 , 0 , 2 , 2 , 0 , 2 , DO 1 , Dl 0 , -1 rcv-data 36
36 [ 2 , 1 , 2 , 2 ,1 00 1 E, -1 , -1 ] rcv-data 40
40 [ 2 , 2 , 2 , 2 , 2 , 2 , E - , E -1 -1 1 snd-ack 44
44 [ 2 , 0 , 2 , 2 , 2 , 2., E -1 E -1 , 2 ] rcv-ackO 47
34 [ 11 , 1 , 1 . I 1 , E -1 , E -1 , -I ] snd-data 36

snd-ack 37
37 1 , 0 1 1 1 1 E -1 E -1 , 1 rcv-ackO 32

snd data 41
41 [ 2 0 2 2 1 1 DO 1 E -11 1 rcv-ackl 35

rcv-data 45
45 [ 2 1 2 2 2 2 E -1 E -1 , 1 ] rcv-ackl 39

$nd ack 44
28 2 0 1 1 0 2 E -1 Dl C , 0 1 rcv-ackl 30

rcv-data 31
31 2 , 1 I 1 E - E 2 -1 0 ] rcv-ackl 34

snd ack 29
3 1 1.1 2 1 2 EE -12 -1.-1I sno-data 4

snd-ack 5
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5 1,0 ,1 ,2 ,1 ,2 ,E -1 E -1 1] rcv ackO 7
snd-data 8

"7 0 ,0 ,1 ,2 ,1 ,2 ,E -1 ,E -1, -1] snd-data 10
10 1 ,0 ,2 ,1 ,1 ,2 ,E -1 ,01 1, -1] snd-data 13

rcv-data 14
13 [2 ,0 ,0 ,2 ,1 ,2 ,DO 2, D1 1, -1] rcvdata 16
16 2 ,1 ,0 ,2 ,2 ,1 ,DO 2 ,E -1, -1 rcvdata 20
20 ( 2 , 2 * 0 , 2 , 0 , 2 , E -1 , E -1 , -1 1 snd ack 24
24 [ 2 , 0 , 0 , 2 0 2 , E -1 , E -1 , 0 ] rcv-ack0 27
14 ( 1 , 1 , 2 , 1 , 2 , 1 , E -1 , E -1 , -1 ] snd-data 16

snd ack 17
17 1 ,0 2 ,1 ,2 ,1 ,E -1 E -1, 2] rcv-ack0 12

snd-data 21
21 2 ,0 ,0 ,2 ,2 ,1 ,DO 2 ,E -1, 2] rcv-ackl 15

rcv data 25
25 2 ,1, 0 ,2 ,0 ,2 ,E -1, E -1,2] rcv-ackl 19

snd ack 24
8 [2 ,0 ,2 ,1 ,1 ,2 ,E - 01 , 1, ] rcv-ackl 10

rcv-data 11
11 2 ,1 ,2 ,1, 2 ,1 ,E -1, E -1, 1] rcv-ackl 14

snd-ack 9

System State GRAPH

0 0 ,0] snd-data 1 0 1
1 1 ,0] snd-data 2 0 2

rcvydata 1 1 3
2 2 ,0] rcv-data 2 1 4
4 2 ,1] rcv-data 2 2 6
6 2 ,2] snd-ack 2 0 8
8 [2 ,0] rcv-ackO 0 0 0
3 1 ,1] snd-data 2 1 4

snd-ack 1 0 5
5 1, 0] rcv-ackO 0 0 0

snd-data 2 0 7
7 2 ,0] rcv-ackl 1 0 1

rcv data 2 1 9
9 2 ,1] rcv-ackl [ 1 3

snd-ack 2 0 8

I Machine 1 Array Contents I

I From I To I Transition I Executed I

I 0 I 1 snd data I yes I
I 1 I 2 1 snd-data I yes I
I 1 I 0 I rcv-ack0 I yes i
1 2 I 0 I rcv-ack0 I ye's I
I 2 1 1 I rcv-ackl I yes I

I Machine 2 Array Contents I

I From I To I Transition I Executed I

1 0 I 1 I rcv data I yes I
I 1 2 , rv-data yes I

1 0 snd-ack yes
S2 0 sno ack yes I
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APPENDIX G (SCM) GO_BACKN, W=3

INPUT (FSM)

start
machine 1
state 0
trans snd data 1
state 1-
trans rcv ackQ 0
trans snd data 2
state 2
trans rcv ackO 0
trans rcv ackl 1
trans snd-data 3
state 3 -
trans rcvackO 0
trans rcv ackl 1
trans rcv-ack2 2
machine 2
state 0
trans rcv-data 1
state 1
trans ccv data 2
trans snd-ack 0
state 2
trans rcv data 3
trans snd-ack 0
state 3
trans snd ack 0
initial sEate 0 0
finish
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VARIABLE DEFINITIONS

package definitions is

type scm transitiontype is (snd data, rcvdata,
snd ack, rcv ackO,

rcv_ackl, rcv-ack2, unused);

type buffer type is (dO,dl,d2,e,a);
type buffer .rraytype is array(l..3) of buffertype;
type seq arraytype is array(l..3) of integer range -1..3;

type machinel statetype is
record

state number natural :- 0;
Sdata buffer_arraytype (dO,dl,d2);
seq integer range 0..3 :- 0;
i integer range l..3 1;

end record;

type machine2_statetype is
record

state number natural :- 0;
Rdata buffertype :- e;
exp integer range 0..3 0;
J integer range 1..3 1;

end record;

type globalvariable type is
record

DATA bufferarraytype (e,e,e);
SEQ seqarray type :(
ACK integer range -1..3 :- -1;

end record;

end definitions;
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PREDICATE-ACTION

separate (main)
function AnalyzePredicatesMachinei~local :machinel state type;

GLOBAL: global_,7artabfe type) return transition--
stack package.stack is

templ :integer :GLOBAL.ACI( + 0;
temp2 :integer :- GLOBAL.ACK + 1)mod 4;
temp3 : integer :-(GLOBAL.ACK +2)mod 4;

begin
tMakeEmpty(transition stack):
if ((GLOBAL.DATA(loc-al.i) - E) and (GLOBAL.SEQ(local.i) =-1)) then

Push (transition stack ,snd data);
end if;
if ((empi - local.seq) and (GLOBAL.ACK I--1)) then

Push (transition stack ,rcv-ackO);
end if;
if ((temp2 - local.seq) and (GLOBAL.ACI(I -1)) then

PUsh(transition-.stack. rcv acki);
end if;
if ((emp3 - local.seq) and (GLOBAL.ACI(I -1)) then

Push (transitioristack, rcv-ack2);
end if;
return transition stack;

end AralyzePredicates_(4achinel;

separate (main)
function AnalyzePredicates_Machine2(locaI : machine2 state type;

GLOBAL: global-variabl _type) return transition--
stack jpackage stack is
begin

MakeEmpty(transition stack);
if ((GLOBAL.DATA(local.jj/-E) and (GLOBAL.SEQ(local.j) - local.exp)) then

Push (transition-stack. rcv-data);
end if;
if (GLOBAL.DATA(local.1)-E) then

Push(transition-stack,snd ack);
end if;
return transition stack;

end Analyze_Predicates_Machine2; -- this returned value is then checked against the
machine arrays

-- to determine if indeed this transition can be
taken

separate (main)
procedure Action~in system_state : inl out Gstate-record type;

in transition :in out scm-transition type;
out system state :in out Gstate-record_type) is

temp : integer :- 0;
begin

case (in transition) is
when (snd data) ->

out sys9tem state.GLOBAL VARIABLES.DATA(in system state.machinel_state.i)
in -system state.mac-hinel state.Sdata(in system_state.machinel state.i);

out system state.GLOBAt._VA~RABLES.SEQ(in system state.machinel-state.i)
in -system_ state.machinel_state.seq;

begin
case (in system state.machinel state.i) is

when 1 ->-
out system state.mnachinel-state.i :=2;

when 2 ->
out -system state..rnachinel state.i :-3;

when 3 ->
Out system state.machinel state.i :-1;

when others ->
null;

end case;
end;
out system_state.machinel state.seq :- (((in system state.machinel state.-

seq) 1 )mod 4);
when (rcv ackO)=

out system_state.GLOBAL VARIABLES.ACK :- -1;
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when (rev acki) -

Jut system state.GLOBAL-VARIAB3LES.ACK -1;
when (rev ack2) ->-

out system state.GLOBALVARIABLES.ACK :--1;

when (snd ack)--
out system state.GLOBALVARIAflLES.ACK insystem state.machine2 state.-

exp;
out 3ys3temstate.machine2 state.Rdata e;

when (rEv data) ->

out system state.machine2 state.Rdata :-in_systeMState.GLOBALVARI-
ABLES.DATA~insy-stem_3tate.machine2_stiate.j);

outsystem state.GLOBAL VARIABLES .DATA( insystem state .machine2_state.j)

out_system state.GLOBAL, VARIABL.ES.SEQ (in system state.machine2_state.j) :

beqin
case (in System state.machine2s3tate.4) is

when I >-
out -system-state.machine2s3tate.j 2;

when 2 ->
out system state.machine2_state. j 3;

when 3-->
out system state.machine2_state.j :-1;

when o~thers 3
null;

end case;
end;

Out system_state.machine2_state.exp :-(((in system_state.machine2 state.-
exp) + 1)mod 4);

when others ->
put line("There Is an error in the Action procedure");

end case;
end Action;
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OUTPUT FORMAT

separate (main)
procedure output Gtuple(tuple in out Gstate record type) is
begin

put( ( integerlimaqe(tuple.machinel_state.state number)
put (integer' image(tuple.machine2_state.state_number));,
put( , )
put(tuple.machinel~state.seq, width -> 1);
put( , )
put(tuple.machinel state.i, width -> 1);
put( ,")
put(tuple.machine2_state.exp, width -> 1);
put( , )
put(tuple.machine2_state.j, width -> 1);
put( , )
put (tuple.GLOBALVARIABLES.DATA(l), width ->3);
put(tuple.GLOBALVARIABL.ES.SEQ(l) .width->2);,
put(~
put (tuple.GLOBAL VARIABLES.OATA(2), width ->3);
put (tuple.GLOBAL VARIABLES.SEQ(2) .width->2);
put(' , )
put (tuple.GLOBALVARIABLES.DATA(3), width ->3);
put (tuple.GLCBAL VARIABLES.SEQ(3) .width->2);
put(" ");
put (tuple.GLOBA.LVARIABLES.ACK, width -> 3);
put(" I');

end outputGtuple;

separate (main)
procedure outputGtuple~to~file(tuple :in out Gstate_record_type;

counter :in out integer) is
begin

put (reach, counter);
put(reach,. [" & integerlimage(tuple.rnachinel_state.state number)£
put(reach, integer' image(tuple.machine2 state..state number));*
put(reach,' , )
put(reach,tuple.machinel-state.seq, width -> 1);
put(reach,* , "I
put(reach~tuple.rnachinel state.i, width -> 1);
put(reach," ,")

put(reach~tuple.machine2 state.exp, width -> 1);
put (reach, ' *"
put(reach.tuple.machine2 state.j, width -> 1);
put(reach,' , .
put(reach~tuple.GLOBAL -VARIABLES.DATA(l), width ->3);
put (reach, tuple .GLOBALVARIABLES.SEC (1) ,width->2);
put(reach,' )
put(reach,tuple.GLOBAL -VARIABLES.DATA(2), width ->3);
put (reach. tuple.GLOBALVARIABLES.SEQ(2),width->2);
put(reach, ');
put(reach~tupie.GLOBALVARIABLES.DATA(3), width ->3);
put (reach. tuple.GLOBAL_VARIABLES .SEQ (3) ,width->2);
put(reach., ');
put(reach~tuple.GLOBAL_VARIABLES.ACK, width -> 3);
put(reach, I');
new line(reach);

end outputGtuple_to_ file;

separate (main)
procedure outputGstate_node(Gstate pointer in out Glink type;

beginError_ nag in out boolean) is

output_ line_count :- output line count - 1
if ((output _line -count mod To) --0) then

scroll pause.-
end if;
set _col(Gcolumn set);
put (Gstate_pointer.system_ state_ nur,,ner. width -> 3);
output _Gtuple(Gs3tate Dointer.GtupIe);
if ((Gstate~pointer. riniU.Glink- null) and then (Gstate~pointer.link2.Glink null)

and then

thn(Gstate~polnter.link3.Glink- nul.) and then (Gstate_pointer.link4.Glink- null))
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Error flag true;
else

Error flag z false;
end if;

end output Gstate node:
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OUTPUT

REACHABILITY ANALYSIS of : go_back_n w3

Global State GRAPH

0 0 ,0 ,0 ,1, 0 ,1 ,E -1, E -i E -1, -i] snd data 1
I 1, 0 ,1, 2 ,0 ,i, O 0 E -I E -1, -i snd-data 2

rev-data 3
2 [2 ,0 ,2 ,3 0 ,1, 00 0 ,01 1 ,E -1, -I snd-data 4

rev-data 5
4 [3 0 3 1 0 1 DO 0 01 1 D2 2, -1 rcv-data 7
7 [ 3 1 3 1 1 2 E -1 01 1 02 2, -I rcv-data 11

11 [ 3 2 3 1 2 3 E -1 E -1 02 2 , -1 ] rev-data 16

16 [ 3 3 3 1 3 1 E -1 E -1 E -1 -1 ] snd-ack 22

22 ( 3 0 3 1 3 1 E -1 E -1 E -1 , 3 ] rev-ackO 29

29 ( 0 0 3 1 3 1 E -1 E -1 E -1 , -1I snd-data 35

35 [1 0 0 2 3 1 00 3 E -1 E -1, -i snd-data 43
rev-data 44

43 [2 ,0 ,1, 3 ,3 ,1, DO 3, 01 0 ,E -1, -1 snd-data 51
rev data 52

51 3 0 ,2 ,1 3 1 DO 3 01 0 D2 1, -I rcv-data 61
61 3 1 ,2 ,1 0 2 E -1 D1 0 D2 1, -I rcv-data 68
68 3 2 , 2 1 , 1 3 E -1 E -1 02 1 , -1 ] rev-data 76

76 3 3 , 2 , 1 2 1 E -1 E -1 E -1 , -1 ] snd-ack 82

82 3 0 ,2 ,1 2 E -1 -I E -1, 2] rcv-ackO 89
89 0 0 ,2 ,1 2 1 E -1 E - 1 E -1, -i snd-data 95
95 1 0 ,3 ,2 2 1 DO 2 E -1 E -1 -1i snd-data 103

rev data 104
103 [ 2 , 0 , 0 , 3 , 2 , 1 , DO 2 O 01 3 E K -1 , -1 1 snd-data 111

rqv data 112
ill [ 3 , 0 , 1 , 1 2 1 0D 2 D1 3 02 0 -1 ] rev data 121

121 ( 3 , 1 , i , 1 3 2 E -1 D1 3 02 0 -1 ] rcv-data 128

128 [ 3 , 2 , 1 , 1 0 3 E -1 E -1 D2 0 -1 1 rcv-datý 136

136 3 3 -- 1 T 1 1 1 E -1 E -1 F -1 -1 ] snd-ack 142

142 [ 3 , 0 , 1 , 1 1 1 E -1 S -1 E -1 1 _ rev-ackO 149

149 [ 0 , 0 , 1 , 1 1 1 E -1 -1 K -1 E -1 1 snddata 155

155 1 , 0 , 2 , 2 1 I D0 0 1 E -1 z -1 -1 snd-data 163
rev-data 164

163 ( 2 , 0 . 3 , 3 , 1 , 1 , DO 1 , D1 2 , E -1 , -1 1 snd-data 171
rev-data 172

171 [ 3 , 0 , 0 1 1 , 1 , 1 , 00 I , D1 2 , D2 3 , -11 r]cv-data 181

181 [3 ,1 0 ,1 ,2 ,2 ,E -1, D1 2 ,02 3, -I rcv-data 188
188 [ 3 , 2 , 0 , 1 , 3 , 3 , E -1 , E -1 , 02 3 , -1 1 rcv-data 196

196 3 , 3 , 0 , 1 , 0 , 1 , E -1 , E -1 E -1 , -1 ] snd-ack 202

202 [ 3 , 0 , 0 , 1 , 0 , 1 , E -1 , E -1 , E -1 , 0 ) rcv-ackO 0

172 [ 2 , 1 , 3 , 3 , 2 , 2 , E -1 , 0l 2 , E -1 , -1 ] snd-data 181
rcv-data 182

182 f 2 2 . 3 , 3 . 3 , 3 E -1 , E -1 , E -1 , -1 ] snd-data 188
snd-ack 189

189 1 2 , 0 , 3 , 3 , 3 , 3 , E -1 , E -1 , E -1 , 3 rcv-ackO 197
snd-data 198

197 1 0 , 0 , 3 , 3 , 3 , 3 , E -I , K -1 E -1 , -1 1 snd-data 203

203 1 1 , 0 , 0 , 1 . 3 , 3 , E -1 , E -1 , 02 3 , -1 ] snd-data 209
rev-data 210

209 [ 2 , 0 , 1 , 2 , 3 , 3 , DO 0 , E -1 , 02 3 , -1 1 snd-data 214
rev-data 215

214 1 3 , 0 . 2 , 3 , 3 , 3 , D0 0 , D1 I , 02 3 . -1 ] rcv-data 221
221 ( 3 , 1 , 2 , 3 , 0 , I , DO 0 , Ei i , K -1 , -1 1 rcv-data 227

227 1 3 . 2 . 2 . 3 .1 , 2 . E -1 . 01 E -1 -1 1 rcv-data 234

234 [ 3 , 3 , 2 , 3 . 2 , 3 , E -1 , E -1 , E -1 , -1 ] snd-ack 237

237 [ 3 , 0 , 2 , 3 . 2 , 3 , E -1 E -1 , E -1 , 2 ] rcv ackO 17

215 2 I , 1 2, DO 0 , E -1 , E -1 , -1 1 snd-data 221
rev-data 222

222 [ 2 . 2 , 1 , 2 1 1 , 2 , E -1 , E -1 , E -1 , -1 1 snd-data 227
snd-ack 228

228 [ 2 . 0 , 1 , 2 , I , 2 , E -1 E -1 E -11 1 rcv-ackO 9
snd data 235

235 3 , C 2 , 3 . I , 2 K -1 0 01 E , -1 . 1 rcv ackl 13
rcv-data 238

238 ( 3 , I . 2 , 3 . 2 . 3 E -1 , F -1 . E -i , 1 rcv_ackl 20
snd ack 231

210 1 1 , i , 0 , 1 . 0 . 1 E -1 E -1 , E -1 , -1 snd_data 215
snd ack 216
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216 [ 1 , 0 , 0 , 1 , 0 1 1 , E -1 , E -1 , E -1 , 0 ] rcv ackO 0
snd-data 223

223 [ 2 , 0 1 , 2 , 0 1 1 , DO 0 , E -1 E -1 . 0 ] rcv-ackl 1
snd data 229
rcv data 230

229 3 0 ,2 ,3 ,0 1, DO 0 ,01 ,E -1, 0 1 rcv-ack2 2
rcv-data 236

236 3 ,1, 2 ,3 1, 2 ,E -1,1 D .E -1 0] rcv-ack2 5
r-v data 239

239 3 2 2 3 .2 3 E -1 E -1 E -1 0] rcv-ack2 8
snd-ack 237

230 2 ,1, , 2 ,1, 2 ,E -1, E -1 ,E -1, 0] rcv-ackl 3
snd-data 236
snd ack 228

198 3 ,0 ,0 ,1, 3 ,3 ,E -1, E -1, 02 3 3] rcv-ackl 203
rcv-data 204

204 [ 3 , 1 , 0 , 1 , 0 , 1 , E -1 , E -1 , 3 ] rcv-ackl 210
snd ack 202

164 [ 1 , 1 , 2 , 2 , 2 , 2 , E -1 , E -1 , E -1 , -1 ] snd-data 72
snd ack 173

173 [1 ,0 ,2 ,2 ,2 ,2 ,E -1, E -1, E -1, 2] rcv-ackO 183
snd data 184

183 [0 0 2 .2 2 2 .E -1 E -1 E -1 -i] snd-data 190
190 [1 0 3 3 2 .2 E -1 01 2 E -1 -1I snddata 199

rcv-data 200
199 [2 ,0 ,0 ,1, 2 ,2 ,E -1, 2, D2 3, -i snddata 205

rcv-data 206
205 3 0 ,1 ,2 ,2 ,2 ,DO 0, D1 2 D2 3, -I] rcv-data 211
211 , 3 1 1 2 3 3 , 00 0 E 5 -1 , 02 3 , -1 ] rcv data 217
217 [3 ,2 ,1 ,2 ,0 ,1 DO 0 E -1 , -i ]. rcdata 224
224 3 ,3 ,1 ,2 ,1, 2 ,E -1, E -1, E -1, -i] snd-ack 231
231 3 ,0 1 ,2 ,1, 2 ,E -1, E -i E -1, 1] rcvackO 9
206 [ 2 1 1 , 0 , 1 , 3 , 3 E 5 -1 , E -1 , 02 3 , -1 ] snd-data 211

rcv-data 212
212 [ 2 2 0 1 0 1 E -1 E -1 E -1 -1 ] snd data 217

snd-ack 218
218 [ 2 0 0 1 5 E -1 F, -1 E -1 0 ] rcv-ackO 0

snd-data 225
225 [ 3 0 1 2 0 1 D0 0 6 -1 E -1 0 ] rcv-ackl 1

rcv-data 232
232 1 3 1 1 2 1 2 E -1 , -1 E -1 0 rcv ack! 3

snd-ack 231
200 [ 1 1 3 3 3 3 E -1 E -1 E -1 -1 1 snd-data 206

snd-ack 207
207 [ 1 , 3 3 3 3 E -1 E -1 E -1 3 rcv-ackO 197

snd-data 213
213 [ 2 0 0 1 3 3 E -1 E -1 02 3 3 rcv ackl 203

snd data 219
rcv-data 220

219 1 3 . 0 , 1 . 2 . 3 . 3 . 00 0 . E -1 . 02 3 . 3 rcv-ack2 209
rcv data 226

226 1 3 .1 *1 . 2 , 0 1 DO 0 E -1 E 5 -1 . 3 rcv-ack2 215
rcv-data 233

233 [ 3 , 2 1 1 2 1 1 , 2 2 -1 E -1 E -i , 3 rcv-ack2 222
snd-ack 231

220 [ 2 , 1 . 0 . 1 , 0 . * E -1 E S -- . 3 rcv ackl 210
snd-diLa 226
snd_ ck 218

184 [ 2 , 0 . 3 , 3 . 2 , 2 , E -1 ' )1 2 E E -1 . 2 rc,_ackl 190
snd data 191
rcv-data 192

191 [ 3 1 0 .1 , 2 E 2 -1 . 71 2 0 72 .2 rcv ack2 199
rcv-data 201

201 1 3 1 i , 0 .1 , 3 . 3 E 5 -1 E -1 D2 3 . 2 rcv-ack2 206
rcv-data 208

208 1 3 . 2 . 0 , 1 * 0 E , 2 -l . 5 -1 E E -1 E 2 rcv-ack2 212
snd-ack 202

192 2 .1 , 3 , 3 . 3 . 3 E 5 -1 E -1 E -1 . 2 rc-ackl 200
snd data 201
snd-ack 189

112 1 2 .1 * 0 . 3 . 3 2 . z -1 . 71 3 E 5 -i . -i snd-data 121
rcv data 122

122 1 2 . 2 , 0 . 3 * 0 . 3 E -1 , 5 -1 E -1 , -1 snd-data 128

snd ack 129
129 1 2 . 0 , 0 . 3 . 0 , 3 E £ -I E -1 . £ -1 0 rcv-ack0 137

snd-data 138
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137 [ 0 , 0 , 0 , 3 , 0 , 3 E E -1 E -1 E 2 -1 ] snd-data 143
143 [ 1 , 0 , 1 , 1 , 0 , 3 , E -1 , E -1 , 02 0 , -1 ] snd-data 150

rcv data 151
150 [2 ,0 ,2 ,2 ,0 ,3 ,00 1, E -1, D2 0,-I] nd-data 156

rcv data 157
156 [ 3 , 0 , 3 , 3 , 0 , 3 , DO 1 , 01 2 , D2 0 , -1 ] rcv-data 165
165 [3 ,1 3 ,3 ,1 ,1 ,DO ,01 2, E -1, -I] rcvdata 174
174 [ 3 , 2 , 3 , 3 , 2 , 2 , E -1, 01 2 , E -1 , -1 1 rcv-data 185
185 [3 ,3 ,3 ,3 ,3 ,3 E -1, E -1, E -1, -i] snd-ack 193
193 [ 3 , 0 , 3 , 3 , 3 , 3 , E -1 , E -1 , E -1 , 3 ] rcv ackO 197
157 [2 ,1 ,2 ,2 ,1, 1 ,00 1, E -1, E -1, -I snd-data 165

rcv-data 166
166 2 2 2 2 2 2 E -1 E -1 E -1 -1 ] snd-data 174

snd ack 175
175 2 0 2 2 2 2 E -1 E -1 E -1 2] rcv-ack0 183

snd data 186
186 3 0 3 3 2 2 E -1 D1 2 E -1 2] rcvackl 190

rcv-data 194
194 3 1 3 3 3 3 E -1 E -1 E -1 2 ] rcv-ackl 200

snd-ack 193
151 1 1 1 , 1 1 E -1 E -1 E -1 -1 snd-data 157

snd ack 158
158 1 0 , 1 1 1 E -1 E -1 E -1 1 ] rcv-ackO 149

snd-data 167
167 2 0 2 2 1 1 DO 1 E -1 E -1 1 1 rcv-ackl 155

snd data 176
rcv-data 177

176 [3 ,0 ,3 ,3,1, , 1 , D1 2 ,E -1, 1] rcv-ack2 163
rcv-data 187

187 [ 3 , i , 3 3 , 2 , 2 , E -1 , Dl 2 , E -1 , 1 1 rcv-ack2 172
rcv-data 195

195 [3 ,2 ,3 ,3 ,3 ,3 ,E -1, E -1, E -1, 1] rcv ack2 182
snd ack 193

177 [2 ,1, 2 ,2 ,2 ,2 ,E -1, E -1, E -1, 1] rcv-ackl 164
snd data 187
snd-ack 175

138 [ 3 0 , 1 , 1 , 0 , 3 , E -1 , E -1 , D2 0 , 0 1 rcv-ackl 143
rcv-data 144

144 [ 3 , 1 , 1 , 1 , 1 , I , E -1 , E -1 , E -1 . 0 ] rcv-ackl 151
snd ack 142

104 1 1 , 1 , 3 , 2 , 3 , 2 , E -1 , E -1 , E -1 , -1 snd-data 112
snd-ack 113

113 [ 1 , 0 , 3 , 2 , 3 , 2 E 2 -1 , E -1 , E -1 , 3 1 rcv-ackO 123
snd-data 124

123 [ 0 , 0 , 3 , 2 , 3 , 2 , E -1 , E -1 , E -1 , -1 snd-data 130
130 [ 1 , 0 , 0 , 3 , 3 , 2 , E -1 , 01 3 , E -1 , -1 ] snd-data 139

rcv data 140
139 [2 ,0 ,1, , 3 ,2 ,E -1 D1 3, D2 0,-I snd-data 145

rcv-data 146
145 [3 ,0 ,2 ,2 ,3 ,2 ,00 1 ,1 3, D2 0, -i rcv-data 152
152 [ 3 , 1 , 2 , 2 , 0 , 3 , DO 1 , E -1 , D2 0 , -1 ] rcv-data 159
159 3 ,2 2 ,2 ,1 , ,DO , E -1 -1, -1 rcv-data 168
168 3 , 3 , 2 , 2 , 2 , 2 , E -1 , E -1 E -1 , -1 ] snd-ack 178
178 [ 3 , 0 , 2 , 2 , 2 , 2 , 2 -1 , E -1 , E -1 . 2 rcv-ackO 183
146 1 2 , 1 , 1 , 1 . 0 , 3 , E -1 , E -1 , D2 0 , -1 ] snd-data 152

rcv-data 153
153 1 2 2 1 1 1 1 E - 2 -1E- E -1 -1 snd-data 159

snd-ack 160
160 [ 2 0 1 1 1 I 1 -E , -E 2 -E 1 rcv-ackO 149

snd data 169
169 0 , 0 2 2 1 I 00 1 E -1 E -1 1 1 rcv-ackl 155

rcv-data 179
179 [ 3 1 2 2 2 2 E -1 E -1 'E -1 1 1 rcv-ackl 164

snd-ack 178
140 1 1 0 3 0 3 E -1 E -1 E -1 -1 snd-data 146

snd-ack 147
147 1 0 0 3 0 3 E -1 E -1 E -1 0 1 rcv-ackO 137

snd data 154
154 2 0 1 I 0 3 E -1 E -1 02 0 b b rcv-ackl 143

snd-data 161
rcv-data 162

161 3 , 0 , 2 , 2 , 0 . 3 : )a , E -1 , 02 0 , 9 rcv-ack2 150
rcv data 170

170 3 , I , 2 , 2 1 1 . 1 , D0 1 , E -1 , E -1 , 0 rcv-ack2 157
rcv data 180

180 f 3 , 2 , 2 , 2 , 2 . 2 , E -1 , E -1 E -1 , 0 rcv-ack2 166
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3nd ack 178
162 ( 2 , 1 ,1 * 1 , 1 , 1 , E -1 , E -1 , E -1 , 0 ] rcv-ackl 151

snd data 170
snd-ack 160

124 2 ,0 ,0 ,3 ,3 ,2 ,E -1, D1 3 ,E -1, 3 rcvackl 130
snd-data 131
rcv data 132

131 3 ,0 ,1 ,1, 3 ,2 ,E -1 D1 3 ,D2 0 ,3] rcvack2 139
rcv-data 141

141 [ 3 , 1 , 1 , 1 , 0 , 3 , E -1 , E -1 , 02 0 , 3 ] rcv-ack2 146
rcv data 148

148 3 ,2 ,1 ,1 ,1 ,1 ,E -i E -1, E -1, 3] rcv-ack2 153
snd-ack 142

132 2 ,1, 0 ,3 ,0 ,3 ,E -i E -1, E -1, 3] rcvackl 140
snd-data 141
snd ack 129

52 2 ,1 , 3 ,0 ,2 ,E -1, D1 0 ,E -1, -1 snd-data 61
rcv data 62

62 2 ,2 ,1 ,3 ,1 ,3 ,E -1, E -i E -1,-i -snd-data 68
snd-ack 69

69 ( 2 , 0 , 1 , 3 , 1 , 3 , E -1 , E -1 * E -1 , 1 ] rcv ackO 77
and-data 78

77 [0 ,0 ,1 ,3 ,1 ,3 ,E -i E -i E -1 -li snd-data 83
83 1 ,0 ,2 ,1 ,1 3 ,E -i E -1, 02 1 -I snd-data 90

rcv-data 91
90 [2 ,0 ,3 ,2 ,1, 3 ,DO 2 ,E -1, D2 1, -I snd-data 96

rcv-data 97
96 3 ,0 ,0 ,3 ,1, 3 ,DO 2 ,01 3, D2 1 ,-i] rcv-data 105

105 3 ,1, , 3 2 ,1, 00 2 ,01 3 ,E -1, -I rcvdata 114
114 [3 ,2 ,0 ,3 ,3 ,2 ,E -1, 01 3 ,E -1, -i rcv-data 125
125 (3 ,3 ,0 ,3 ,0 ,3 ,E -I E -I E -1, -i snd-ack 133
133 [ 3 , 0 , 0 , 3 , 0 , 3 , E -1 , E -1 , E -1 , 0 ] rcv-ackO 137

97 [2 ,1 ,3 ,2 ,2 ,1, DO 2 ,E -1, E -1, -I snd-data 105
rcv-data 106

1066 2 2 3 2 3 2 E -1 E -1 E -1 -1 ] snd-data 114
snd ack 115

115 2 0 3 2 3 2 E -1 E -1 E -1 3 ] rcv-ack0 123
snd-data 126

126 ( 3 0 0 3 3 2 E -1 01 3 E -1 3 ] rcv-ackl 130
rcv-data 134

134 [ 3 1 0 3 0 3 E -1 E -1 E -1 3 ] rcv ackl 140
snd-ack 133

91 1 1 2 1 2 1 E -1 E -1 E -1 -1I snd-data 97
snd-ack 98

98 1 1 0 2 1 2 1 E -1 E -1 E -1 2 1 rcv-ackO 89
snd-data 107

107 [ 2 0 3 2 2 1 00 2 E -1 E -1 2 1 rcv-ackl 95
snd-data 116
rcv-data 117

116 [ 3 , 0 , 0 , 3 , 2 , 1 , 00 2 , 01 3 , E -1 , 2 ] rcv-ack2 103
rcv-data 127

127 [ 3 , 1 , 0 , 3 , 3 , 2 , E -1 , 01 3 , E -1 , 2 1 rcv-ack2 112
rcv-data 135

135 [ 3 , 2 , 0 , 3 , 0 , 3 , E -1 , E -1 , E -1 , 2 rcv-ack2 122
snd-ack 133

117 [ 2 , I , 3 , 2 , 3 , 2 , E -1 , E -1 , E -1 , 2 1 rcv-ackl 104
snd data 127
snd-ack 115

78 1 3 , 0 , 2 , 1 , 1 , 3 , E -1 , E -1 , 02 1 , 1 1 rcv-ackl 83
rcv data 84

84 1 3 , 1 * 2 , 1 , 2 1 E -1 , E -i , 2 -1 , 1 1 rcv-ackl 91
snd ack 82

44 [ 1 , 1 , 0 , 2 , 0 , 2 , E -1 , E -1 E 2 -1 , -1 ] snd-data 52
and-ack 53

53 1 1 , 0 , 0 , 2 , 0 , 2 , E -1 E 2 -i , E -1 , 0 ] rcv-ackO 63
snd data 64

63 [0 ,0 ,0 ,2 ,0 ,2 , -1 E -1, -1, -I snd-data 70
70 1 1 , 0 , 1 , 3 , 0 , 2 , E -1 , 01 0 , E -1 , -1 snd-data 79

rcv data 80
79 1 2 , 0 , 2 , 1 , 0 , E -1 , D1 0 0 02 1 , -1. snd-data 85

rcv-data 86
85 ( 3 , 0 , 3 , 2 , 0 , 2 , DO 2 , Dl 0 , D2 1 , -1 1 rcv-data 92
92 [ 3 , 1 , 3 , 2 , 1 3 , DO 2 E 2 -I , 02 1 , -1 1 rcv-data 99
99 1 3 , 2 , 3 , 2 , 2 , 1 , DO 2 , E -1 , E -1 , -1 1 rcv-data 108

108 3 3 3 3 2 3 , 2 , E -1 , E -1 , E -1 , -1 snd-ack 118
118 ( 3 , 0 , 3 , 2 , 3 , 2 E 2 -1 , E -1 , E -1 , 3 1 rcv-ackO 123
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86 [2 1 2 1 1 3 E -1 E -1 D2 1 -i snd data 92
rev-data 93

93 [ 2 2 2 1 2 1 E -1 E -1 E -1 -1 snd-data 99
and-ack 100

100 ( 2 0 2 1 2 1 E -1 £ -1 E -1 2 1 rev-ackO 89
and-data 109

109 [ 3 0 3 2 2 1 00 2 E -1 E -1 2 rev ackl 95
rcv-data 119

119 [ 3 1 3 2 3 2 E -1 E -1 E -1 2 rcv-ackl 104
snd-ack 118

80 [ 1 1 1 3 1 3 E -1 E -1 E -1 -1 snd data 86
snd-ack 87

87 [1 0 1 3 1 3 E -1 E -1 E -1 1 rev ackO 77
and data 94

94 2 0 ,2 1 1 3 E -1 E -1 02 1 1 rcv-ackl 83
snd-data 101
rev data 102

101 3 ,0 ,3 ,2 ,1, 3 ,00 2 ,E -1, D2 1 ,1 rcv-ack2 90
rcv data 110

110 [3 ,1 ,3 ,2 ,2 ,1, DO 2 ,E -1, E -1 1 rcv-ack2 97
rev-data 120

120 [,2 ,3 ,2 ,3 ,2 ,E -1, E -I E -1, 1] rcv-ack2 106
and-ack 118

102 [ 2 , 1 , 2 , 1 , 2 , 1 , E -1., E -1 , E -1 , 1 ] rcv-ackl 91
snd-data 110
and-ack 100

64 [ 2 , 0 , 1 , 3 , 0 , 2 , E -1 , Dl 0 , E -1 , 0 ] rcv-ackl 70
snd-data 71
rev-data 72

71 [ 3 , 0 , 2 , 1 , 0 , 2 , E -1 , Dl 0 , D2 1 , 0 ] rcv-&ck2 79
rev data 81

81 ( 3 , 1 , 2 , 1 , 1 , 3 , E -1 , E -1 , D2 1 , 0 1 rcv-ack2 86
rev data 88

88 3 ,2 ,2 ,1 ,2 ,1 E -1, E -1, E -1, 0] rcv-ack2 93
snd-ack 82

72 [ 2 , 1 , 1 , 3 , 1 , 3 , E -1 , E -1 E -1 , 0 1 rev ackl 80
and-data 81
and ack 69

5 2 1, 2 3 , 2 ,E -1, 01 1, E -1,-] snd-data 7
rev-data 8

a 2 2, 3 , E -1 , E -1 , E -1 , -1 ] snd data 11
snd-ack 12

12 [2 0 ,2 ,3 ,2 ,3 , -1, -1, -1, 2] rcv-ackO 17
snd-data 18

17 [ 0 , 0 , 2 , 3 , 2 , 3 , E -1 , E -1 , E -1 , -1 ] snd-data 23
23 1, 0 3 ,1, 2 ,3 ,E -1, E -1, 02 2, -i] snd-data 30

rev-data 31
30 [ 2 , 0 , 0 , 2 , 2 , 3 , DO 3 , E -1 , 02 2 , -1 1 snd-data 36

rev-data 37
36 3 , 0 , 1 , 3 , 2 , 3 , 00 3 , Dl 0 , 02 2 , -1 rev-data 45
45 3 , 1 , 1 , 3 , 3 , 1 , DO 3 , 01 0 , E -1 , -1 ] rcv-data 54
54 3 , 2 , 1 , 3 , 0 , 2 , E -1 , Dl 0 , E -1 , -1 1 rcv-data 65
65 3 , 3 , 1 , 3 , 1 , 3 , E -1 , E -1 , E -1 , -1 ] snd-ack 73
73 3 , 0 , 1 , 3 , 1 , 3 , E -1 , E -1 , E -1 , 1 1 rev-ackO 77
37 2 , 1 , 0 , 2 , 3 , 1 , DO 3 , E -1 , E -1 , -1 snd-data 45

rev-data 46
46 2 2 0 2 0 2 , E -1 -1 E -1 -1 snd data 54

snd-ack 55
55 2 0 0 2 0 2 E -1 E -1 E -1 0 ] rcv-ackO 63

snd-data 66
66 3 0 1 3 0 2. E -1 o' 0 E -i 0 ] rcv-ackl 70

rev-data 74
74 3 1 1 3 1 3 F -1 E -1 E -1 0 ] rcv-ackl 80

and ack 73
31 1 1 3 1 3 I E -1 E -1 E -1 -1 ] and-data 37

and ack 38
38 1 0 3 1 3 1 E -1 E -1 E -1 3 rcv-ackO 29

and-data 47
47 2 0 0 2 3 1 00 3 E -1 E -1 3 ] rcv-ackl 35

and-data 56
rev-data 57

56 3 , 0 , I , 3 , 3 , 1 , 00 3 , D1 0 , E -1 , 3 ] rcv-ack2 43
rev-data 67

67 1 3 , I , I , 3 , 0 , 2 , E -1 , Dl 0 , E -1 , 3 ] rev-ack2 52
rev-data 75

75 1 3 , 2 , 1 , 3 , I , 3 , E -1 , E -1 , E -1 , 3 ] rcv-ack2 62
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snd ack 73
57 [ 2 1 3 , 0 , 2 , 0 , 2 , E -1 , E -1 , E -1 , 3 1 rcv-ackl 44

snd-data 67
snd-ack 55

18 [ 3 , 0 , 3 , 1 , 2 , 3 , E -1 , E -1. D2 2 , 2 1 rcv-ackl 23
rcv data 24

24 3 ,1, 3 ,1, 3 ,1, E -1, E -1, E -1, 2] rcv-ackl 31
snd-ack 22

3 [ 1 , 1 , 3 , 2 1 3 , 2 E 2 -1 , E -1. E -1 , -1 ] snd-data 5
snd-ack 6

6 1 ,0 ,1, 2 ,1, 2 ,E -1, E -1, E- , ] rcv-ack0 9
snd data 10

9 [0 ,0 ,1 ,2 ,1 ,2 ,E -1, E -1, E -1, -i] snd-data 13
13 [ 1 , 0 , 2 , 3 , 1 , 2 , E -3 , D1 1 , E -1 , -1 ] snd data 19

rcv-data 20
19 [2 ,0 ,3 , , 1 ,2 ,E -1, D1 1 0,2 2, -1] snd-data 25

rcv data 26
25 3 ,0 ,0 ,2 ,1, 2 ,D0 3, D 1 ,02 2, -31 rcv-data 32
32 [3 ,1, 0 2 ,2 3 ,DO 3, E -1 ,02 2, -1] rcv-data 39
39 [ 3 , 2 , 0 , 2 , 3 , 1 , DO 3 , E -1 , E -1 , -1 ] rcv data 48
48 [3 ,3 ,0 ,2 ,0 ,2 ,E -1 ,E -1, E -1., -1] snd-ack 58
58 [ 3 , 0 , 0 , 2 , 0 , 2 , E -1 , E -3 , E -1 , 0 ] rcv-ackO 63
26 [ 2 , 1 , 3 , 1 , 2 , 3 , E -3 , E -1 , D2 2 , -1 ] snd-data 32

rcv data 33
33 2 , 2 3 1 3 , E 2 -3 E -1 E -1 -1 snd-data 39

snd-ack 40
40 2 , 0 3 1 3 , 1 E -1 E -1 E -1 3 rcv-ackO 29

snd-data 49
49 3 , 0 0 2 3 , 3 DO 3 E -1 E -1 3 rcv-ackl 35

rcv data 59
59 3 , 1 0 2 0 , 2 E -3 E -1 E -1 3 rcv-ackl 44

snd-ack 58
20 1 1 2 3 2 ,3 E -1 E -1 E -1 -i snd-data 26

snd-ack 27
27 1 , 0 2 3 2 , 3 E -1 E -1 E -1 2 rcv-ackO 17

.snd-data 34
34 2 , 0 3 1 2 , 3 E -1 E -1 D2 2 2 rcv-ackl 23

snd-data 41
rcv-data 42

41 [ 3 , 0 , 0 , 2 , 2 3 , 00 3 , E -1 , D2 2 , 2 1 rcv-ack2 30
"rcv-data 50

50 [3 ,1, 0 ,2 ,3 ,1, DO 3, E -1, E -1, 2 rcv-ack2 37
rcv-data 60

60 [ 3 , 2 , 0 , 2 , 0 , 2 , E -1 , E -1 , E -1 , 2 ] rcv-ack2 46
snd-ack 58

42 [ 2 , 3 , 3 , 1 , 3 , 1 , E -1 , E -1 , E -1 , 2 ] rcv-ackl 31
snd data 50
snd-ack 40

30 [ 2 , 0 , 2 , 3 , 1 , 2 , E -1 , 1 I , .-l , 1 1 rcv-ackl 13
snd-data 14
roy data 15

14 .[ 3 , 0 , 3 , 1 , 1 , 2 , E -1 , 01 1 , D2 2 , J 2 rcv-ack2 19
roy-data 21

21 [ 3 3 , , 3 1 2 3 , E -1 , E -1 , 02 2 ," 1 rcv-ack2 26
roy-data 28

28 [ 3 , 2 , 3 , 1 , 3 , 1 , E -i , 2 -1 , E -1 , 1 1 rcv-ack2 33
snd-ack 22

15 [ 2 1 1 , 2 , 3 . 2 , 3 , E -1 , E -i , E -1 , ] rcv-ackl 20
snd-data 21
snd-ack 12

System State GRAPH

0 0 , 0 ] snd data 1 0 1
I 1 ,01 snd-data 2 0 2

rcv-data 1,1 3
2 2 ,0 snd-data 3 0 4

roy data 2 1 5
4 [3 ,0 rcv data 3 1 7
7 [3 ,1 rcv-data 3 2 10

10 f 3 , 2 rcvydata 3 3 14
14 3 , 3 snd ack 3 0 17
17 1 3 , 0 rcv ackO 0 0 0

5 1 2 , 1 snd-data 3 1 7
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rcv data 2 2 8
8 2 2] snd-data 3 2 10

snd-ack 2 0 ] 11
11 2 0] rcv-ack0 0 0 0

snd data 3 0 15
15 3 0] rcv-ackl 1 0 1

rcv data 3 1 18
18 3 1] rcv-ackl 1 1 3

snd-ack 3 0 17
3 1 ,1] snd-data 2 1 5

snd-ack 1 0 6
6 1 0] rcv-ack0 0 0 0

snd-data 2 0 9
9 2 0] rcv-ackl 1 0 1

snd-data 3 0 12
rcv-data 2 1 13

12 3 ,0] rcv-ack2 2 0 2
rcv-data 3 1 16

16 3 ,1] rcv-ack2 2 1 5
rcv-data 3 2 19

19 [3 ,2] rcv-ack2 2 2 8
snd-ack 3 0 17

13 (2 ,1 rcvackl 1 1 3
snd-data 3 1 16
snd-ack 2 0 11

I Machine 1 Array Contents I

From I To I Transition I Executed I

1 0 1 1 1 snd-data I yes
1 1 0 1 rcv-ack0 I yes

1 2 1 snd data I yes 1
1 2 0 1 rcv-ackO I yes
1 2 1 1 1 rcv ackl I yes

2 1 3 I snd-data I yes I
3 0 rcv-ackO I yes

1 3 1 1 rcv-ackl I yes I
3 1 2 rcv-ack2 I yes

Machine 2 Array Contents

I From i To I Transition Executed I

1 0 I 1 1 rcv-data I yes
1 1 1 2 rcv data I yes
I 1 1 0 1 snd-ack I yes
1 2 3 1 rcv data I yes I
1 2 1 0 1 snd-ack I yes
1 3 0 1 snd-ack i yes
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APPENDIX H (SCM) GOBACKN, W=4

INPUT (FSM)

start
machine 1
state 0
trans snd data 1
state 1
trans rcv ackO 0
trans snd data 2
state 2
trans rcv ackO 0
trans rcv ackl 1
trans snd data 3
state 3
trans rcv ackO 0
trans rcv ackl 1
trans rcv ack2 2
trans snd data 4
state 4
trans rcv ackO 0
trans recv ackl 1
trans rcv ack2 2
trans rcv-ack3 3
machine 2
state 0
trans rcv data 1
state 1
trans rcv data 2
trans snd-ack 0
statp 2
trans rcv data 3
trans snd-ack 0
state 3
trans rcv data 4
trans snd-ack 0
state 4
trans snd ack 0
initial_state 0 0
finish
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VARIABLE DEFINITIONS

package definitions is

type scm-transition type is (snddata, rcv data,
snd ack. rcvackO,

rcv ackl, rcv ack2,
rcv ack3, unused);

type buffertype is (dO,dl,d2,d3,e,a);
type buffer array type is array(l..4) of buffertype:
type seq_arraytype is array(l..4) of integer range -1..4;

type machinel_state type is
record

state number : natural :- 0;
Sdata : bufferarray type : (dO,dld2,d3);
seq : integer range 0..4 0;
i : integer range I..4 1;

end record;

type machine2_statetype is
record

state number : natural :- 0;
Rdata : buffer type :- e;
exp : integer range 0..4 0;
j : integer range 1..4 1;

end record;

type globalvariabletype is
record

DATA buffer_arraytype (ee,ee);
SEQ seqarray type
ACK i.nteqer range -l..4 -1;

end record;

end definitions;
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PREDICATE-ACTION

separate (main)
function AnalyzePredicatesMachinel(local machinel -state type;

GLOBAL: global_v7ariabre type) return transition_--
* stackypackage.stack is

tompi : integer GLOBAL.ACK + 0;
temp2 :integer :-(GLOBAL.ACK + 1)mod 5;
tomp3 :integer (GLOBAL.ACK + 2)mod 5;
tomp4 : integer :-(GLOBAL.ACK + 3)mod 5;

begin
MakeEmpty (transition -stack);
if ((GLOBAL.DATA(local.i) - E) and (GLOBAL.SEQ(local.i) -- 1)) then

Push(transition stack,snd data);
end if;
if ((empl - local.seq) and (GLOBAL.ACK I--1)) then

Push (transition-stack, rcv-ack0);
end if;
if ((emp2 - local.seq) and (GLOBAL.ACK /--1)) then

Push (transition stack, rcv ackl);

eand -if;if ((emp3 - local.seq) and (GLOBAL.ACK I--1)) then
Push(transition-stack,rcv-ack2);

end if;
if ((emp4 - local.seq) and (GLOBAL.ACK I--1)) then

Push(transition stack..rcv ack3);

eand if;
return transition-stack;

end AnalyzePredicates Mathinel;

separate (main)
function AnalyzePredicatesMachine2(iocal : machine2 state type;

GLOBAL: global va riable type) return transition_-
stackjpackage.stack is
begin

MakeEmpty(transition -stack);
if ((GLOBAL.OATA(local.j)/-E) and (GLOBAL.SEQ(local.j) - local.exp)) then

Push (transition stack, rcv data);
end if;
if (GLOBAL.DATA(local.j)-E) then

Push(transition-stack~snd-ack);
end if.
return transition stack;

end AnalyzePredicates Machine2;

separate (main)
procedure Action~in system state : inl out Gstate -record type;

in transition: in out scm transition type;
out system state : in out Gstate-reco-rd_type) is

temp : integer :- 0;
begin

case (in transition) is
when (snd data) ->

out sys-tem state~.GLOBAL VARIABLES.DATA(in system state.machinel_state.i)
in sys~tem_state.macTiinel state.Sdata (in systim_state.machinel_state.i);

out-system_state.GLOBALVARIA-BLES.SEQ(in systemstate.machinel state.i)
in s ystem_state.machýinel-state.seq; _ytm

beg in
case (in system state.machinel state.i) is

when I ->
out system state.machinel state.i :=2;

when 2 ->
out -system state.rnachinel. state.i :=3;

when 3 ->
out -system state.machinel state.i :-4;

when 4->-
out system state.machinel state.i 1- ;

when others =

null;
end case;
end;
out system_state.machinel _state.seq

(((in system state.machinel _state.seq) + l)mod 5);
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when (rcv-ackO) ->
out system state.GLOBAL VARIASLES.ACK :--1;

when (rcvac 1T ->-
out_3sstem state.GLOBALVARIABLES.ACK :--1;

when (rcv ack2) ->
out system state.GLOBALVARIABLES.ACK -1;

when (rcv-ack3)-->
out system state.GLOBAL VARIABLES.ACK :--1;

when (snd ackF ->-
out_system state.GLOBAL_VARIABLES.ACK :-in system state.machine2_state.-

exp;
out s:ystem state.machine2 state.Rdata :-e;

when (rcvatay ->-
out system state.machine2 state.Rdata :

-In syst-em state. GLOBAL. VARIA3LES.
DA'IA(in system state.mýachine2_state. j);

out system state.GLOBALVARIABLES.OATA(in system state.machine2_state. j)

out system state.GLOBAL_VARIABLES.SEQ (in system state.machine2_state.j)
-1;

beqin
case (in system state.machine2-state.j) is

when I->-
out system state.machine2_state. j :2;

when 2-->
out system state .machine2_state. j :3;

when 3-->
out system state. mach ine2_state. j =4;

when 4 ->
out system -state.machine2_state.j :1.;

when o~thers -

null;
end case;
end;

out system state.machine2-state.exp :- (((in system state.machine2_state.
exp) -+l)mod 5); -

when others ->
put line('There is an error in the Action procedure");

end case;
end Action;
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OUTPUT FORMAT

Separate (main)
procedure output Gtuple(tuple :in out Gstate reco rd~typa) is
begin

put(' [ integer'image(tuple.machinel state.state number) I)
put(inteqerlimage(tupie.machine2_state.state-number));
put(' , *
put(tuple.machinel~state.seq, width -> 1);
put(" ,")
put Ctuple.machinel state.i, width -> 1);
put(' ,")
put(tupl..machine2_3tate.exp, width -> 1);
put(' , )
put(tuple.machine2_3tate.j, width -> 1);
put(' , )
put(tuple.GLOBALVARIABLES.OATA(l). width ->3);
put (tuple.GLOBAL_VARIABLES.SEQ(1) ,width->2);
puW( , )
put (tuple.GLOBALVARIABLES.DATA(2), width ->3);
put (tuple.GLOBAL VARIABLES.SEQ(2) ,width-)?);
put(" ,")
put(tuple.GLOBALVARIABLES.DATA(3), width ->3);
put(tuple.GLOBALVARIABLES.SEQ(3),width->2);
put(* ,):
put (tuple.GLOBALVARIABLES.DATA(4), width ->3);
put (tuple.GLOBALVARIABLES.SEQ(4) ,width->2);
put(" *);
put(tuple.GLOBAI.VARIABLES.ACK, width -> 3);
put(" I');

end output Gtuple;

separate (main)
procedure outputGtupie~tofile(tuple :in out Gstate record type;

counter :in out integer) is
begin

put (reach, counter);
put(reach, (" & integerlimage(tupie-machinel_state.state_number) '

put (reach, integer' image(tuple.machine2_state..state-number));
put(reach,' )
put(reach,tuple.machinel_state.3ecz, width .> 1);
put (reach,' , '
put(reach,tuple.machinel state.i, width .> 1.);
puti(reach, ' , '
put(reach,tuple.machine2_state.exp, width -> 1);
put (reach, " *"
put(reach,tuple.machine2_ state.), width 1)
put (reach, ', "
put (reach, tuple.GLOBAL -VARIABLES.DATA(l), width ->3);
put (reach, tuple .GLOBALVARIABLES.SEQ( 1) ,width->2);
put(reach,' , )
put (reach, tuple.GLOBAL VARIABLES.DATA(2), widt-h ->3);
put Creach, tuple .GLOBALVAR IABLES.SEQ (2) ,width->2);
put (reach, " ,") ;
put(reach,tuple.GLOBALVARIABLES.DATA(3), width ->3);
put (reach, tuple .GLOBALVARIABLES .SEQ (3) ,width->2);
put(reach,' ');
put(reach,tuple.GLOBALVARIABLES.ACK. width -> 3);
put (reach, ' I') ;
new line(reach);

end ouEput_Gtuple_to_ file;

separate (main)
procedure output _Gstate_node(Gstate pointer in out Glink type;

Error Eilaq in out boolean) is
begin

output line count :ouptline-count *1
if ((output- __ leCut mod T0) = 0) then

scroll_pause;
end if;
set col(Gcoiumn-set);
put(Gstate pointer.system_state number, width -> 3);
output Gtuple(Gstate pointer.Gtu-ple);
if ((Gstate~pointer.fl'nkl.Glink - null) and then (Gstate~pointer.link2.Glink =null)
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and then
(Gstatepolnter.link3.Glink - null) and then (Gstate_pointer.link4.Glink - null))

then
Error flag true;

else
Error flag :- false;

end if;
end output Gstate node;
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OUTPUT

REACHABILITY ANALYSIS of : gobackn_w4

Global State GRAPH

0 [ 0 , 0 , 0 1 1 , 0 1 1 , E -1 , E -1 , E -1 ,E -1 , -1 ] snd data 1
1 1, 0 ,1 ,2 ,0 ,1 ,00 0 ,E -1, E -i E -1, -1] snd-data 2

rcv data 3
2 2 ,0 ,2 ,3 ,0 ,1 ,00 0 ,01 1 ,E -i E -1, -] snd-data 4

rcv data 5
4 3 0 3 4 0, 1 ,00 0, D1 1 ,02 2 ,E -1, -1] snd-data 7

rcv data 8
7 (4 0 4 1 0 1 DO 0 D1 1 D2 2 ,D3 3 -1 rcv-data 12

12 [4 1 4 1 1 2 E -1 01 1 D2 2 ,D3 3 -1] rcv-data 18
18 [ 4 2 4 1 2 3 E -1 E -1 D2 2 ,D3 3 -1 ] rcv data 26
26 (4 3 4 1 3 4 E -1 E -1 E -1,03 3 -1] rcv-data 36
36 [ 4 4 4 1 4 1 E -1 , E -1 E -1 E -1 -1 1 snd-ack 47
47 [ 4 0 4 1 4 1 E -1 E -1 E -1 ,E -1 4 1 rcv ackO 60
60 [ 0 0 4 1 4 1 E -1 E -1 E -1 ,E -1 -1 1 snd-data 72
72 [ 1 0 0 2 4 1 DO 4 E -1 E -1 ,E -1 -1 3 snd-data 87

rcv data 88
87 ( 2 , 0 , 1 , 3 , 4 , 1 , DO 4 , D1 0 , E -1 .E -1 , -1 1 snd-data 102

rcv data 103
102 [3 ,0 ,2 ,4 ,4 ,1, D0 4 ,01 0 ,02 1 E -1, - snddata 120

rcv data 121
120 4 0 3 ,1 ,4 1 ,DO 4 D1 0, D2 1 ,03 2, -1] rcv-data 134
134 (4 1 3 ,1 ,0 2 ,E -1 01 0, D2 1,03 2, -1] rcvdata 150
150 (4 ,2 3 ,1 ,1 3 E -1 E -1, D2 1,03 2, - rcv-data 162
162 (4 , 3 , 1 , 2 4 E -1 E -1, E -1,03 2, -1] rcv-data 176
176 [ 4 4 3 , 1 3 1 E -1 E -1 E -1 ,E -1 , -1 ] snd-ack 187
187 4 0 3 ,1 3 1 E -1 E -1 E -1,E -1, 3] rcvackO 200
200 [ 0 0 3 , 1 3 1 E -1 E -1 E -1 ,E -1 , -1 1 snd-data 212
212 1 0 4 ,2 3 1 00 3 E -1 E -1 ,E -1, - snddata 227

rcv data 228
227 [ 2 , 0 , 0 , 3 , 3 , 1 , 00 3 , D0 4 , E -1 ,2 -1-1 -1 ]snd-data 242

rcv data 243
242 [ 3 , 0 , 1 , 4 , 3 , 1 , DO 3 , 0l 4 , 02 0 ,E -1 , -1 ] snd-data 260

rcv-data 261
260 4 0 2 1 , 3 1 00 3 Dl 4 02 0 .03 1 -i ] rcv-data 274
274 4 1 2 1 , 4 2 E -1 01 4 D2 0 ,D3 1 -1 1 rcv-data 290
290 4 2 2 1 , 0 3 E -1 E -1 D2 0 ,D3 1 -1] rcv-data 302
302 4 3 2 1 , 1 4 E -1 E -1 E -1 ,D3 1 -1 ] rcv-data 316
316 4 4 2 1 , 2 1 E -1 E -1 E -1 ,E -1 -1 1 snd-ack 327
327 4 0 2 1 , 2 1 E -1 E -1 E -1 ,E -1 2 1 rcv-ackO 340
340 0 0 2 1 , 2 1 E -1 E -1 E -1 ,E -1 -1 1 snd-data 352
352 1 0 3 2 , 2 1 D0 2 E -1 E -1 ,E -1 -1 1 snd-data 367

rcv-data 368
367 [ 2 , 0 , 4 , 3 , 2 , 1 , 00 2 , 01 3 , E -1 ,E -1 , -1 1 snd data 382

rcv data 383
382 ( 3 , 0 , 0 , 4 , 2 ,1 0 00 2 , 01 3 , D2 4 ,E -1 , -1 ] snd-data 400

rcv-data 401
400 [ 4 0 1 * 2 1 , O0 2 oI 3 02 4 ,03 0 -1 ] rcv-data 414
414 r 4 1 1 1 3 2 7 - -1 ", 3 02 4 ,03 0 -1 ] rcv-data 430
430 4 2 1 1 4 3 E -1 E -1 02 4 ,D3 0 -1 ] rcv-data 442
442 4 3 1 1 0 4 , E -i , -i E -1 ,03 0 -1 ] rcv-data 456
456 [ 4 4 1 1 , A -I E E -1 E -1 ,E -1 -1 ] snd-ack 467
467 4 0 1 1 1 1 , E -1 E -1 £ -1 ,E -1 1 1 rcv-ackO 480
480 [0 0 o1 1 1 , E -1 o E -1 , -1 ,E -1 -1 ] snd-data 492
492 [ 1 0 2 2 1 I , EO I E -1 £ -1 ,E -i -1 ] snd-data 507

rcv-data 508
507 2 , 0 , 3 , 3 , 1 , 1 , 0 1 , 2Ol 2 E 2 -1 ,E -1 , -1 1 snd-data 522

rcv-data 523
522 3 , 0 , 4 , 4 , 1 , 1 , D0 1 , 01 2 D 02 3 .E -1 o -1 ] snd-data 540

rcv-data 541
540 [4 ,0 0 1 1 1 00 1 Ol 2 02 3 ,D3 4 -1 rcv-data 554
554 [ 4 , 1 0 1 2 2 E -1 D1 2 02 3 ,D3 4 -1 rcv-data 570
570 [ 4 , 2 0 1 3 3 E -1 E -1 D2 3 .03 4 -1 rcv-data 582
582 4 , 3 0 1 4 4 E -1 E -1 E -1 ,03 4 -1 rcv-data 596
596 [ 4 4 0 * 0 1 E -1 E -1 E -1 ,E -1 -1 snd-ack 607
607 [ 4 0 0 1 0 E , -1 E -I E -2 ,E -1 0 rcv-ackO 0
541 [ 3 1 4 4 2 2 E -1 D1 2 02 3 ,E -1 -1 snd-data 554

rcv data 555
555 [ 3 , 2 , 4 , 4 , 3 , 3 , 2 -1 , E -1 , 32 3 .E - 1 , - i snd-data 570

rcv-data 571
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571 C 3 * 3 , 4 , 4 , 4 , 4 , E -I E 2 -1 1 E -1 ,2 -1 , -1 ] snddata 582
snd-ack 583

583 [ 3 ,0 * 4 * 4 , 4 , 4 E 2 -1 E -1 E -1 ,E -1 , 4 ] rcv-ackO 597
snd data 598

597 [0 ,0 ,4 ,4 ,4 ,4 ,E -1, E -1, -1,E -1, -1] snddata 608
608 [ 1 , 0 , 0 , 1 4 4 , E -1 E , E -1 ,03 4 , -1 ] snd-data 620

rcv data 621
620 C 2 , 0 , 1 2 , 4 , 4 , 00 0 , E -1 , E -1 ,D3 4 , -1 snd-data 631

rcv-data 632
631 C 3 , 0 , 2 , 3 , 4 , 4 , DO 0 0 01 1 E -1 ,D3 4 , -1 C snd-data 645

rcv-data 646
645 4 0 3 4 4 4 DO 0 D0 1 02 2 03 4 -1 rcv-data 658
658 4 1 3 4 0 1 DO 0 D1 1 02 2 E -1 -1 rcv-data 673
673 4 2 3 4 1 2 E -1 D1 1 D2 2 E -1 -1 rcv-data 682
682 4 3 3 4 2 3 E -1 E -1 D2 2 E -1 -1 rcv-data 692
692 4 4 3 4 3 4 E -1 E -1 E -1 E -1 -1 snd-ack 696
696 4 0 3 4 3 4 E -1 E -1 E -1 E -1 3 rcv-ackO 37
646 3 1 2 3 0 1 DO 0 0l 1 E -1 E -1 -1 snd data 658

rcv data 659
659 3 2 2 3 1 2 E -1 *1 1 E -1 . -E -1 1 srd data 673

rcv-data -74
674 3 3 2 3 2 3 E -1 E -1 E -1 E -1 -1 ] snd-data 682

snd-ack 683
683 3 0 2 3 2 3 E -1 E -1 E -1 E -1 2 ] rcv ackO 20

snd-data 693
693 4 0 3 4 2 3 E -1 E -1 02 2 E -1 2 ] rcv ackl 28

rcv-data 697
697 4 1 3 4 3 4 E -1 E -1 E -1 E -1 2 ] rcv-ackl 40

snd ack 696
632 2 1 1 2 0 1 DO 0 S -1 E -1 E -1 -1 C snd data 646

rcv-data 647
647 2 2 1 2 1 2 E -1 E -1 E -1 E -1 -1 ] snd-data 659

snd-ack 660
660 2 0 1 2 1 2 E -1 E -1 E -1 E -11 1 rcv-ackO 10

snd-data 675
675 3 0 2 3 1 2 E -1 01 1 E -1 E -1 1 1 rcv-ackl 15snd data 684

rcv data 685
684 1 4 , 0 , 3 , 4 , 1 , 2 , E -1 , 01 1 , 02 2 ,E -1 , 1 1 rcv-ack2 22

rcv-data 694
694 [ 4 , 1 , 3 , 4 , 2 , 3 , E -1 , S - , 02 2 ,E -1 , 1 rcv-ack2 32

rcv-data 698
698 C 4 , 2 , 3 , 4 , 3 , 4 , E -1 , 2 - , 2 -1 ,E -1 , r I rcv-ack2 44

snd-ack 696
685 C 3 , 1 , 2 , 3 , 2 , 3 , E -1 , E -1 E -1 ,E -1 , 1 1 rcv ack! 23

snd-data 694
snd-ack 683

621 1 1 , 1 , 0 , 1 , 0 , 1 , E -1 , E -1 , E -1 ,E -1 , -1 snd-data 632
snd-ack 633

633 1 1 , 0 , 0 , 1 , 0 , I , E -1 , E -1 , E -1 ,E -1 , 0 ] rcv-ackO 0
snd data 648

648 [ 2 , 0 , 1 , 2 , 0 , , C 0 , E -1 , 2 -1 ,E -1 , 0 rcv-ack
snd data 661
rcv-data 662

661 C 3 , 0 * 2 , 3 , 0 , 1 , D0 0 , I , E -1 ,E -1 , 0 ] rcv-ack2 2
snd-data 676
rcv data 671

676 C 4 , 0 , 3 , 4 , 0 , I , 00 0 , 1 32 2 ,E -1 , 0 ] rcv-ack3 4
rcv-data 686

686 [ 4 1 1 , 3 , 4 , , 2 0' -1 , , 02 2 ,E -1 0] rcv ack3 8
rcv data 695

695 [ 4 , 2 , 3 , 4 , 2 , 1 , E -1 , Z -i , 02 2 .E -I 0 rcv ack3 13
rcv-data 699

699 4 , 3 , 3 , 4 3 , 4 , 2 -1 , E -1 , E -1 ,E -1 0 ] rcv-ack3 19
snd ack 696

677 [ 3 , 1 , 2 , 3 , 1 , 2 , E -1 , 01 , E -1 E -1 , 0 rcvack2 5
snd data 686
rcv-data 687

687 C 3 , 2 , 2 , 3 , 2 , 3 , E -1 , E -1 E 2 -1 .E -1 , 0 r rcv ack2 9
snd data 695
snd ack 683

662 [ 2 , 1 , 1 , 2 , i . 2 , E -l , E -1 , 2 -1 ,E -1 , 0 rcv-ack 3
snd data 67'
snd ack 660

598 C 4 , 0 , 0 , , 4 , 4 , E -1 , E - . 2 -1 ,03 4 , 4 rcv-ackl 608
rcv-data 609
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609 [ 4 ,1 * 0 , 1 , 0 , 1 , 2 -1 1 E -1 1 E -I ,E -1 , 4 ] rcv ackl 621
snd ack 607

523 [ 2 , 1 , 3 , 3 , 2 , 2 E 2 -1 D1 2 E 2 -1 ,E -1 , -1 ] snd-data 541
rcv-data 542

542 [ 2 , 2 , 3 , 3 , 3 , 3 E 2 -1 E -1 -1 E - , -1 1 snd-data 555
snd-ack 556

556 [ 2 0 , 3 , 3 , 3 3 E - , E -1 E -1 ,E -1 , 3 ] rcv-ack0 572
snd-data 573

572 [ 0 , 0 , 3 , 3 , 3 , 3 , E -1 , E -1 , E -1 ,E -1 , -1 j snd-data 584
584 1 1 , 0 , 4 , 4 , 3 , 3 E 2 -1 E -1 D2 3 ,E -1 , -1 ] snd-data 599

rcv-data 600
599 2 ,0 ,0 ,1 ,3 ,3 , E -1, E -, 02 3 ,D3 4, -1] snd-data 610

rcv data 611
610 3 0 , 1 , 2 , 3 , 3 , DO 0 , E -1 , 02 3 ,D3 4 , -1 ] snd-data 622

rcv data 623
622 [4 0 2 ,3 3 3 00 0 D1 1 D2 3 ,03 4 -1 rcv-data 634
634 [ 4 1 2 , 3 4 4 00 0 01 1 E -1 ,03 4 -1 ] rcv data 649
649 [4 2 2 3 0 1 00 0 D1 1 E -1,E -1 -1] rcv-data 663
663 [ 4 3 2 3 1 2 E -1 1 1 E -1 ,E -1 -1 ] rcv-data 678
678 [ 4 4 2 3 2 3 E -1 E -1 E -1 ,E -1 -1 ] snd-ack 688
688 [ 4 0 2 3 2 3 E -1 E -1 E -1 ,E -1 2 ] rev-ackO 20
623 [3 1 1 2 4 4 00 0 E -1 E -1,03 4 -1 snd-data 634

rcv data 635
635 [ 3 2 , 1 2 0 1 00 0 E -1 E. -1 ,E -1 -1 1 snd-data 649

rev-data 650
650 3 3 , 1 2 1 2 E -1 E -1 E -1 ,E -1 -1 ] snd data 663

snd ack 664
664 3 0 1 2 1 2 E -1 E -1 E -1 ,E -11 1 rcv-ackO 10

snd data 679
679 4 0 2 3 1 2 E -1 Dl I E -1 E -11 1 rcv-ackl 15

rev data 689
689 4 1 2 3 2 3 Z -1 E -1 E -1 E. -1 1 ] rcv-ackl 23

snd-ack 688
611 2 1 0 1 4 4 E -1 E -1 E -1 03 4 -1 ] snd-data 623

rcv data 624
624 2 2 0 1 0 1 E -1 E -1 E -1 E -1 -1 1 snd-data 635

snd-ack 636
636 2 0 0 1 0 1 E -1 E -1 E -1 E -1 0 rcv-ackO 0

snd-data 651
651 3 0 1 2 0 1 00 0 E -1 E -1 E -1 0 ] rcv-ackl 1

snd-data 665
rcv-data 666

665 1 4 , 0 , 2 , 3 , 0 , 1 , .0 0 , Dl 1 , E -1 .E -1 , 0 ] rcv-ack2 2
rev data 680

680 [ 4 , 1 , 2 , 3 , 1 , 2 E -1 , 01 , E -1 ,E -1 , 0 ] rcv-ack2 5
rev-data 690

690 4 , 2 , 2 , 3 , 2 , 3 , E -1 , E -1 , E -1 .E -1 0 rcv-ack2 9
snd-ack 688

666 1 3 , 1 , 1 , 2 , 1 , 2 , E -1 , E -1 , E -1 ,E -1 , 0 ] rev-ackl 3
snd-data 680
snd ack 664

600 ( 1 , 1 , 4 , 4 , 4 , 4 , E -1 , E -1 , E -1 ,E -1 , -1 ] snd-data 611

snd ack 612
612 1 1 , 0 , 4 , 4 , 4 , 4 , E -1 , E -1 , E -1 ,2 -1 , 4 rcv-ack0 597

snd data 625
625 ( 2 , 0 * 0 , , 4 . 4 , E -1 , F -. , E -1 .03 4 , 4 ] rcv-ackl 608

snd-data 637
rcv-data 638

637 3 , 0 , 1 , 2 , 4 , 4 , 00 0 , E -1 , -1 ,03 4 , 4 rcv-ack2 620
snd data 652
rcv data 653

652 4 , 0 , 2 , 3 , 4 4 , 0 D , £ -1 .D3 4 , 4 rcv-ack3 63"
rcv data b66

667 4 1 1 , 2 , 3 , 0 1 1 , D0 0 , D0 1 , E -1 ,E -1 , 4 rcv-ack3 646
rcv data 681

681 [ 4 , 2 , 2 , 3 , 1 2 , 2 -1 , D 1 E 2 -1 ,2 -1 , 4 1 rcv-ack3 659
rev data 691

691 1 4 , 3 , 2 , 3 , 2 3 E 2 -1 E -1 E -1 ,2 -1 , 4 rcv-ack3 674
snd ack 688

653 [ 3 1 1 , 1 , 2 , 0 1 0 00 0 E 2 -1 E -1 ,E -1 , 4 ] rcv-ack2 632
snd-data 667
rcv-data 668

668 1 3 , 2 , 1 , 2 , 1 , 2 , E -1 F , -1 E -1 .2 -1 , 4 ] rcv-ack2 647
snd data 681
snd-ack 664

638 2 1 0 ,1 0 1 E -1.2 E -1 E -1 , 4 rcv-ackl 621
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and data 653
and-ack 636

573 [ 3 * 0 , 4 , 4 , 3 , 3 E 2 -1 , E -1 0 02 3 .E -1 , 3 1 rcv ackl 584
and-data 585
rcv-data 586

585 [ 4 , 0 , 0 ,1 * 3 , 3 E 2 -1 E -1 , D2 3 ,03 4 , 3 J rcv ack2 599
rcv data 601

601 ( 4 , 1 0 , 1 4 , 4 , E -1 E -1 , E -1 ,D3 4 , 3 rcv aik2"611
rcv data 613

613 [ 4 , 2 , 0 ,1 * 0 1 E -1 E -1 , E -1 ,E -1 , 3 1 rcv-ack2 624
and-ack 607

586 [ 3 , 1 , 4 , 4 , 4 , 4 , E -1 , E -1 , E -1 ,E -1 , 3 ] ev-ackl 600
and-data 601
and ack 583

508 1 ,1, 2 ,2 ,2 ,2 ,E -1, E -1, E -1,E -1, -1] snd-data 523
and ack 524

524 1 ,0 ,2 ,2 ,2 2 ,E -1, E -1, E -1,E -1, 2] rcvack0 543
and-data 544

543 0 ,0 ,2 ,2 ,2 ,2 ,E -1, E -1, E -1,E -1, -1] anddata 557
557 1, 0 ,3 ,3 ,2 ,2 ,E -1, 01 2, E -1,E -1, -1] anddata 574

rcv-data 575
574 [ 2 , 0 4 , 4 , 2 , 2 , E -1 , 01 2 , 02 3 ,E -1 , -i1 and data 587

rcv data 588
587 [ 3 , 0 , 0 , 1 , 2 , 2 , E -1 , 01 2 , D2 3 ,D3 4 , -1 ] snd-data 602

rcv-data 603
602 4 ,0 1 2 2 2 00 0 01 2 D2 3 03 4, -1j rcv-data 614
614 4 , 1 1 2 3 3 00 0 E -1 02 3 03 4 -1 rcv-data 626
626 4 , 2 1 2 4 4 00 0 E -1 E -1 03 4 , -1 rcv data 639
639 4 3 1 2 0 1 00 0 S -1 E -1 E -1 -1 1 rcv-data 654
654 4 4 1 2 1 2 E -1 E -1 E -1 E -1 -1] snd.ack 669
669 4 0 1 2 1 2 E -1 E -1 F -1 E -11 1 rcv-ack0 10
603 3 1 0 1 3 3 E -1 E -1 02 3 03 4 -1 1 snd-data 614

rcv-data 615
615 [ 3 2 0 1 , 4 4 E -. E -i E -1 D3 4 -1 snd-data 626

rcv-data 627
627 ( 3 3 0 1 , 0 1 E -1 E -1 E -1 E -1 -11 and-data 639

and-ack 640
640 ( 3 0 0 1 , 0 1 E -1 E -1 E -1 E -1 0 ] rcv ackO 0

and-data 655
655 4 0 i 2 , 1 I -0 0 E' -1 E -1 E -1 0 rcv-ackl 1

rcv-data 670
670 [ 4 1 1 2 , 1 2 E -1 E -1 E -1 E -1 0 ] rcv ack, 3

snd-ack 669
588 ( 2 1 4 4 , 3 3 E -i E -1 D2 3 E -1 -11 and data 603

rcv data 604
604 ( 2 2 4 4 , 4 4 E -1 E -1 E -1 E -1 -1 snd-data 615

and-ack 616
616 [ 2 0 4 4 , 4 4 E -1 E -1 E -1 E -1 4 rcv-ackO 597

snd-data 628
628 1 3 0 0 1 , 4 4 E -1 E -1 E -1 D3 4 4 ] rcv-ackl 608

snd-data 641
rcv data 642

641 4 ,0 ,1, 2 ,4 ,4 ,DO 0, -, E -1,D3 4, 4 rcv ack2 620
rcv data 656

656 4 , I , 1 , 2 , 0 , I , D0 0 , E -i , 2 -1 .E -1 , 4 ] rcv-ack2 632
rcv data 671

671 [ 4 , 2 , 1 , 2 , 1 , 2 , E -1 , E -1 E -1 ,E -1 , 4 ] rcv ack2 647
and ack 669

642 ( 3 , 1 , 0 , 1 , 0 , 1 , E -1 , E -1 , E -1 ,E -1 , 4 ] rcv ackl 621
and-data 656
snd ack 640

575 1 1 , * 3 , 3 , 3 ' 3 E 2 -1 , E -1 , E -1 ,E -1 , -1 snd data 588
and acK 589

589 1 1 , 0 , 3 , 3 , 3 , 3 , E -1 E -1 , E -1 .E -1 , 3 rcv-ackO 572
snd data 605

605 2 , 0 , 4 , 4 , 3 , 3 , E -1 , E -1 , D2 3 .E -1 , 3 1 rcv-ackl 584
and data 617
rcv-data 618

617 3 , 0', 0 , 1 , 3 , 3 , E -i , 2 -i , 02 3 ,D3 4 , 3 rcv-ack2 599
snd-data 629
rcv data 630

629 4 , 0 , , 2 , 3 , 3 , DOC 0 , 2 -1 D2 3 .D3 4 , 3 rcv-ack3 610
rcv data 643

643 4 , 1 , 1 , 2 , 4 , 4 , DO 0 E E -1 , E -1 ,D3 4 , 3 rcv-ack3 623
rcv-data 657

657 4 , 2 , 1 , 2 o 0 , I , DO 0 , E -1 , E -1 .E -1 , 3 ] rcv-ack3 635
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rcv data 672
672 (4 ,3 ,1, 2 ,1, 2 ,E -, E -, E -,E -1, 3 rcvack3 650

snd ack 669
630 (3 ,1 ,0 ,1, 4 ,4 ,E -1, E -1 E -1,D3 4, 3 rcvack2 611

snd data 643
rcv-data 644

644 ( 3 , 2 , 0 , 1 , 0 , 1 , E -1 , E -1 E -1 ,E -1 , 3 ] rcv-ack2 624
snd-data 657
snd-ack 640

618 ( 2 , 1 , 4 , 4 , 4 , 4 , E -1 , E -1 E -1 ,E -1 , 3 ] rcv-ackl 600
snd-data 630
snd-ack 616

544 2 ,0 ,3 ,3 ,2 ,2 ,E -1, D1 2 E -i E -1, 2] rcv-ackl 557
snd-data 558
rcv-data 559

558 [ 3 , 0 , 4 , 4 , 2 , 2 , E -1 , D1 2 D2 3 ,E -1 , 2 1 rcv-ack2 574
snd-data 576
rcv data 577

576 [ 4 , 0 , 0 , 1 , 2 , 2 , E -1 , 01 2 02 3 ,03 4 , 2 1 rcv-ack3 587
rcv data 590

590 [4 ,1, 0 ,1, 3 ,3 ,E -1, -1, D2 3 ,03 4, 2 ]rcv-ack3 603
rcv-data 606

606 [4 ,2 ,0 ,1 ,4 ,4 ,E -1, -I E -1,D3 4, 2 ]rcvack3 615
rcv data 619

619 [ 4 , 3 , 0 , 1 0 , 1 , E -1 , E -1 , E -1 ,E -1 , 2 ] rcv-ack3 627
snd-ack 607

577 3 , 1 , 4 , 4 , 3 , 3 , E -1 , E -1 , 02 3 ,E -1 , 2 ] rcv-ack2 588
snd-data 590
rcv data 591

591 1 3 , 2 , 4 , 4 , 4 , 4 , E -1 , E -1 E -1 ,E -1 , 2 ] rcv ack2 604
snd-data 606
snd-ack 583

559 [ 2 , 1 , 3 , 3 , 3 , 3 , E -1 , E -1 , E -1 ,E -1 , 2 ] rcv-ackl 575
snd data 577
snd acK 556

401 [ 3 , 1 , 0 , 4 , 3 , 2 , E -1 , D1 3 , D2 4 ,E -1 , -1 ] snd-data 414
rcv-data 415

415 [ 3 , 2 . 0 . 4 , 4 , 3 , E -1 , E -1 , 02 4 ,E -1 , -1 ] snd-data 430
rcv-data 431

431 [ 3 , 3 , 0 , 4 , 0 , 4 , E -1 , E -1 , E -1 ,E -1 , -1 ] snd-data 442
snd ack 443

443 [ 3 , 0 , 0 , 4 , 0 , 4 , E -1 , E -1 , E -1 ,E -1 , 0 ] rcv-ackO 457
snd-data 458

457 [ 0 , 0 , 0 , 4 0 , 4 , E -1 , E -1 , E -1 ,E -1 , -1 ] snd data 468
468 1 1 , 0 , 1 , 1 , 0 , 4 , E -1 , E -1 E -1 ,D3 0 , -1 ] snd-data 481

rcv-data 482
481 2 , 0 , 2 , 2 , 0 , 4 , 00 1 , E -1 E -1 ,D3 0 , -1 1 snd-data 493

rcv-data 494
493 [ 3 , 0 , 3 , 3 , 0 , 4 00 1 D1 2 , E -1 ,D3 0 , -1 snd data 509

rcv-data 510
509 [ 4 0 4 4 0 4 DO 1 Ol 2 02 3 ,D3 0 -1 rcv-data 525
525 4 1 4 4 1 1 00 1 D0 2 02 3 ,E -1 -1 1 rcv-data 545
545 4 2 4 4 2 2 E -1 01 2 D2 3 ,E -1 -1 ] rcv-data 560
560 [ 4 3 4 4 3 3 E -1 E -1 D2 3 ,E -1 -1 ] rcv-data 578
578 [ 4 4 4 4 4 4 E -1 2 -E E -1 ,E -1 -1 ] snd-ack 592
592 4 0 4 4 4 4 E -1 E -1 E -1 ,E -1 4 ] rcv-ackO 597
510 3 1 3 3 1 1 DO 1 01 2 E -1 ,E -1 -1 ] snd-data 525

rcv-data 526
526 1 3 2 3 3 2 2 E -1 D1 2 E -1 ,E -1 -1 1 snd-data 545

rcv data 546
546 [ 3 3 3 3 3 3 E -i £ - 1 E -1 E -1 1 sod-data 560

snd-ack 561
561 1 3 0 3 3 3 3 , -1 E -1 E -, - 3 rcv-ackO 572

snd data 579
579 4 0 4 4 3 3 E -K £ -1 02 3 ,E -1 3 ] rcv-ackl 584

rcv data 593
593 1 4 I 4 4 4 4 E -1 E -1 E -1 ,E -1 3 ] rcv-ackl 600

snd ack 592
494 1 2 1 2 2 1 1 0 , -1 . £ -1 ,E -1 -1 ] snd-data 510

rcv-data 511
511 1 2 2 2 2 2 2 E -1 E -1 E -1 ,E -1 -1 snd-data 526

snd ack 527
527 1 2 0 2 2 2 2 £ -1 E -1 E -1 ,E -1 2 ] rcv-ackO 543

snd data 547
547 [ 3 0 3 3 2 2 £ -1 1 2 E -1 ,E -1 2 rcv-ackl 557

snd-data 562
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rev data 563
562 [ 4 0 , 4 * 4 2 2 E 2 -1 , Dl 2 D2 3 ,E -1 2 ] rcv ack2 574

rcv-data 580
580 4 1 4 , 4 , 3 , 3 E E -1 E -1 D2 3 ,E -1 , 2 ] rcv ack2 588

rcv-data 594
594 4 * 2 , 4 o 4 , 4 , 4 E -1 , E -1 , E -1 .E -1 * 2 ] rev-ack2 604

snd-ack 592
563 ( 3 , 1 * 3 * 3 # 3 * 3 E 2 -1 E £ -1 E -1 .E -1 , 2 ] rev ackl 575

snd-data 580
snd ack 561

482 1 , 1 , 1 , 1 1 1 , 1 , E -1 E -1 E -1 ,E -1 , -1 1 snd data 494
snd-ack 495

495 [ 1 , 0 , 1 , 1 , 1 , 1 , E -1 E -1 E -1 ,E -11 1 rev ackO 480
snd-data 512

512 [ 2 , 0 , 2 , 2 1 1 , 1 , DO 1 E -1 E -1 ,E -i , 1 ] rcv ackl 492
snd-data 528
rev-data 529

528 , 3 0 3 1 1 ,00 1 l D1 2 E -1 .E -1 1 ] rcv-ack2 507
snd data 548
rev-data 549

548 [ 4 , 0 , 4 , 4 , 1 1 00 1 Dl 2 0 02 3 ,E -1 1 i rev ack3 522
rcv-data 564

564 4 , 1 , 4 , 4 , 2 , 2 E 2 -1 , Dl 2 D2 3 ,E -1 , 1 1 rcv-ack3 541
rev data 581

581 [ 4 , 2 , 4 , 4 , 3 , 3 E 2 -1 , E -1 D2 3 ,E -1 , 1 1 rcv-ack3 555
rev data 595

595 1 4 , 3 , 4 , 4 , 4 , 4 E E -1 E -1 E -1 ,E -11 1 rcv-ack3 571
snd ack 592

549 ( 3 1 i , 3 3 , 2 , 2 E 2 -1 , DI 2 E -1 .E -1 , 1 1 rev-ack2 523
snd data 564
rev-data 565

565 ( 3 , 2 , 3 , 3 , 3 , 3 E 2 -1 , E -1 E -1 .E -1 , 1 1 rev-ack2 542
snd-data 581
snd ack 561

529 [ 2 , 1 , 2 * 2 , 2 , 2 E 2 -1 E -1 E -1 .E -1 , 1 1 rev-ackl 503
snd data 549
snd ack 527

458 [ 4 , 0 , 1 1 1 0 , 4 E 2 -1 , E -1 E -1 ,D3 0 0 ] rev ackl 468
rev data 469

469 [ 4 , 1 , 1 , 1 ,1 1 E -1 E -1 , E -1 ,E -1 , 0 ] rcv-ackl 482
snd ack 467

383 [ 2 , 1 , 4 , 3 3 , 2 E E -1 0 01 3 E -1 .E -1 -1 ] snd data 401
rev-data 402

402 [ 2 , 2 , 4 , 3 4 , 3 E 2 -1 E -1 E -1 ,E -1 , -1 ] snd data 415
snd-ack 416

416 [ 2 , 0 * 4 , 3 , 4 , 3 , E -1 E -1 E -1 ,E -1 , 4 1 rcv-ackO 432
snd data 433

432 [ 0 , 0 , 4 , 3 , 4 * 3 E -1 E -1 E -1 .E -1 , -1 snd-data 444
444 ( 1 , 0 , 0 , 4 , 4 , 3 E 2 -' , E -K , D2 4 ,E -1 , -I snd-data 459

rev data 460
459 [ 2 , 0 1 1 , i , 4 3 , E -1 E -1 0 02 4 ,03 0 , -1 snd-data 470

rev-data 471
470 1 3 , 0 , 2 2 , 4 3 ,00 1 E-1 , 02 4 ,03 0 , -1 snd-data 483

rev-data 484
483 [ 4 0 3 3 4 3 OC 0, 2 02 4 ,D3 0 -1 rcv-data 496
496 4 1 3 3 0 4 .0 1 0, 2 E -1 ,03 0 -1 rev data 513
513 4 2 3 3 1 30 . 01 2 E -1 ,E -1 -1 rcv-data 530
530 4 3 3 3 2 2 E-- -1 01 2 E -1 .E -1 -1 rcv-data 550
550 4 4 33 3 3 3 E -1 E -1 E -1 ,E -1 -1 snd-ack 566
566 ( 4 0 3 3 3 3 E -1 E -i 2 -1 ,2 -1 3 rev-ackO 572
484 1 3 1 2 2 0 4 DO E -1 E -1 ,03 0 -1 snd-data 496

rev data 497
497 3 2 2 2 1 1 D0 1 E -1 E -1 ,E -1 -1 1 snd-data 513

rev-data 514
514 3 3 2 2 2 2 E -1 E -1 E -1 .E -1 -1 ] snd-data 530

snd ack 531
531 [ 3 0 2 2 2 2 E -1 E -i E -1 ,E -1 2 rcv-ackO 543

snd-data 551
551 4 0 3 3 2 2 2 -E 01 2 E -1 ,E -1 2 ] rcv-ackl 557

rev-data 567
567 4 1 3 3 3 3 E -1 E -1 E -1 ,E -1 2 rcv-ack! 575

snd ack 566
471 2 1 1 0 4 E -i E -1 E -1 .03 0 -i snd-data 484

rev data 485
485 2 2 1 1 1 I E -1 E -1 E -1 ,E -1 -1 snd-data 497

snd-ack 498
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498 [2 0 1 ,1 1 1 E -1, E -1 E -1,E -1, 1] rcv ackO 480
snd data 515

515 [ 3 , 0 , 2 , 2 , 1 , 1 , DO 1 E 2 -1 E -1 ,E -1 , 1 ] rcv-ackl 492
snd-data 532
rcv data 533

532 [ 4 , 0 , 3 , 3 , 1 1 1 , DO 1 Dl 2 E 2 -1 ,E -1 , 1 1 rcv-ack2 507
rcv data 552

552 [ 4 , 1 , 3 , 3 , 2 , 2 , E -1 , D0 2 E 2 -1 ,E -1 , 1 ] rcv-ack2 523
rcv data 568

568 [ 4 , 2 , 3 , 3 , 3 , 3 , E -1 E -1 E -1 ,E -1 , 1 1 rcv-ack2 542
snd ack 566

533 3 ,1 ,2 ,2 ,2 ,2 ,E -1, E -1, E -1,E -1, 1] rcv-ackl 508
snd-data 552
snd ack 531

460 1 1 , 1 , 0 , 4 , 0 , 4 , E -1 , E -1 E -1 ,E -1 , -1 ] snd-data 471
snd-ack 472

472 1, 0 ,0 ,4 ,0 ,4 ,E -1 -1, E -1,E -1, 0 rcv-ack0 457
snd data 486

486 ( 2 , 0 , 1 , 1 , 0 , 4 E 2 -1 , E -1 , E -1 ,D3 0 , 0 ] rcv-ackl 468
snd-data 499
rcv-data 500

499 [ 3 , 0 , 2 , 2 , 0 , 4 , DO 1 , E -1 E -1 ,D3 0 , 0 ] rcv-ack2 481
snd-data 516
rcv data 517

516 4 0 , 3 , 3 0 4 ,00 1 01 D 2 , E -1 ,D3 0 , 0 ] rcv-ack3 493
rcv-data 534

534 [ 4 1 1 , 3 , 3 , 1 , 1 , DO 1 DI 2 , E -1 ,E -1 , 0 ] rcv-ack3 510
rcv data 553

553 [ 4 , 2 , 3 , 3 , 2 , 2 E 2 -1 Dl 2 , E -1 ,E -1 , 0 ] rcv-ack3 526
rcv da-ta 569

569 [4 ,3 ,3 ,3 , 3, -1, E -1, -, -, 0]rcvack3 546
snd ack 566

517 3 1 i , 2 2 , 1 , 1 , DO I E -1 E -1 ,E -1 , 0 ] rcv-ack2 494
snd data 534
rcv-data 535

535 [ 3 2 , 2 , 2 , 2 , 2 E 2 -1 E -1 E -1 ,E -1 , 0 ] rcv-ack2 511
snd-data 553
snd ack 531

500 2 , 1 , 1 , 1 , 1 , 1 , E -1 , E -1 E -1 ,E -1 , 0 ] rcv-ackl 482
snd data 517

' snd-ack 498
433 [ 3 * 0 , 0 , 4 , 4 3 , E -1 E 2 -1 , D2 4 ,E -1 , 4 ] rcv-ackl 444

snd-data 445
rcv-data 446

445 4 , 0 1 1 , 1 , 4 , 3 , E -1 E -1 , D2 4 ,D3 0 , 4 ] rcv-ack2 459
rcv data 461

461 [ 4 , 1 , 1 , 1 * 0 , 4 E 2 -1 E -1 E -1 ,D3 0 , 4 ] rcv-ack2 471
rcv-data 473

473 C 4 , 2 , 1 , 1 1 , 1 E -1 2 -1 E -1 ,E -i , 4 ] rcv-ack2 485
snd-ack 467

446 [ 3 ,1 * 0 4 , 0 * 4 , E -1 , 2 -1 E -1 ,E -1 , 4 ] rcv-ackl 460
snd-data 461
snd ack 443

368 [ 1 , 1 , 3 , 2 , 3 , 2 E 2 -1 E -1 E -1 ,E -1 , -1 ] snd-data 383
snd-ack 384

384 1 1 0 , 3 , 2 , 3 , 2 , E -i E 2 -1 , E -1 ,E -1 , 3 1 rcv-ackO 403
snd data 404

403 0 , 0 , 3 , 2 , 3 , 2 E 2 -1 E -1 , E -1 ,E -1 , -1 1 snd-data 417
417 1 1 0 , 4 , 3 , 3 , 2 E -1 01 3 , E -1 ,E -1 -1 ] snd-data 434

rcv-data 435
434 2 , 0 0 , 4 3 2 , E - , -1 3 0 02 4 ,E -1 -1 snd-data 447

rcv data 448
447 3 , 0 , 1 , 1 , 3 , 2 E E -i , :1 3 , 02 4 ,D3 0 , -1 snd data 462

rcv-data 463
462 [ 4 0 2 2 3 2 00 1 01 3 D2 4 03 0 -1 rcv-data 474
474 [ 4 1 2 2 4 3 00 1 E -1 D2 4 03 0 -1 rcv-data 487
487 [ 4 2 2 2 0 4 00 1 E -1 E -1 03 0 -1 rcv-data 501
5Q1 [ 4 3 2 2 1 1 00 1 E -1 E -1 E -1 -1 rcv-data 518
518 [ 4 4 2 2 2 2 E -1 E -1 E -1 E -1 -1 snd-ack 536
536 [ 4 0 2 2 2 2 E -1 E -1 E -1 E -1 2 rcv-ackO 543
463 [ 3 1 1 1 4 3 E -1 E -1 D2 4 03 0 -1 snd-data 474

rcv data 475
475 3 , 2 , 1 , 1 , 0 , 4 E 2 -1 E -1 E -1 .03 0 , -1 snd-data 487

rcv-data 488
488 [ 3 , 3 1 , 1 , I , E , E -I , 2 -1 -1 E - , -1 snd-data 501

snd-ack 502
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502 3 0 1 1 1 1 E -1 E -1 E -1 ,E -1 1 rcv ackO 480
snd-data 519

519 4 0 2 2 1 1 DO 1 E -1 E -1 ,E -1 1 rcv-ackl 492
rev-data 537

537 4 1 2 2 2 2 E -1 E -1 E -1 ,E -1 1 rcv ackl 508
snd-ack 536

448 2 1 0 4 4 3 E -1 E -1 D2 4 .E -1 -1 snd-data 463
rcv-data 464

464 2 2 0 4 0 4 E -1 E -1 E -1 ,E -1 -1 snd-data 475
snd-ack 476

476 2 0 0 4 0 4 E -1 E -1 E -1 ,E -1 0 rcv-ackO 457
snd-data 489

489 3 0 1 1 i 0 4 E -1 E -1 E -1 ,03 0 0 1 rcv-ackl 468
snd data 503
rcv data 504

503 4 0 ,2 ,2 ,0 ,4 ,00 1, E -1, E -1,D3 0 0] rcv-ack2 481
rcv data 520

520 [ 4 , 1 , 2 , 2 , 1 ,1 * 00 1 , E -1 E -1 ,E -1 , 0 rcv-ack2 494
rcv data 538

538 [ 4 , 2 , 2 , 2 , 2 , 2 , E -1 E -1 , E -1 ,E -1 , 0 ] rcv ack2 511
snd-ack 536

504 [3 , 1 1, , 1 , E -I E -i E -1,E -1, J] rcv-ackl 482
snd data 520
snd-ack 502

435 [ 1 ,1 i 4 , 3 , 4 , 3 E 2 -1 , E -1 E -1 ,E -1 , -1 snd-data 448
snd-ack 449

449 1 , 0 , 4 , 3 , 4 , 3 , E -1 E -1 E -1 .E -1 , 4 1 rcv-ackO 432
snd-data 465

465 [ 2 0 , 0 , 4 , 4 , 3 E 2 -1 E -1 D2 4 ,E -1 , 4 1 rcv-ackl 444
snd-data 477
rcv-data 478

477 [ 3 , 0 ,1 i 1 , 4 , 3 E 2 -1 E -1 0 02 4 D3 0 , 4 1 rcv-ack2 459
snd data 490
rcv-data 491

490 [ 4 , 0 , 2 , 2 , 4 , 3 , 00 1 E 2 -1 0 02 4 ,D3 0 , 4 ] rcv-ack3 470
rcv data 505

505 [ 4 , 1 , 2 , 2 , 0 , 4 , DO 1 E 2 -1 , E -1 ,03 0 , 4 ] rcv-ack3 484
rcv-data 521

521 4 , 2 , 2 , 2 , 1 , 1 , DO 1 E 2 -1 E -1 ,E -1 , 4 1 rcv ack3 497
rcv-data 539

539 ( 4 , 3 , 2 , 2 , 2 , 2 E 2 -1 , E -1 , E -f ,E -1 , 4 1 rcv-ack3 514
snd-ack 536

491 [ 3 I , 1 1 1 0 , 4 E -1 , 2 -i , E -1 ,D3 0 , 4 2 rcv-ack2 471
snd-data 505
rcv-data 506

506 [ 3 , 2 1 1 , 1 , 1 E 2 -1 o £ -1 E -1 E2 -1 4 1 rcv-ack2 485
snd-data 521
snd-ack 502

478 [ 2 ,1 * 0 , 4 0 * 4 E 2 -1 , E -1. E -1 ,2 -1 , 4 rcv-ackl 460
snd data 491
snd-ack 476

404 [ 2 , 0 , 4 . 3 , 2 E 2 -1 , D2 3 E -1 ,E -1 , 3 rcv-ackl 417
snd-data 418
rcv-data 419

418 [ 3 , 0 , 0 , 4 3 , 2 2 -1 01 3 D 02 4 ,E -1 , 3 1 rcv-ack2 434
snd data 436
rcv-data 437

436 [ 4 , 0 , 1 , 1 , 3 , 2 E 2 -1 , 01 3 0 02 4 ,D3 0 , 3 1 rcv-ack3 447
rcv data 450

450 [ 4 1. , I 1 2 , 4 , 3 E 2 -1 E -1 D2 4 ,D3 0 , 3 rcv-ack3 463
rcv data 466

466 3 4 , 2 , 1 2. , 0 , 4 E 2 -1 , E -1 E 2 -2 .D3 0 " 3 rcv-ack3 475
rcv data 479

479 4 3 ,1 *1 1 2 , E 2 -1 E 1 E -1 .E -1 3 rcv-ack3 488
snd ack 467

437 1 3 , 1 * 0 , 4 . 4 . 3 E -1 , 2 -1 , 02 4 ,E -1 3 ] rcv-ack2 448
snd-data 450
rcv-data 451

451 [ 3 , 2 , 0 , 4 0 , 4 E 2 -1 E 2 -1 , E -1 .E -1 , 3 ] rcv-ack2 464
snd-data 466
snd ack 443

419 [ 2 1. , 4 3 4 , 3 E 2 -1 ,E -1 E -1 ,E -1 , 3 rcv _ackl 435
snd-data 437
snd-ack 416

261 [ 3 1 *1 , 4 4 , 2 E -1 * 01 4 0 02 0 .E -1 , -1 1 snd-data 274
rcv-data 275
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275 [ 3 , 2 , 1 , 4 , 0 3 E -1 E -1 0 02 0 ,E -1 , -1 ] snd data 290
rcv data 291

291 3 ,3 ,1 ,4 ,1, 4 ,E -1 E -1 -1, -] snd-data 302
snd-ack 303

303 3 ,0 ,1, 4 ,1, 4 ,E -1, E -1, E -1,E -1, rcv-ack0 317
snd data 318

317 0 ,0 ,1, 4 ,1, 4 ,E -1, E -1, E -1,E -1, -1] snddata 328
328 1 1 0 2 1 1 4 E 2 -1 E -1 , E -1 ,D3 1 , -1 snd data 341

rcv data 342
341 2 ,0 ,3 ,2 ,1, 4 ,DO 2 , E -1 ,E -1,D3 1 , -1] snddata 353

rcv data 354
353 3 ,0 ,4 ,3 ,1, 4 ,00 2 , 01 3 ,E -1,03 1 , -1] snd-data 369

rcv data 370
369 0 0 4 1 4 00 2 D1 3 D2 4 ,D3 1, -1 rcvdata 385
385 4 1 0 4 2 1 DO 2 01 3 D2 4 ,E -1 -1 rcv-data 405
405 4 2 0 4 3 2 E -1 D1 3 02 4 ,E -1 -1 rcv-data 420
420 4 3 0 4 4 3 E -1 E -1 D2 4 ,E -1 -1 rcv data 438
438 4 4 0 4 0 4 E -1 E -1 E -1 ,E -1 -1 snd ack 452
452 4 0 0 4 0 4 E -1 E -1 E -1 ,E -1 0 rcv-ackO 457
370 3 1 4 3 2 1 00 2 D1 3 E -1 ,E -1 -1 snd-data 385

rcv-data 386
386 3 ,2 4 3 3 2 E -1 D1 3 E -1 -1 -1 snd-data 405

rcv data 406
406 3 3 4 3 4 3 E -1 E -1 E -1 E -1 -1 snd-data 420

snd ack 421
421 3 0 4 3 4 3 E -1 E -1 E -1 ,E -1 4 rcv ackO 432

snd-data 439
439 4 0 0 4 4 3 E -1 E -1 D2 4 ,E -1 4 rcv-ackl 444

rcv data 453
453 4 1 0 4 0 4 E -1 E -1 E -1 ,E -1 4 rcv-ackl 460

snd-ack 452
354 2 1 3 2 2 1 00 2 E -1 E -1 ,E -1 -1 snd-data 370

rcv data 371
371 2 2 3 2 3 2 E -1 E -1 E -1 ,E -1 -1 snd-data 386

snd ack 387
387 2 0 3 2 3 2 E -1 E -1 E -1 ,E -1 3 ] rcv-ack0 403

snd data 407
407 3 0 4 3 3 2 E -1 01 3 E -1 ,E -1 3 ] rcv-ackl 417

snd-data 422
rcv-data 423

422 [ 4 , 0 , 0 , 4 , 3 , 2 , E -1 , 01 3 0 02 4 ,E -1 , 3 1 rcv-ack2 434
rcv-data 440

440 1 4 , 1 , 0 , 4 . 4 , 3 E 2 -1 , E -1 , 02 4 ,E -1 , 3 1 rcv-ack2 448
rev data 454

454 [ 4 , 2 , 0 , 4 , 0 , 4 E E -1 , E -1 , E -1 ,E -1 , 3 1 rcv-ack2 464
snd-ack 452

423 [ 3 , 1 , 4 , 3 , 4 , 3 , E -1 E -1 , E -1 ,E -1 , 3 ] rcv-ackl 435
snd-data 440
snd ack 421

342 1 , 1 , 2 , 1 , 2 , 1 , 2 -1 , E -1 -1 E -1 , -i nddata 354
snd-ack 355

355 1 1 , 0 , 2 , 1 , 2 1 1 , E -E E -1 E -1 ,E -1 , 2 1 rcv-ackO 340
snd-data 372

372 [ 2 , 0 , 3 , 2 , 2 I , 00 2 , E -1 , E -1 ,E -1 , 2 1 rcv-ackl 352
snd data 388
revydata 389

388 [ 3 , 0 , 4 , 3 , 2 , I , 00 2 D Dl 3 E 2 -1 ,E -1 , 2 1 rcv-ack2 367
snd-data 408
rcv data 409

408 , 4 0 0 4 , 2 , 1 , 00 2 , 01 3 , D2 4 ,E -1 , 2 1 rcv-ack3 382
rcv da'La 424

424 [ 4 . 1 , 0 , 4 , 3 2 , E -1 , Dl 3 , 02 4 ,E -1 , 2 rcv a:.k3 401
rcv-data 441

441 [ 4 , 2 , 0 , 4 , 4 , 3 , E -1 , E -1 0 02 4 ,E -1 , 2 ] rcv-ack3 415
rcv data 455

455 4 , 3 , 0 , 4 , 0 , 4 , E -1 , E -1 E -1 .E -1 , 2 rcv-ack3 431
snd-ack 452

409 3 1 1 , 4 , 3 , 3 2 , E -1 , Di 3 , E -1 ,E -1 , 2 rcv-ack2 383
snd-data 424
rcv-data 425

425 [ 3 , 2 , 4 , 3 , 4 , 3 E E - , E -i E 2 -1 ,2 -1 , 2 rcv-acK2 402
snd data 441
snd ack 421

389 2 , 1 , 3 , 2 * 3 , 2 , E -1 , E -1 E -1 ,E -1 , 2 rcv-ackl 368
snd data 409
snd-ack 387
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318 4 0 2 1 1 4 E -I E -1 E -1 ,03 1 1] rcvackl 328
rcv data 329

329 4 1 2 1 2 1 E -1 E -1 E -1 .E -1 1 ] rcv-ackl 342
snd ack 327

243 2 1 0 3 4 2 E -1 D1 4 E -1 -1 -1 snd-data 261
rcv data 262

262 2 2 0 3 0 3 E -1 E -1 E -1 ,E -1 -1 snd-data 275
snd ack 276

276 2 0 0 3 0 3 E -1 E -1 E -1 E -1 0 ]rcv-ack0 292
snd-data 293

292 0 0 0 3 0 3 E -1 E -1 E -1 ,E -1 -1 ] and-data 304
304 1 0 1 4 0 3 E -1 E -1 02 0 ,E -1 -1] snddata 319

rcv data 320
319 2 0 ,2 ,1 0 ,3 ,E -1, E -1, D2 0 ,D3 1, -1] snd-data 330

rcv-data 331
330 3 0 a , 3 2 0 3 , 00 2 , E -1 , D2 0 ,D3 1 -1 ] snd-data 343

rcv data 344
343 [4 0 4 3 0 3 00 2 01 3 D2 0 ,D3 1 -1] rcv-data 356
356 4 , 4 3 1 4 00 2 D1 3 E -1,03 1 -1] rcv-data 373
373 C 4 2 , 4 3 2 1 00 2 D1 3 E -1 ,E -1 -1 ] rcv data 390
390 [ 4 3 , 4 3 3 2 E -1 01 3 E -1 .E -1 -1 1 rcv-data 410
410 4 4 , 4 3 4 3 E -1 E -1 E -1,E -1 -1] snd-ack 426
426 [ 4 0 , 4 3 4 3 E -1 E -1 E -1 ,E -1 4 ] rcv-ack0 432
344 3 1 ,3 2 1 4 00 2 E -1 E -1,D3 1 -1] snd-data 356

rcv-data 357
357 3 2 , 3 2 2 1 00 2 E -1 E -1 ,E -1 -1 snd data 373

rcv-data 374
374 3 3 3 2 3 2 E -1 E -1 E -1 .E -1 -1 1 snd-data 390

snd-ack 391
391 3 0 3 2 3 2 E -1 E -1 E -1 ,E -1 3 ] rcv-ackO 403

snd-data 411
411 4 0 4 3 3 2 E -1 01 3 E -1 ,E -1 3 ] rcv-ackl 417

rcv data 427
427 4 1 4 3 4 3 E -1 E -1 E -1 ,E -1 3 1 rcv-ackl 435

snd ack 426
331 2 1 2 1 1 4 E -1 E -1 E -1 ,D3 1 -1 snd-data 344

rcv-data 345
345 2 2 2 1 2 1 E -1 E -1 E -l-,E -1° -1 snd-data 357

snd ack 358
358 2 0 2 1 2 1 E -1 E -1 E -1 ,E -1 2 rcv-ack0 340

snd-data 375
375 3 0 3 2 2 1 00 2 E -1 E -1 ,E -1 2 rcv-ackl 352

snd-data 392
rcv data 393

392 [ 4 , 0 , 4 , 3 , 2 , i , 00 2 , D1 3 E 2 -1 ,E -1 , 2 ] rcv-ack2 367
rcv data.412

412 [ 4 , 1 , 4 , 3 , 3 , 2 , E -1 , 01 3 E 2 -1 ,E -1 , 2 ] rcv-ack2 383
rcv-data 428

428 4 ,2 ,4 ,3 ,4 3 ,E -1, E -1, E -i E -1. 2 rcv-ack2 402
snd-ack 426

393 1 3 , I , 3 , 2 , 3 , 2 E -1 , E -1 , E -1 .E -1 , 2 ] rcv-ackl 368
snd data 412
snd-ack 391

320 1 1 , 1 , 1 , 4 , I , 4 , E -1 , 2 -1 , E -1 .E -1 , -1 1 snd-data 331
snd-ack 332

332 1 , 0 1 1 , 4 , 1 , 4 , E -i , E -1 , E -1 .E -1 , 1 1 rcv-ackO 317
snd-data 346

346 [ 2 , 0 , 2 , 1 , 1 , 4 , E -1 E -1 E -1 .D3 1 , 1 ] rcv-ackl 32R
snd-data 359
rcv-data 360

359 [ 3 , 0 , 3 , 2 ,1 * 4 00 2 E -i . 2 -1 .03 1 .1 1 rcv-ack2 341
snd-data 376
rcv data 377

376 4 , 0 , 4 , 3 .1 i 4 , 00 2 , D1 3 E 2 -1 0D3 , 1 1 rcv-ack3 353
rcv-data 394

394 [ 4 , I , 4 , 3 , 2 1. 00 2 , D1 3 , E -1 .E -1 , 1 rcv-ack3 370
rcv-data 413

413 [ 4 , 2 , 4 , 3 . 3 , 2 , E -1 , Di 3 , E -1 ,E -1 , 1 rcv-ack3 386
rcv-data 429

429 4 ,3 * 4 , 3 , 4 , 3 , E -1 , E -l , E -1 ,2 -I 1 I rcv-ack3 406
snd-ack 426

377 f 3 , 1 . 3 .2 2 . 3 2 E -I 2 -i ,E -1 E 1 1 rcv-ack2 354
snd data 394
rcv data 395

395 ( 3 , 2 , 3 , 2 , 3 , 2 E E -1 , E -2 , E -1 E -1 , I rcv-ack2 371
snd-data 413
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snd ack 391
360 C 2 , 1 , 2 , 1 , 2 1 i E -1 , E -1 , E -1 ,E -1 ,1 i rev-ackl 342

snd data 377
snd-ack 358

293 ( 3 , 0 , 1 , 4 , 0 , 3 E 2 -1 E -1 0 02 0 ,E -1 , 0 ] rev-ackl 304
snd data 305
rev-data 306

305 [ 4 , 0 , 2 , 1 , 0 , 3 E 2 -1 E -1 0 02 0 ,03 1 , 0 ] rev ack2 319
rev-data 321

321 [4 ,1 ,2 ,1 1 4 ,E -1, E -1, E -1,D3 1, 0 ]rcv-ack2 331
rev data 333

333 [4 ,2 ,2 ,1 ,2 ,1 ,E -1, E -1, E -1,E -1 0 ]rcvack2 345
snd-ack 327

306 [ 3 , 1 1 , 4 , 1 , 4 , E -1 E -1 , E -1 ,E -1 , 0 ] rev ackl 320
snd-data 321
snd ack 303

228 1 , 1 , 4 , 2 , 4 , 2 , E -1 , E -1 E -1 ,E -1 , -1 snd-data 243
snd ack 244

244 1 , 0 , 4 , 2 , 4 , 2 , E -1 E -1 E -1 .E -1 , 4 ] rcv-ackO 263
snd-data 264

263 0 , 0 , 4 , 2 * 4 2 E 2 -1 E -1 E -1 ,E -1 , -1 snd data 277
277 1 , 0 , 0 * 3 , 4 , 2 E 2 -1 , 01 4-, E -1 ,E -1 , -1 ] snd-data 294

rev data 295
294 2 , 0 , 1 , 4 , 4 , 2 , E -1 D1 4 D 02 0 ,E -1 , -1 ] snd-data 307

rev data 308
307 3 , 0 , 2 , 1 , 4 , 2 E E -1 0 01 4 D 02 0 ,03 1 , -1 snd-data 322

rev-data 323
322 4 ,0 3 2 4 2 DO 2 01 4 02 0 ,D3 1 -1 rcv-data 334
334 4 , 1 3 2 0 3 00 2 E -1 02 0 ,D3 1 -1 ] rcvdata 347
347 4 , 2 3 2 1 4 00 2 E -1 E -1 ,03 1 -1 1 rev data 361
361 4 , 3 3 2 2 1 DO 2 E -1 E -1 ,E -1 -1 rcv-data 378
378 4 , 4 3 2 3 2 E -1 Z -1 E -1 ,E -1 -1 ] and-ack 396
396 4 ,0 3 2 3 2 E -1 E -1 E -1 E -1 3] revackO 403
323 3 ,1 2 1 0 3 E -1 E -1 02 0 ,03 1 -1 snd-data 334

rev-data 335
335 3 2 2 1 1 4 E -1 E -1 E -1 ,D3 1 -1 snd-data 347

rev-data 348
348 3 3 2 1 2 1 E -1 E -i E -1 ,E -1 -1 snd-data 361

snd-ack 362
362 3 0 2 1 2 1 E -1 E -i E -1 ,E -1 2 C rev-ackO 340

snd-data 379
379 4 0 3 2 2 1 DO 2 E -1 E -1 .E -1 2 ] rev-ackl 352

rev-data 397
397 4 1 3 2 3 2 E -1 E -1 E -1 ,E -1 2 C rev-ackl 368

snd-ack 396
308 2 1 1 4 0 3 E -1 E -1 D2 0 ,E -1 -1 ] snd-data 323

rev-data 324
324 2 2 1 4 1 4 E -1 E -1 P -1 ,E -1 -1 C snd-data 335

snd-ack 336
336 C 2 0 1 4 1 4 E -1 E -1 E -1 ,E -1 1 1 rev-ackO 317

snd-data 349
349 C 3 0 2 1 1 4 E -1 E -1 E -1 .03 1 1 ] rcv-ackl 328

snd-data 363
rev data 364

363 [ 4 , 0 , 3 , 2 1 1 , 4 , 00 2 E E -1 , E -1 ,D3 1 , 1 rev ack2 341
rev-data 380

380 [ 4 , 1 , 3 , 2 , 2 1 1 , 00 2 ,E - , E -1 ,E -1 1 1 rev-ack2 354
rev-data 398

398 [ 4 , 2 , 3 , 2 , 3 , 2 , E - , E -1 , E -1 -i , 1 rev-ack2 371
snd ack 39¢

364 [ 3 , 1 , 2 , 1 , 2 , 1 , - , E -K I E -1 ,E -i rev ackl 342
snd data 380
snd-ack 362

295 C 1 , I 0 3 0 , 3 , E -1 , E -1 , E -1 ,E -1 , -1 snd-data 308
snd-ack 309

309 1 , 0 , 0 , 3 , 0 , 3 E 2 -1 E -1 , E -1 ,E -1 , 0 ] rev-ackO 292
snd-data 325

325 C 2 , 0 , 1 , 4 , 0 , 3 , E -1 , E -1 D2 0 ,E -1 , 0 rev-ackl 304
snd-data 337
rev-data 338

337 [ 3 , 0 , 2 , 1 , 0 , 3 , £ -i E 2 -1 , 02 0 ,03 1 , 0 rev-ack2 319
sna-data 350
rev-data 351

350 C 4 * 0 , 3 * 2 o 0 , 3 0 00 2 , E -K 1 02 0 ,03 1 , 0 rev-ack3 330
rev-data 365

365 4 , 1 , 3 , 2 1 I , 4 , 00 2 , E -1 , E -1 03 1 , 0 1 rcv-ack3 344
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rcv data 381
381 [ 4 , 2 * 3 , 2 , 2 1 * 00 2 , E -1 , E -1 ,E -1 , 0 ] rcv-ack3 357

rcv data 399
399 [ 4 , 3 , 3 , 2 , 3 * 2 E 2 -1 , E -1 E -1 .E -1 , 0 rcv-ack3 374

snd ack 396
Z51 [ 3 ,1 * 2 ,1 1 , 4 E 2 -1 E -1 , E -1 .03 1 , 0 1 rcv-ack2 331

snd-data 365
rcv-data 366

366 3 , 2 , 2 , 1 * 2 I , E -1 E -1 E -1 ,E -1 , 0 ] rcv-ack2 345
snd-data 381
snd ack 362

338 [ 2 , 1 ,1 * 4 , 1 , 4 , E -1 E -1 , E -1 .E -1 , 0 ] rcv ackl 320
snd data 351
snd ack 336

264 2 ,0 0 ,3 4 ,2 ,E -1, 01 4 E -1 E -1, 4] rcv-ackl 277
snd data 278
rcv data 279

278 [ 3 , 0 1 , 4 , 4 , 2 E 2 -1 0 01 4 , D2 0 .E -1 , 4 ] rcvack2 294
snd-data 296
rcv-data 297

296 ( 4 , 0 o 2 ,1 * 4 , 2 E 2 -1 , Dl 4 D 02 0 ,D3 1 , 4 1 rcv ack3 307
rcv-data 310

310 4 , 1 , 2 , 1 , 0 , 3 E 2 -1 E -1 D2 0 ,03 1 , 4 1 rcv ack3 323
rcv-data 326

326 [ 4 2 , 2 ,1 *1 , 4 , E -1 E 2 -1 , E -1 .D3 1 , 4 ] rcv ack3 335
rcv-data 339

339 [ 4 , 3 * 2 , 1 , 2 1 E -1 E -1 E -1 .E -1 , 4 ] rcv-ack3 348
snd-ack 327

297 [ 3 ,1 i 1 , 4 , 0 * 3 E 2 -1 E -1 D2 0 .E -1 * 4 ] rcv-ack2 308
snd-data 310
rcv-data 311

311 [ 3 2 ,1 * 4 I o 4 E 2 -1 E -1 , E -1 .E -1 * 4 1 rcv ack2 324
and-data 326
snd ack 303

279 2 ,1 * 0 , 3 , 0 , 3 , E -1 E -1 E -1 ,E -1 * 4 1 rcv ackl 295
snd-data 297
snd ack 276

121 1 3 .1 * 2 , 4 , 0 2 , E - , D1 0 0 02 1 ,E -1 , -1 snd-data 134
rcv-data 135

135 1 3 , 2 , 2 , 4 , 1 3 E --1 2 02 1 .E -1 , -1 snd-data 150
rcv data 151

151 1 3 , 3 , 2 , 4 2 4 , -1 E -1 E -1 .E -1 , -1 ] and-data 162
sna-ack 163

163 [ 3 , 0 , 2 , 4 2 , 4 ,E 2-i , E -1 E -1 ,E -1 2 rcv-ackO 177
snd data 178

177 [ 0 , 0 , 2 4 2 , 4 E 2 -1 , 2 -1 , E -1 ,E -1 , -1 1 snd-data 188
188 1 , 0 , 3 , 1 2 , 4 E 2 -1 E -1 , E -1 .03 2 , -1 snd-data 201

rcv-data 202
201 [ 2 , 0 , 4 , 2 , 2 , 4 , 00 3 E 2 -1 , E -1 .D3 2 , -1 snd-data 213

rcv data 214
213 [ 3 , 0 , 0 , 3 2 4 , 00 3 , 01 4 , E -1 ,03 2 , -1 sna-data 229

rcv-data 230
229 [ 4 0 1 4 2 4 00 3 1 4 02 0 .03 2 -. 1 rcv~data 245
245 4 1, 1 4 3 1 00 3 )l 4 D2 0 .E -1 -1 rcv-data 265
265 [ 4 2 1 4 4 2 , E -1 01 4 02 0 .E -1 -1 rcv-data 280
280 [ 4 3 1 4 0 3 E -1 E -1 02. 0 .E -1 -1 ] rcv-data 298
298 1 4 4 1 4 1 4 E -1 E -1 E -1 .E -1 -1 snd-ack 312
312 1 4 0 1 4 , 4 E -I EE -1 E -1 E -1 1 rcv-ack0 317
230 1 3 1 0 3 3 1 DO 3 01 4 E -1 .E -1 -1 snd data 245

rcv data 246
246 [ 3 2 0 3 4 2 D - , 01 4 E -1 .E -1 -1 snd-data 265

rcv data 266
266 [33 3 0 3 0 3 E- E -i E -1 *E -i -1 snd-data 280

snd-ack 281
281 [ 3 0 0 3 0 3 E -1 E -1 E -1 ,E -1 0 ] rcv-acKO 292

snd data 299
299 [ 4 0 1 4 0 3 E -11 E -1 02 0 .E -1 0 1 rcv-ackl 304

rcv-data 313
313 [ 4 1 1 4 1 4 E -1 E -1 E -1 ,E -1 0 rcv-ackl 320

snd-ack 312
214 2 2 1 4 2 3 , 00 3 E -i 2 -1 .2 -1 E -1 snd-data 230

rcv-data 231
231 1 2 2 4 2 4 2 E - E E -1 - E -1 -1 1 snd-data 246

snd-ack 247
247 [ 2 0 4 2 4 2 E -1 E -1 E -1 .E -1 4 1 rcv-ackO 263

snd-data 267
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267 [ 3 , 0 , 0 , 3 , 4 2 , E -1 , D1 4 , E -1 ,E -1 , 4 ] rev ackl 277
snd data 282
rev-data 283

282 [4 ,0 ,1, 4 ,4 ,2 ,E -1 01 4, D2 0 ,E -1 4 ]rcvack2 294
rev data 300

300 [4 ,1 1, 4 ,0 3 ,E -i E -1, 02 0 E -1 4 ]rcv-ack2 308
rcv-data 314

314 [4 ,2 ,1, 4 ,1 4 E -I E -I E -i E -1, 4] revack2 324
snd-ack 312

283 [3 1, 0 ,3 ,0 3 ,E -i E -I E -i E -1, 4] revackl 295
snd data 300
snd-ack 281

202 ,1, 3 1 3 , I E -I E -i E -1 ,E -1, -1] snddata 214
snd ack 215

215 [ 1 , 0 , 3 , 1 , 3 , 1 , -1 , E -1 , E -1 ,E -1 , 3 ] rcv-ackO 200
snd-data 232

232 [2 ,0 4 ,2 ,3 00 3 E -1 E -1 E -1, 3 ]rcvackl 212
snd data 248
rev-data 249

248 [ 3 , 0 , 0 , 3 , 3 , 1 , 00 3 , 01 4 E E -1 ,E -1 , 3 ] rev-ack2 227
snd-data 268
rev data 269

268 4 ,0 1 4 ,3 , I,00 3, D1 4, D2 0 ,E -1, 3 ]rcvack3 242
rev-data 284

284 [ 4 , 1 , 1 , 4 , 4 , 2 , E -1 , Dl 4 , 02 0 ,E -1 , 3 ] rev-ack3 261
rev-data 301

301 [ 4 , 2 , 1 , 4 , 0 , 3 , E -1 , E -1 , D2 0 ,E -1 , 3 1 rev-ack3 275
rev-data 315

315 [ 4 , 3 ,1 * 4 , 1 , 4 , E -1 o E -1 , E -1 ,E -1 , 3 ] rev ack3 291
snd-ack 312

269 [ 3 1 , 0 , 3 , 4 , 2 , E -1 , D1 4 , E -1 ,E -1 * 3 ]rev ack2 243
snd data 284
rev-data 285

285 3 , 2 , 0 , 3 , 0 , 3 , E -1 E -1 , E -1 ,E -1 , 3 ] rev-ack2 262
snd-data 301
snd ack 281

249 1 2 , 1 , 4 , 2 , 4 , 2 , E -1 , E -1 E -1 ,E -1 , 3 rcv-ackl 228
snd-data 269
snd-ack 247

178 [ 4 , 0 , 3 , 1 , 2 , 4 E 2 -1 , E -1 , E -1 ,03 2 , 2 1 rev-ackl 188
rev-data 189

189 1 4 , 1 , 3 , 1 , 3 I , E -1 , E -1 E -1 ,E -1 , 2 rev-ackl .202
snd ack 187

103 [ 2 1 1 , 3 , 0 , 2 E 2 -1 D1 0 , E -1 ,E -1 , -1 1 snd-data 121
rcv data 122

122 1 2 , 2 , 1 * 3 , 1 , 3 , E -1 , E -1 , E -1 ,E -1 , -1 ] snd-data 135
snd-ack 136

136 [ 2 , 0 1 1 , 3 , 1 i 3 , E -1 E -1 , E -1 ,E -1 , 1 1 rev-ackO 152
snd-data 153

152 0 , 0 , 1 , 3 1 1 , 3 , E '1 * --1 -1 E -i -1 snddata 164
164 1 1 , 0 , 2 , 4 1 1 , 3 E 2 -1 , E -1 0 02 1 ,E -1 , -1 snd-data 179

rev data 180
179 2 , 0 , 3 ,1 i 1 , 3 E 2 -1 , E -1 0 02 1 .D3 2 , -1 1 snd-data 190

rev data 191
190 [ 3 , 0 , 4 , 2 ,1 * 3 , 00 3 , E -1 0 02 1 ,03 2 , -1 ] snd-data 203

rev-data 204
203 4 0 0 3 1 3 00 3 01 4 02 1 ,D3 2 -1 ] rcv-data 216
216 4 1 0 3 2 4 00 3 01 4 E -1 ,03 2 -1 1 rcv-data 233
233 4 2 0 3 3 1 00 3 01 4 E -1 -E -1 -1 ] rcv-data 250
250 4 3 0 3 4 2 E -1 01 4 E -1 ,E -1 -1 ] rev data 270
270 4 4 00 3 0 3 E -1 E -1 E -1 *E -1 -1 ) snd-ack 286
286 4 0 0 3 0 3 E -1 E -1 E -1 ,E -1 0 c rcv_ackO 292
204 3 * 4 2 2 4 00 3 -1 -i 0 -1 ,3 2 -1 1 snd data 216

rev-data 217
217 3 2 4 2 3 1 00 3 E -i 2 -1 E -1 -1 ] snd data 233

rev data 234
234 3 3 4 2 4 2 E -1 E -1 E -1 E -1 -1 ] sod-data 250

snd ack 251
251 3 0 4 2 4 2 E -i E - E -1 E -1 4 rcv-ackO 263

snd-data 271
271 4 0 0 3 4 2 E -1 1 4 E -1 E -1 4 rev-ackl 277

rev-data 287
287 4 1 0 3 0 E -1 E -1 E -1 E -1 4 rcv-ackl 295

snd-ack 286
191 2 3 1 2 A E -1 E -1 E -1 03 2 -1 ] snd-data 204

rcv-data 205
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205 [ 2 , 2 , 3 , 1 3 , 1 , E -1 E -1 E -1 ,E -1 , -1 ] snd data 217
snd ack 218

218 [ 2 , 0 , 3 , 1 * 3 1 E -1 , E -1 , E -1 ,E -1 3 ] rcv-ack0 200
snd data 235

235 [ 3 , 0 , 4 , 2 , 3 1 DO 3 , E -1 , E -1 ,E -1 , 3 ] rcv-ackl 212
snd-data 252
rcv data 253

252 [ 4 , 0 , 0 * 3 * 3 , 1 , DO 3 0 1l 4 E 2 -1 ,E -1 * 3 ] rcv-ack2 227
rcv data 272

272 [ 4 , 1 , 0 , 3 , 4 , 2 E 2 -1 D Dl 4 E -1 ,E -1 , 3 ] rcv-ack2 243
rcv-data 288

298 8 4 , 2 , 0 , 3 , 0 , 3 E 2 -1 , E -1 , E -1 ,E -1 * 3 ] rcv-ack2 262
snd ack 286

253 3 1, 4 ,2 ,4 2 ,E -1, E -1 E -1 E -1, 3 rcvackl 228
and data 272
snd-ack 251

180 1, 1, 2 ,4 ,2 4 E -1 E -1 E -1,E -1, -1] nddata 191
snd-ack 192

192 [1, 0 ,2 ,4 2 ,4 ,E -1 E -1, E -1,E -1 2 ]rcvack0 177
snd data 206

206 [2 , 0 3 ,1 2 ,4 , E -1, E -1 , E -1,D3 2 , 2 ]rcvackl 188
snd-data 219
rcv data 220

219 [3 , 0 ,4 ,2 ,2 4 , DO 3, E -1 , E -1,D3 2 , 2 rcv-ack2 201
snd data 236
rcv-data 237

236 [4 , 0 ,0 ,3 ,2 4 , DO 3 01 4 , E -1 ,D3 2 , 2 ]rcv-ack3 213
rcv data 254

254 [ 4 , 1 , 0 o 3 , 3 * 1 * DO 3 0 D1 4 E E -1 ,E -1 , 2 1 rcv ack3 230
rcv-data 273

273 ( 4 * 2 * 0 , 3 , 4 , 2 , E -1 Dl 4 E 2 -1 ,E -1 , 2 ] rcv ack3 246
rcv-data 289

289 [ 4 , 3 * 0 , 3 , 0 , 3 E 2 -1 , E -1 , E -1 ,E -1 , 2 ] rcv-ack3 266
snd-ack 286

237 ( 3 ,1 * 4 , 2 , 3 1 1 , DO 3 , E -1 E -1 ,E -1 , 2 ] rcv-ack2 214
snd-data 254
rcv data 255

255 [ 3 . 2 , 4 , 2 , 4 , 2 E 2 -1 E -1 , E -1 .E -1 , 2 1 rcv ack2 231
snd-data 273
snd-ack 251

220 [ 2 , 1 , 3 . 1 , 3 , 1 E 2 -1 , E -1 E -1 .E -1 , 2 1 rcv-ackl 202
snd-data 237
snd ack 218

153 [ 3 , 0 , 2 , 4 , i , 3 , E -1 , E -1 D2 I ,E -11 1 rcv-ackl 164
snd-data 165
rcv-data 166

165 ( 4 , 0 , 3 ,1 * 1 , 3 E 2 -1 E 2 -1 D2 1 ,03 2 , 1 ] rcv-ack2 179
rcv data 181

181 ( 4 , 1 , 3 , 1 , 2 , 4 , E -1 E -1 , E -1 ,D3 2 , 1 ] rcv-ack2 191
rcv data 193

193 [ 4 * 2 , 3 , 1 , 3 , 1 , E -1 E -1 E -1 ,E -1 , 1 1 rcv-ack2 205
snd-ack 187

166 1 3 , 1 , 2 , 4 , 2 4 E 2 -1 , 2 -1 E -1 ,E -1 , 1 1 rcv ackl 180
snd-data 181
snd-ack 163

88 11 ,1 * 0 , 2 , 0 , 2 E 2 -1 , E -1 E -1 ,E -1 , -1 1 snd data 103
snd-ack 104

104 [ 1 0 0 2 0 2 E -1 E -1 E -1 ,E -1 0 rcv-ackO 123
snd-data 124

123 [ 0 , 0 , 0 , 2 , 0 2 , E -1 E -1 E -1 .E -1 , -1 1 snd-data 137
137 1 1 , 0 , 1 , 3 , 0 2 E 2 -1 0 01 0 , E -1 ,E -1 , -1 1 snd-data 154

rcv data 155
154 [ 2 , 0 , 2 , 4 , 0 , 2 E E -1 , Dl 0 0 32 1 .E -1 -1 1 snd-data 167

rcv data 168
167 [ 3 , 0 , 3 , I , 0 , 2 E 2 -1 0 01 0 0 02 1 .03 2 , -1 ] snd-data 182

rcv-data 183
182 [ 4 0 4 2 0 2 D0 3 ol 0 02 1 ,03 2 -1 rcv-data 194
194 [ 4 1 4 2 1 3 00 3 E -1 02 1 ,03 2 -1 1 rcv-data 207
207 1 4 2 4 2 2 4 D0 3 E -1 E -1 .03 2 -1 rcv-data 221
221 [ 4 3 4 2 3 1 00 3 E -1 E -1 ,E -1 -1 rcv-data 238
238 [ 4 4 4 2 4 2 E -i E -' E -1 ,E -1 -i snd ack 256
256 14 0 4 2 4 2 E -i E -1 - -1 .E -1 4 rcv-ackO 263
183 3 1 3 1 1 3 E -1 E -1 02 1 ,D3 2 -1 snd-data 194

rcv-data 195
195 [ 3 , 2 ,. 3 , 1 2 , 4 E 2 -1 , E -1 E -1 ,03 2 , -1 snd-data 207

rcv-data 208
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208 3 3 3 1 3 1 E -1 E -1 E -1 E -1 -1 snd data 221
snd-ack 222

222 3 0 3 , 1 3 1 E -1 E -1 E -1 E -1 3 rcv ackO 200
snd-data 239

239 4 0 4 , 2 3 1 00 3 E -1 E -1 E -1 3 rcv-ackl 212
rcv-data 257

257 1 4 1 4 , 2 4 2 E -1 E -1 E -1 E -1 3 rcv ackl 228
snd ack 256

168 2 1 2 , 4 1 3 E -1 E -1 D2 1 E -1 -1 snd-data 183
rcv-data 184

184 2 2 2 , 4 2 4 E -1 E -1 E -1 E -1 -1 snd data 195
snd-ack 196

196 2 0 2 ,4 2 4 E -1 E -1, E -1 E -1 2 rcv-ack0 177
snd data 209

209 3 0 3 1 , 2 4 E -1 E -1 , E -1 03 2 2 ] rcv-ackl 188
snd-data 223
rcv-data 224

223 4 , 0 , 4 , 2 , 2 , 4 , DO 3 E 2 -1 E -1 ,D3 2 , 2 ] rcv ack2 201
rcv-data 240

240 f 4 ,1 4 , 2 , 3 1 D0 3 , E -1 , E -1 ,E -1 , 2 rcv-ack2 214
rcv data 258

258 1 4 , 2 , 4 , 2 , 4 , 2 E 2 -1 , E -1 , E -1 .E -1 , 2 ] rcvack2 231
snd ack 256

224 ( 3 , 1 , 3 ,1 i 3 , 1 E 2 -1 , E -1 , E -1 ,E -1 , 2 ] rcv-ackl 202
snd-data 240
snd-ack 222

155 1 1 , 1 , 1 , 3 I , 3 , E -1 E -1 E -1 ,E -1 , -1 snd data 168
snd-ack 169

169 [1, 0 ,1, 3 ,1, 3 ,E -1, E -1 E -1,E -1, 1] rcvackO 152
snd-data 185

185 [ 2 * 0 , 2 , 4 , I , 3 , E -1 , E -1 , D2 1 ,E -11 1 rcv-ackl 164
snd-data 197
rcv-data 198

197 [ 3 , 0 , 3 , 1 , 1 , 3 E 2 -1 E -1 D2 1 ,03 2 , 1 rcv-ack2 179
snd-data 210
rcv data 211

210 [ 4 , 0 , 4 , 2 1 1 , 3 DO 3 E 2 -1 0 02 1 .D3 2 , 1 rcv-ack3 190
rcv data 225

225 4 1 i , 4 2 2 4 , 00 3 E -1 E -1 ,03 2 , revack3 204
rcv-data 241

241 [ 4 , 2 , 4 , 2 , 3 1 1 , DO 3 , E -1 , E -1 ,E -1 , 1 rcv ack3 217
rcv-data 259

259 [ 4 , 3 , 4 , 2 , 4 , 2 E 2 -1 E -1 E -1 ,E -1 , 1 rcv-ack3 234
snd ack 256

211 1 3 , 1 , 3 , 1 * 2 , 4 E -1 , E -1 , E -1 ,D3 2 1 1 ] rcv ack2 191
snd-data 225
rcv data 226

226 [ 3 , 2 , 3 , 1 , 3 , 1 E E -1 , E -1 E -1 ,E -1 , 1 1 rcv-ack2 205
snd-data 241
snd ack 222

198 [ 2 ,1 * 2 , 4 , 2 , 4 , E -1 E -1 E -1 ,E -1 1 1 rcv ackl 180
snd-data 211
snd ack 196

124 [ 2 , 0 , 1 , 3 , 0 2 , -1 , D0 0 E 2 -1 .E -1 0 ] rcv ackl 137
snd data 138
rcv data 139

138 3 , 0 , 2 , 4 , 0 , 2 E 2 -1 , 01 0 , D2 I .E -1 , 0 ] rcv-ack2 154
snd-data 156
rcv-data 157

156 [ 4 , 0 , 3 , 1 , 0 , 2 E 2 -1 , 01 0 0 02 1 ,03 2 , 0 ] rcv-ack3 167
rcv-data 170

170 [ 4 , 1 , 3 , 1 , 1 , 3 , E -1 E -1 , 02 1 ,03 2 , 0 ] rcv-ack3 183
rcv data 186

186 [ 4 , 2 , 3 ,1 * 2 4 E 2 -1 , E -1 E -1 .03 2 , 0 1 rcv-ack3 195
rcv-data 199

199 [ 4 , 3 * 3 , 1 3 E, E -1 E -1 E -1 .E -1 , 0 1 rcv-ack3 208
snd-ack 187

157 [ 3 1 1 , 2 , 4 1 , 3 E 2 -1 E -1 0 02 1 .E -1 , 0 1 rcv-ack2 168
snd data 170
rcv data 171

171 [ 3 , 2 , 2 , 4 , 2 4 , E -1 , -i , E -1 ,E -1 , 0 rcv-ack2 184
snd data 186
snd ack 163

139 [ 2 , 1 , i , 3 , 3 , - , E -1 , 2 -1 .E -1 , 0 rcv ackl 155
snd data 157
snd ack 136
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9 [ 3 , 1 , 3 , 4 , 1 * 2 , E -1 , 01 1 , 02 2 ,E -1 , -1 ] snd data 12

rcv data 13
13 ( 3 * 2 , 3 , 4 , 2 , 3 E 2 -1 , E -1 , D2 2 ,E -1 , -1 ] snd-data 18

rcv data 19
19 [ 3 , 3 , 3 , 4 , 3 , 4 E 2 -1 , E -1 E -1 ,E -1 -1 ] snd-data 26

snd-ack 27
27 [3 ,0 ,3 ,4 ,3 4 E -1, E -1, E -i E -1, 3] rev-ack0 37

snd data 38
37 [ 0 o 0 o 3 * 4 , 3 , 4 , E -1. E -1 , E -1 ,E -1 -1 ] snd-data 48
48 [ 1 , 0 , 4 1 1 , 3 , 4 , E -1 , E -3. E -1 ,D3 3 , -1 ] snd-data 61

rcv data 62
61 2 0 , 0 2 3 ,4 ,00 4, E -1, E -1,D3 3, -1] snd-data 73

r-v data 74
73 3 0 , 1 ,3 ,3 4 00 4 01 0 ,E -1,D3 3, -1] snd-data 89

rcv-data 90
89 4 ,0 ,2 4 3 4 00 4 01 0 02 1 ,03 3 -1 rcv-data 105

105 4 ,1 2 4 4 1 DO 4 D1 0 D2 1 ,E -1 -1i rcvdata 125
125 4 , 2 2 4 0 2 E -1 D1 0 02 1 ,2 -Z -1 1 rcv-data 140
140 4 , 3 2 4 1 3 E -1 E -1 02 1 .E -1 -1 1 rcv data 158
158 4 , 4 2 4 2 4 E -1 E -1 E -1 ,E -1 -1 1 snd ack 172
172 4 ,0 2 4 2 4 E -1 E -1 E -i E -1 2 ]rcv-ack0 177

90 3 1 1 3 4 1 00 4 01 0 E -1, -1 -1] sna-data 105
rcv data 106

106 3 2 1 3 0 2 E -1 ,1 0 E -1,E -1 - snd-data 125
rcv data 126

126 3 3 1 3 1 3 E -1 E -1 E -1 ,E -1 -1 ] snd data 140
snd-ack 141

141 3 0 1 3 1 3 E -1 E -1 E -1 ,E -1 1 rcv-ackO 152
snd-data 159

159 4 0 2 4 1 3 E -1 E -1 02 1 ,E -1 1 ] rcvackl 164
rcv data 173

173 4 1 2 4 2 4 E -i E 2 -1 E - -1 .E -i1 1 rcv-ackl 180
snd-ack 172

74 2 1 0 2 4 1 00 4 E -1 E -1 ,2 -E -1 1 snd-data 90
rcv-data 91

91 2 2 0 2 0 2 E -1 E -1 E -1 .E -1 -1 ] snd-data 106
snd-ack 107

107 2 0 0 2 0 2 E -1 E -1 E -1 ,S -1 0 1 rcv ackO 123
snd-data 127

127 [ 3 0 1 3 0 2 E -1 *0 0 E -1 ,Z -1 0 ] rcv-ackl 137
snd-data 142
rcv data 143

142 [ 4 , 0 * 2 , 4 , 0 , 2 , E -1 , DI 0 , 02 1 ,E -1 , 0 rcv-ack2 154
rcv-data 160

160 ( 4 , 1 , 2 , 4 , 1 , 3 , E -1 , E -1 , 02 1 ,E -1 , 0 ] rcv-ack2 168
rcv-data 174

174 4, 2 , 2 , 4 , 2 , 4 , E -1 , E -1 , E -1 S2 -1 , 0 1 rev-ack2 184
snd-ack 172

143 [ 3 , I , 1 , 3 1 3 , 3 , E -i , E -1 , E -1 ,E -1 , C I rcv-ackl 155
snd-data 160
snd-ack 141

62 1 ,1, 4 ,1, 4 ,1, E - , E -3 , E -1 ,S -3 , -1 1 snd-data 74
snd-ack 75

75 1 1 , 0 , 4 , 1 , 4 1 1 , E -1 , E -1 , E -1 ,E -1 , 4 ] rcv-ackO 60
snd-data 92

92 2 , 0 , 0 , 2 , 4 , , DO 4 , - , E -1 ,E -1 , 4 rcv-ackl 72
snd data 108
rcv-data 109

108 3 , 0 , 1 , 3 , 4 , 1 , DO 4 , 01 0 , E -1 ,E -1 , 4 3 rcv-ack2 87
snd-data 128
rcv data 129

128 4 , 0 2 , 4 4 , 1 , DO 4 , 0 02 1 ,E -1 , 4 ] rcv-ack3 102
rcv data 144

144 4 , 1 , 2 , 4 , 0 , 2 , E -1 , 01 0 , 02 I ,E -1 , 4 rcv-ack3 121
rcv-data 161

161 4 2 , 2 , 4 , 1 , 3 , E -i E 2 -1 , 02 1 ,E -1 , 4 rcv-ack3 135
rcv-data 175

175 4 3 , 2 , 4 , 2 , 4 , E -1 , E -1 E -1 .E -1 , 4 1 rcv-ack3 151
snd-ack 172

129 3 1, * 3 , 0 , 2 E 2 -3 , 0 * 2 -1 .E -1 , 4 rcv-ack2 103
smd-data 144
rev data 145

145 3 , 2 , , 3 , 1 . 3 E E -1 E, -1 .E -1 , 4 rcv ack2 122
smd-data 161
snd ack 141

109 2 , , 0 , 2 , 0 , 2 . - , E - , E -1 ,2 -1 , 4 rcv-ackl 88
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sna data 129
snd-ack 107

38 4 0 4 1 3 4 E -1 E -1 E -1,03 3 3 rcv-ackl 18
rcv-data 49

49 4 1 4 1 4 1 E -1 E -1 E -1 .E -1 3 ] rcv-ackl 62
snd-ack 47

5 2 1 2 3 1 2 E -1 D1 I E -1 .E -1 -1 1 snd-data 8
rcv-data 9

9 2 2 2 3 2 3 E -1 E -i E -1 ,E -1 -1 ] snd data 13
snd-ack 14

14 2 0 2 3 2 3 E -1 FE -1 E -1 ,E -1 2 ] rcv-ackO 20
snd data 21

20 0 0 2 3 2 3 E -1 E -1 E -1 ,E -1 -1 ] snd-data 28
28 1 0 3 4 2 3 E -1 K -1 02 2 Z -1 1 1 snd data 39

-cv data 40
39 2 ,0 ,4 ,1 ,2 ,3 ,E -1, E -1, D2 2 ,03 3, -1 -_ data 50

rcv-data 51
50 3 ,0 ,0 ,2 ,2 ,3 ,00 4, E -1, 02 2 ,03 3, -1] snd-data 63

rcv-data 64
63 4 0 1 3 2 3 00 4 01 0 02 2 ,03 3 -1 ] rcv-data 76
76 4 1 1 3 3 4 00 4 01 0 E -1 .D3 3 -1 1 rcv-data 93
93 4 2 1 3 4 1 00 4 01 0 E -1 ,E -1 -1 ] rcv-data 110
110 4 3 1 3 0 2 E -1 01 0 E -1,E -1 -1 ]rcv-data 130
130 4 4 1 3 1 3 E -1 E -1 E -1 ,E -1 -1 ] snd-ack 146
146 4 0 1 3 1 3 E -1 E -1 E -1 ,E -1 1 1 rcv-ackO 152

64 3 1 0 2 3 4 00 4 E -1 E -1 .03 3 -1 1 snd-data 76
rcv data 77

77 1 3 2 0 2 4 1 DO 4 S -1 E -1 .E -1 -1 snd-data 93
rcv data 94

94 [ 3 3 0 2 0 2 E -1 E -1 E -1 ,F -1 -1 ] snd-data 110
snd-ack I1

1il [ 3 0 0 2 0 2 E -1 E -1 E -1 ,Z -1 0 1 rcv-ackO 123
snd-data 131

131 [ 4 0 1 3 0 2 E -1 D1 0 E -1 ,E -1 0 1 rcv-ackl 137
rcv-data 147

147 [ 4 1 1 3 1 3 E -1 E -1 E -1 .E -1 0 1 rcv-ackl 155
snd-ack 146

51 1 2 1 4 1 3 4 E -1 E -1 E -1 ,03 3 -1 ] snd data 64
rcv-data 65

65 [ 2 2 4 1 4 1 E -1 E -1 E -1 ,E -1 -1 1 snd-data 77

snd ack 78
78 [ 2 1 4 1 4 E 1 -1 E -1 E -1 .E -1 4 rcv-ack0 60

snd data 95
95 [ 3 0 0 2 4 1 DO 4 E -1 E -1 ,E - 4 rcv ackl 72

snd-data 112
rcv-data 113

112 1 4 , 0 , 1 , 3 , 4 , 1 , 00 4 , 01 0 , E -1 ,E -1 , 4 rcv-ack2 87
rcv-data 132

132 [ 4 , 1 , 1 , 3 , 0 2 , E -1 , 01 0 E 2 -1 ,E -1 , 4 1 rcv-ack2 103
rcv-data 148

148 [ 4 , 2 ,1 * 3 , 1 , 3 , E -1 , E -1 , E -1 ,E -1 , 4 rcv-ack2 122
snd-ack 146

113 [ 3 , 1 , 0 , 2 , 0 , 2 , E -1 , E -1 , E -1 .E -1 , 4 rcv ackl 88
snd data 132
snd ack Ill

40 1 1 i 1 , 3 , 4 , 3 , 4 , E -1 , E - E -1 ,E -1 , -1 snd-data 51
snd-ack 52

52 1 1 , C , 3 4 3 4 E -3 E4, -1 E, -1 ,E -1 , 3 rcv-ackO 37
snd data 66

66 [ 2 , 0 , 4 1 I , 3 , 4 , E -1 , 2 -1 , E -1. 03 3 , 3 rcv-ackl 48
snd-data 79
rcv data 80

79 3 0 0 , 0 , 2 , 3 , 4 , 30 4 , E -. , 2 -1 ,03 3 , 3 rcv-ack2 61
snd-data 96
rcv-data 97

96 f 4 0 1 3 3 4 , 00 4 , D1 0 , E -1 ,03 3 , 3 rcv-ack3 73
rcv-data 114

114 4 , 1 , i , 3 , 4 1 00 4 , D1 0 , E -1 ,E -1 , 3 rcv-ack3 90
rcv-data 133

133 4 , 2 * 1 , 3 , 0 , 2 , E -1 . 01 0 E 2 -1 ,£ -1 , 3 rcv-ack3 106
rc", data 149

149 4 , 3 , 1 , 3 I , 3 E £ - , 2 -1 , £ -1 ,E -1 , 3 rcv-ack3 126
snd-ack 146

97 3 I , 0 , 2 , 4 , D, O 4 , E - , E -1 .E -1 , 3 rcv-ack2 74
snd-data 114
rcv-data 115
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115 3 ,2 ,0 ,2 ,0 2 E -i E -i E -i E -1. 3 rcv ack2 91
snd-data 133
sr•dack 111

80 [ 2 , 1 4 , I , 4 , 1 , E -1 * E -1 , E -1 ,E -1 3 ] rcv ackl 62
snd data 97
snd-ack 78

21 [3 ,0 ,3 ,4 ,2 ,3 ,E -i E -1, D2 2 ,E -1, 2 ]rcvackl 28
snd-data 29
rcv-data 30

29 [4 ,0 ,4 ,1 ,2 ,3 ,E -i E -1 ,02 2 ,3 3. 2 ]rcvack2 39
rcv-data 41

41 [ 4 1 1 , 4 1 1 , 3 , 4 * E -1 , E -1 , E -1 ,D3 3 , 2 ] rcv-ack2 51
rcv data 5353 [4 ,2 ,4 1 4 1 E -1 E -1 E -1 ,E -1 2 ]rev-ack2 65

snd-ack 47
30 [ 3 , 1 , 3 , 4 , 3 , 4 , E -1 , E -1 , E -1 ,E -1 , 2 ] rcv ackl 40

snd-data 41
snd ack 27

3 1 1 , 1 , 1 , 2 , 1 , 2 , E -1 , E -1 , E -1 ,E -1 , -1 ] snd-data 5
snd-ack 6

6 [ 1 , 0 , 1 , 2 , 1 , 2 , E -1 , E -1 , E -1 ,E -1 , 1 ] rcv-ackO 10
snd-data 11

10 0 , 1 2 1, 2 E -i E -1, E -1 E -1 -1] snd-data 15
15 1 ,0 2 ,3 ,1 ,2 E -1 01 1 E -i E -1 -1] snd-data 22

rcv-data 23
22 [ 2 , 0 , 3 , 4 , 1 , 2 , E -1 0 01 1 , 02 2 .E -1 , -1 ] snd-data 31

rcv-data 32
31 [ 3 , 0 , 4 , 1 , 1 , 2 , E -1 D1 1 0 02 2 ,03 3 , -1 snd-data 42

rcv-data 43
42 4 0 0 2 1 2 00 4 1l 1 02 2 ,03 3 -1 ] rcv-data 54
54 4 1 0 2 2 3 DO 4 E -1 02 2 ,03 3 -1 1 rcv-data 67
67 4 2 0 2 3 4 DO 4 E -1 E -1 ,D3 3 -1 1 rcv data 81
81 4 3 0 2 4 1 DO 4 E -1 E -1 ,E -1 -1 ] rcv data 98
98 4 4 0 2 0 2 E -1 E -1 E -1 ,E -1 -1 snd-ack 116

116 4 0 0 2 0 2 E -1 E -1 E -1 ,E -1 0 1 rcv-ackO 123
43 3 1 4 1 2 3 E -1 E -1 02 2 ,D3 3 -1 ] snd-data 54

rcv-data 55
55 [ 3 , 2 4 1 3 4 E -1 E -1 E -1 ,D3 3 , -1 ] snd-data 67

rcv data 68
68 3 , 3 4 4 1 E4 1 -1 E -1 E -1 ,E -1 , -1 ] snd-data 81

snd ack 82
82 3 , 0 4 1 4 1 E -1 E -1 E -1 ,E -1 , 4 ] rcvack0 60

snd-data 99
99 4 0 0 2 4 1 DO 4 E -1 E -1 ,E -1 , 4 ] rcv ackl 72

rcv-data 117
117 [ 4 1 0 2 0 2 E -1 E -1 E -1 ,E -1 , 4 1 rcv-ackl 88

snd-ack 116
32 [ 2 1 3 4 2 3 E -1 E -1 D2 2 ,E -1 , -1 snd-data 43

rcv-data 44
44 [ 2 2 3 4 3 4 E -1 E -1 E -1 .E -1 , -1 snd-data 55

snd-ack 56
56 [ 2 0 3 4 3 4 E -1 E -1 E -1 ,E -1 , 3 ] rcv-ack0 37

snd data 69
69 3 0 4 1 3 4 E -1 E -1 , E -1 ,D3 3 , 3 1 rcv-ackl 48

snd-data 83
rcv-data 84

83 [ 4 , 0 , 0 , 2 , 3 , 4 , DO 4 , E -1 , E -1 ,D3 3 , 3 1 rcv-ack2 61
rcv-data 100

100 [ 4 1 1 , 0 , 2 , 4 1 D0 4 , E -1 E -1 ,E -1 , 3 1 rcv ack2 74
rcv-data 118

118 [ 4 , 2 , 0 , 2 , 0 , 2 , E -1 , E -1 , E -1 ,E -1 , 3 ] rcv-ack2 91
snd-ack 116

84 [ 3 . 1 i 4 , 1 , 4 , 1 * E - , E -1 E -1 ,E -1 , 3 ] rcv-ackl 62
snd-data 100
snd ack 82

23 1 1 , 1 , 2 , 3 , 2 , 3 E 2 -1 , E -1 E -1 ,E -1 , -1 snd-data 32
snd-ack 33

33 1 * 0 , 2 , 3 , 2 , 3 E £ -1 , E -1 , E -1 ,E -1 , 2 ] rev ackO 20
snd-data 45

45 [ 2 , 0 , 3 , 4 , 2 , 3 , E -1 , E -1 , 02 2 ,E -1 , 2 1 rcv-ackl 28
snd data 57
rcv data 58

57 [ 3 , 0 , 4 1 1 , 2 , 3 , E -1 E -1 , 02 2 ,D3 3 , 2 rcv-ack2 39
snd-data 70
rcv-data 71

70 [ 4 , u 0 , 2 , 2 , 3 , D0 4 E 2 -1 D2 2 ,D3 3 , 2 1 rcv-ack3 50
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rcv data 85
85 4 , 1 , 0 , 2 ,3 ,4 ,00 4 ,E -1 ,E -1 ,D3 3, 2] rcv-ack3 64

rcv-data 101
101 4 , 2 , 0 , 2 , 4 , 1 , 00 4 , E -1 , E -1 ,E -1 , 2 ] rcv-ack3 77

rcv-data 119
119 [ 4 , 3 , 0 , 2 , 0 , 2 , E -1 , E -1 , E -1 ,E -1 .2 ] rcv-ack3 94

snd-ack 116
71 [ 3 , 1 , 4 , 1 , 3 , 4 , E -1 , E -1 , E -1 ,D3 3 , 2 ] rcv-ack2 51

snd-data 85
rcv-data 86

86 [ 3 , 2 , 4 , 1 4 , E -1 , E -1 , E -1 ,E -1 , 2 ] rcv-ack2 65
snd data 101
snd-ack 82

58 [ 2 , 1 , 3 , 4 3 , 4 , E -1 E -1 , E -1 ,E -1 , 2 ] rcv-ackl 40
snd data 71
snd-ack 56

11 2 , 0 , 2 , 3 ,1 ,2 ,E -1, D1 1 E -i E -1, 1] rcv-ackl 15
snd-data 16
rcv-data 17

16 [ 3 , 0 , 3 , 4 , 1 , 2 , E -1 , Dl 1 , D2 2 ,E -1 , 1 rcv-ack2 22
snd data 24
v -ata 25

24 [ 4 , 0 , 4 , 1 , 1 , 2 , E -1 , D1 1 , 02 2 ,D3 3 , 1 ] rcv-ack3 31
rcv data 34

34 4 , 1 , 4 , 1 , 2 ,3 E -1 , E -1, 02 2 ,03 3 , 1] rcv-ak3 43
rcv-data 46

46 C 4 , 2 , 4 , 1 , 3 , 4 , E -1 , E -1 , E -1 ,D3 3 , I ] rcv-ack3 55
rcv data 59

59 4 ,3 ,4 ,1, 4 ,1 ,E -i , E -i E -1,E -1. 1 ]rcv-ack3 68
snd ack 47

25 3 ,1, 3 ,4 ,2 ,3 ,E -i E -1, 02 2 ,E -1, rcv-ack2 32
and-data 34
rcv data 35

35 [ 3 , 2 , 3 , 4 , 3 , 4 , E -1 , E -1 , E -1 ,E -1 , 1 rcv-ack2 44
snd data 46
snd-ack 27

17 [ 2 , 1 , 2 , 3 , 2 , 3 , E -1 , Z -1 , E -1 ,E -1 , 1 ] rcv-ackl 23
snd data 25
snd-ack 14
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System State GRAPH

0 (0 01 snd data I , 0 1
1 1, 0] snd-data 2 , 0 2

rev-data 1 , 1 3
2 [2 ,0] snd-data 3 , 0 4

rcv-data 2', 1 5
4 3 ,0] snd-data 4 0 7

rcv-data 3 1 8
7 4,0] rcv-data 4 1 11

11 4 ,1] rcv-data 4 2 16
16 4 2] rcv-data 4 3 21
21 4 3] rev data 4 4 27
27 4 4 ] nd-ack 4 0 31
31 4 0 ] rev-ackO 0 ,0 0

8 3,1] snd-data 4 , 1 11
rev data 3 2 12

12 3 2] snd-data 4 2 16
rev data 3 3 17

17 3,3] snd-data 4 3 21
snd ack 3 0 22

22 3 0] rev-ackO 0 0 0
snd-data 4 0 28

28 4 0] rcv-ackl 1 ,0 1
rcv-data 4 , 1 32

32 4 1] rcv-ackl 1 1 3
3nd ack 4 0 31

5 2,1] snd-data 3 1 8
rev data 2 2 9

9 2,2] 2 nd-data 3 2 12
snd-ack 2 0 13

13 2 0] rcv~ackO 0 0 0
snd-data 3 0 18

18 [3 0] rcv-ackl 1 0 1
snd data 4 0 23
rcv-data 3 1 24

23 4 ,0 ] rcvack2 2 0 2
rcv data 4 1 29

29 4 , 1] rev-ack2 2 ,11 5
rev data 4 , 2 33

33 4, 2 rcv-ack2 2 ,2 9
snd-ack 4 0 31

24 3 ,1] rev-ackl 1 1 3
snd data 4 1 29
snd ack 3 0 22

3 1,i] snd data 2 1 5
snd-ack 1 0 6

6 1 1, 0] rev ackO 0 0 0
snd-data 2 0 10

10 [ 2 , 0 ( rev ackl 1 0 1
snd-data 3 0 14
rcv-data 2 1 15

14 [3 ,0 ] rcvack2 2 0 2
snd data 4 0 19
rev data 3 1 20

19 [4 ,0 revack3 3 0 4
rev-data 4 1 25

25 4 ,1] revack3 3 1 8
rev-data 4 2 30

30 [ 4 ,2 ] rev-ack3 3 2 12
rev-data 4 3 34

34 4 ,3] rev-ack3 3 3 1(2 7
snd ack 4 0 ) 31

20 (3 ,1 rev-ack2 2 ,1 5
snd data 4 1 25
rev data 3 2 26

26 3 ,2 1 rcv-ack2 2 2 (9
snd data 4 2 30
snd ack 3 0 22

15 f 2 , 1 1 rev ack! 1 1 3
snd data 3 1 20
snd-ack 2 0 13
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I Machine 1 Array Contents

I From To I Transition I Executed I

1 0 1 1 1 snd data yes I
i 1 1 0 1 rcv-ack0 I yes I

1 1 2 1 snd data I yes I
1 2 1 0 1 rcv-ack0 I yes I
1 2 1 1 1 rcv-ackl I yes I

2 3 1 snd data I yes I
1 3 1 0 1 rcv-ack0 I yes I

3 I 1 1 rcv-ackl I yes
1 3 1 2 1 rcv-ack2 I yes I
1 3 4 1 snddata I yes I
1 4 t 0 rcvack I yes
1 4 1 1 1 rcv-ackl I yes I
1 4 I 2 1 rcv-ack2 I yes I
1 4 1 3 1 rcvack3 I yes I

I Machine 2 Array Contents

I From I To I Transition I Executed I

1 0 1 1 1 rcv data I yes I
1 1 1 2 1 rcv-data I yes I
1 1 1 0 1 snd-ack I yes I
1 2 1 3 1 rcv-data I yes I
1 2 1 0 1 snd-ack yes I
1 3 1 4 1 rcv-data I yes I
1 3 1 0 1 snd-ack. I yes I
1 4 1 0 snd-ack yes I
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APPENDIX I (SCM) SELECTIVE REPEAT, W=1

INPUT

start
machine 1
state a
trans snd datal 1
state 1
trans rcv ackl 2
state 2
trans adv winl 0
machine 2
state 0
trans rcv datal 1
state 1
trans snd ackl 0
initial sEate 0 0
finish
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VARIABLE DEFINITIONS

package definitions is

type scm transition type is (snd datal, rcv datal, snd ackl,
rcv ackl, adv winl, unuseU);

type buf'er type is (dl,e,al);
type boolean type is (t,f);

type buffer array type is array(l..l) of buffer type;
type boolean array type is array(l. .) of boolean type;

type machinel_statetype is
record

state number natural :- 0;
out buffer buffer array-type (others->dl);
ack-rec boolean array type (others->f);
current integer range 1..1 1;

end record;

type machine2_state type is
record

state number natural 0;
in buffer buffer arraytype (others->e);
pkt_rec boolean array type (others->f);
current integer range 1..1 :- 1;

end record;

type global variable_type is
record

DATA buffertype :- e;
end record:

end definitions;

229



PREDICATE-ACTION

separate (main)
function AnalyzePredicatesMachinel(local machinel state type;

GLOBAL: g b]ý1_,ariabfe_type) retu.irn transition-
stack package. stack is
begin

Mak*Empty (transition stack);
if (local.out buffer-i) /- E) then

Push (tran3iition-stack. snd-datal);

end if;
if ((local.ack rec(l)-f) and GLOBAL.DATA=Al) then

Push (transf'tion stack, rcv acki);
end if;
Push (transition-stack. adv -wini);
return transition stack;

end AnalyzePredicates lRachinel;

separate (main)
function AnalyzePredicates machine2(local : machine2_state_type;

GLOBAL: global variable type) return transition--

stack package. stack is
begin

MakeEmpty(transition stack);
if ((GLOBAL.DATA - DT) and (local.pkt -rec(l)-f)) then

Push(transition-stack,rcv-datal);
end if;
if (local~pkt rec(l)-t) then

Push (transition stack. snd ackl);
end if;
return transition stack;

end AnalyzePredicates Machine2; -- this returned value is then checked against the
machine arrays

-- to determine if indeed this transition can be
taken

sep~irate (main)
procedure Actionlin-system -state : inl out Gstate record type;

in transirion in out scm-transition_type;
outE_system_state :in out Gstate-record_type) is

temp ; integer :- 0;
begin

case (in transition) is
when (snd datal) ->

outsystem state.GLOBALVARIABLES.DATA
in -system state.machýinel-state.out-buffer(l);

when (rcv ackl) ->
outsystem_ state.machinel state.ack _recd]) :-t
out system state.GLCBALVARIABLES.DA7A e:
out system -state.mnacninel state.current :-1;

when (rcv datal) ->
out system_ state.machine2_state.in - ufferUl)

in -system_state.GLOBALVARIABLES.DATA;
out-system -state.GLOBAL_VARIABLES.OATA :- e
out system state.machine2 state.pkt _rec(l):-t

when (snd acki) ->
out system_state.GLOBAL_VARIABLES.OATA :- al;
out system_state.machine2 state.pkt rec(l) :-f
out system_state.macninefstate.in~buffer(l) :-e

when (adv winl) .>
out-system-state.ma-

chinel state.ack_reclin_system_ state.r.nachinel. state.current) :-
when others -> I

put line("7here is an error in the Action procedure');
end case;

end Action;
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OUTPUT FORMAT

separate (main)
procedure outputGtuple(tuple :in out Gstate record type) is
begin

put( S integer'imaqe~tuple.machinel state.state number));
put(' G~ inteqer' image(tuple.machine2 state.state-number));
put(" *,
put~tuple.machinel-state.out-buffer(l), width -> 1);
put(" , )
put (tuple.machinel state.ack-rec (.) ,width->2);
put(' ,*)
put(tuple.machine2_state.in-buffer(l), width - 1);
put(' , )
put (tuple.machine2_state.pkt rec (1) ,width->2);
put(' , )
put(tuple.GLOBALVARIABLES.DATA, width ->2);
put(" I);

end outputGtuple;

separate (main)
procedure outputGtuple_to_file(tuple :in out Gstate_record type;

counter :in out integer) is
begin

put (reach, counter);
put(reach,' & integer' imi.ge(tuple.machinel -state.state -number));
put(reach, , integer' image(tuple.machine2_state.state number));
put(reach, ,

put(reach,tuple.machine2. state.out buffer(l), width -> 1);
put (reach,' , '
put(reach,tuple.machinel state.ack rec(1),width->2);
put(reach,' , *
put(reach,tuple.machine2_state.in buffer~i), width -> 1);
put(reach.. , )
put (reach, tuple.machine2 state .pkt rec Cl),*width->2);
put (roach, ', "
put (reach,tuple.GLOBALVARIABLES.DATA. width ->2);
put (reach, " V) ;
new line(reach);

end outputGtuple_to file;

separate (main)
procedure outputGstate_node (Gstate pointer in out Glink type;

ErrorEIag in out boolean) is
begin

output line count :- output line count t 1;
if ((output-line count mod 10) --0) then

scroll pause;
end if;
set Tcol (Gcolumn set);
put (Gstate pointer.system state -number, width -> 3);
outpu t Gtuple (Gstate pointer.Gtuple);
if ((Gstate~pointer.rinkl.Glink -null) and then (Gstate_pointer.link2.Glink =null)

and then

then atepointer.1ink3.Glink =null and then (Gstate~pointer.link4.Glink -null))

Error flag : true;
else

Error flag :-false;
end if;

end outputGstate node;
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OUTPUT

REACHABILITY ANALYSIS of : selrepwl

Global State GRAPH

0 [ 0 ,D, F ,E ,F ,E ] snd datal I
1 1 * 0 , D1 F , E , F , D0 1 rcvdatal 2

2 1 ,1 ,D1, F ,Dl ,T ,E sndackl 3
3 1, 0 ,D1 ,F E ,F A1] revackl 4
4 2 ,0 ,D1 ,T E ,F E ] adv-winl 0

System State GRAPH

0 0 ,0] snd datal [1 0 ] 1
1 1, 0] rcv-datal [1 ,1 ] 2
2 1 ,1] snd-ackl 1, 0] 3
3 (1 0] rcv-ackl [2 ,0] 4
4 2 .0] adv-winl [0 ,0] 0

I Machine 1 Array Contents

I From To I Transition Executed I

I 0 1 1 1 snd datal I yes I
1 1 2 1 rcv ackl I yes I

S 2 0 1 adv-winl I yes I

I Machine 2 Array Contents I

t From To I Transition I Executed I

I 0 1 1 1 rcvdatal I yes I
I 1 1 0 1 snd-ackl I yes I
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APPENDIX J (SCM) SELECTIVE REPEAT, W=2

INPUT (FSM)

start
machine 1
state 0trans and datal. 1

state 1
trans rcv ackl 2
state 2
trans adv winl 0
machine 2
state 0
trans rcv datal 1
state 1
trans snd ackl 0
initial sEate 0 0
finish
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VARIABLE DEFINITIONS

package definitions is

type scm transition type is (snd -data, rcv -data,
snd ack. rcv ark,
adv wini, unused);

type buffer type is (dl,d2,e,al~a2);
type boolean type is (t,f);

subtype ack Ibuffer type is buffer type range e. .a2;
subtype data buf fei_type is buffer type range dl. .e;

type ack_array_type is array(l. .2) of ack buffer type;
type data_array_type is array(l. .2) of data buffer type;

type boolean array type is array~i. .2) of boolean type:

type machinelstate type is
record

state number natural 0;
out -bkuffer data_array_type :(dl.d2);
ark rec bool)ean array type :-(others->f):

currFent integer range 1. .2 1;
hold boolean type f;

end record;

type machine2_state~type is
record

state number natural 0;
in bulfer data array type (others->e);
pkt rec boole'an-arr-ay type (others->f);

end recora;

type global_variable type is
record

DATA data_array_type (others->e);
CONTROL ark_array_type (others->e);

end record:

end definitions;
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PREDICATE-ACTION

separate (main)
function AnalyzePredicates_MachineltJlocaI : machinel state type;

dr stck~pckag~stak isGLOBAL: global_ 7ariabr'e type) return transition--

begin
MakeEmpty(transition stack);
if ((local.hold - fT and (local.out bufferil) I-E) and (GLOBAL.DATA(l)-E)) or

((ocal.hold - f) and (local.out buffer(2) I-E) and (GLOBAL.DATA(2-E)) then
Push (transition-stack. snd data):

4k end if;
if ((local.ack rec~l)-f) and (GLOBAL.CO?4TROL(l) - Al)) or

((local.ack-rec(2)-f) and (GLOBAL.CONTROL(2) - A2M) then
Push(transiE~ion stack,rcv-ack):

end if;
Push(transition stack,adv winl);
return transitioin-stack;

end AnalyzePredicates_Machinel;

separate (main)
function AnalyzePredicates Machine2(loca1 : machine2 state type;

stac - ackge~tac isGLOBAL: global-variable type) return transition--

begin
rMakeEmpty(transition -stack):
if (UGLOBAL.DATAMl)- Dl) and (GLOBAL.DATA(2) - E) and (local.pkt rec(1)-f)) or

((GLOBAL.DATA(l) - E) and (GLOBAL.DA'1A(2) - D2) and (local.pkt~rec(2)-f)) or
C(GLOBAL.DATA(1) - Dl) and (GLOBAL.DATA(2) - D2) and (local.pkt_rec(l)-t) and
(local.pkt rec(2)-f)) or

((GLOBAL.OATA(1) - Dl) and (GLOBAL.DATA(2) - D2) and (local.pkt~rec(1)-f) and
(local.pkt_rec(2)-f))) then

Push(transition-stack, rcv-data);
end if;
if (((GLOBAL.CONTROL(l)-E) and (local.pkt _ rec(l)-t)) or

((GLOBAL.CONTROL(2)-E) and (local.pkt _rec(2)-t)) then
Push(transition srack,snd ack);*

end if;
return transition stack;

end AnalyzePredicates Machine2; -- this returned value is then checked against the
machine arrays

-- to determine if indeed this transition can be
taken

separate (main)
procedure Action~in system state : in out Gstate record type;

in transition :in out scm transition_type;
out system state :in out Gstate~record_type) is

temp : integer :- 0;
begin

case (in transition) is
when (snd-data) ->

out system_state.GLOBAL_VARIABLES. -
DATA(in system_state.machinel._state.current) :

in system state.machinel -state.out -
buffer~in system st'ate.mac'hinel-state.current);

out system state.machinel state.current :-in-system state.machinel state.-
current.

beg in
case (in system state.rnacninel state.current) is
when 1 ->

out system ~state.mnachinel _state.current :- 2;
when 2 ->

--Out system state.machinel_state.current:-1
out system_state.rnachinel _state.hold:-t

when others ->
put line("error in the action procedure');

end case,
end;

when (rcv ack)
if(in -system_state.GLOBALVARIABLES.CCNTROL(l)=Al) then
Out _system_state.machinel state.ack rec~l) :-=t

out system state.GLOBALVARIABLES.CONTROL(l) :- e
out system state.machinel state.current :- 1;

235



else
if (in system state.GLOBAL VARIABLES.CONTROL.(2)-A2) then

out system state.mac~inel state.ack rec(2):-t
outsystem state.GLOBAL. VA-RIABLES.CONTROL(2) :-e;

qystem_state.machin'l-state.current :- 2;
end

end if;
when (rcv data) -

if (in s~ystem state.GLOBAL VARIABLES.DATA(l) - Dl) then
out_ system state.machinel state.in buffer (1)

in system state.GLOBAL VARIABLE§.DATA(l);
out system - tate.GLOBAL 'TARIABLES.DATA (1) :- e;
outSYstem s3tate.machine2_state.pkt rec (.) :- t;

il!f (in system state.GLOBAL. VARIABLES.DATA(2) - 02) then
out s 'ystem - tate.ff.achineZ state.in buffer (2)
in system state.GLOBAL VAkRIABLES.UATA(2);
out system state.GLOBAC VARIABLES.DATA (2) :- e
out system state.machire2 state.pkt rec(2) :- t;

end if,
end If;

when (snd ack)
if (in system_state.machine2 state.pkt rec~l)-t) then

o~~yte tteGOA'ýARIABLES.CONTROL(l) :-al;
out system_state.machine2_-itate.pkt~rec(l) :- f

eleout~system~state.machine2_state. ý.n buffer(l) e;

if (in-system -state.machine2_state.pkt-rec(2)-t) then
out-system -state.GLOBALVARIABLES.CONTROL(2) :- a2;
out system state.machini2_ tate.pkt rec(2):-f
out system state.machine2-state.in Euffer(2) :- e

end if;
end if;

when (adv wini) .>
if ((in system state.machinel -state.ack -rec(l)=t) and

( in system_state.machinel -state.ack rec(2)-f) and
(in system_state.machinel -state.hoia t) and
(in system_state.machinel state.current - 1) and
(in system state.GLOBAL VARIABLES.DA'rA(l) - E) and
(in_system state.GLOBALVARIABLES.OATA(2) - D2)) then
outsystem_state.machinel _ state.ack_- rec(l) :-f;
out system_state.machinel -state.ack rec(2) :-f;
out systemstate.machinel -state.holg :-f;
out system state.machinel state.current :-2;
outsystemstate.GLOBAL -vAkRIABLES.DATA(l) :-DI;
out system_state.GLOBAL-VARIABLES.DATA(2) E

elsif
((in system_state.machinel state.ack -rec(l)-t) and

(in system_state.machinel state.ack rec(2)-f) and
(in system_state.machinel state.hoia -t) and
(insystem_state.machinel state.current - 1.) and
(in system state.machine2 state.in -buffer(l) - E) and
(in system_state.machine2 stater.in buffer(2) = 02) and
(in~system_state.machine2 state.pkEtrec(l) - f) and
(in system_state.machý.ne2-state.pkt~rec(2) - t)) then
out system state.machinel _state.ack -rec(l) :-f;
out system_state.machinel _state.ack rec(2) :-f;
out system state.macninei state.hold :-f;
out system_state.machinel~state.current :-2;
out system state.macnine2 _state.in _ buffer(l) :-DI;
out system_state.machý.ne2 _state.in buffer(2( E;
out system state.machine2_state.pkt -rec(l( t;
out_system_state.machine2_state .pK _ rec(2) f;

elsif Ir
((in system_state.machinel state.ack_rec(l)-t) and
(in system state.machinel state.ack rec(2)-f) and
(in system_state.machinei _state.holdI = t) and
(in system_state.machine'. state.current - 1.) and
(in system_state.GLOBALVARIABLES.CDNTROL(1) = E) and
(in~system~state.Z8CALIAR:ABLES.CC.,t"ROL(2) = A2)' then
out system _state.rnach~ne'._state.ack _ ec(". :-E;
out system state.macn.i'el state.ack rec(2) :=f;
out _system_state.2nacnLne, SLate.hOId :.f;
out system state .rnachinel state.current :-2:
out system state.GLOBALVARIABLES.CONTROL(l) :- Al;
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out system_state.GLOBAL_VABIABLES.CONTROL(2) E
else

if ((in_system_state.machinel state.ack rec(l)-t) and
(in system state.GLOBALVARIABLES.DATfA(2) /-E)) then.

out system state.machinel _state.hoid :- t;

elsif ((insystem_state.machinel state.ack rec(l)-t) and
(in system-state.machinel-state.ack-rec(2)if) and
(insystem state.GLOBAkVA~RIABLES.DAkTA(2)-E)) then

out system_state.machinel state.ack rec(l) :-f;
elsif ((in system state.machinel stite.ack re-Ml-i and

(in system-state.machinel-state.ack-rec(2)-t) z.id
(insystem state.machinel-state.hola - W) then

out_systEem state.machi~iel state.ack rec(2) :- f;
out system -state.machinel-state.holaI :-f;

else
if ((in_system_state.machinel state .ack rec(l)-t) and

(insystem state.machinel state.ack-rec(2)-t) and
(in_system_state.GLOBALVARIABLES.DATA(1) -E) and
(in system state.GLOBAL VARIABLES.DATA(2)-E)) then

out system -state.macFiineJ. - tate.hold i-f;
out system state.machineJ. state.ack rec (1) :if;
out system_state.machinel-state.ack-rec(2) if;

end if;
end if;
out system state.machinel state-current :-1;
enjT if;

when others .
put line("There is an error in the Action procedure");

end case;
end Action;
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OUTPUT FORMAT

separate (main)
procedure outputGtuple(tuple :in out Gstate record type) is
begin

put(' (I & integer' image(tupie.machinel state.state number));
put(- & integerlimage(tuple.machine2_state.state-nUmber));
put(',');
put(tuple.machinel-state.out-butter~l), width =2);
put (',');
put(tuple.machinel state.out buffer(2), width -2);

put (",');
put (tuple.machinel_state.ack rec(l) ,width->l);
put (",');
put (tuple.machinel state.ack rec(2),width->l);
put(',');
put (tuple.machinel state.hold, width=>l);
put(',');
put(tuple.machine2 state.in buffer~l), width -> 2);
put(',");
put (tuple.machine2_state.in-buffer(2), width -> 2);
put(',');
put(tuple.machine2_state.pkt_rec~i) ,width->l);
put(",");
put(tuple.machine2_state.pkt_rec(2),width->J.);
put(',');
put (tuple.GLOBALVARIABLES.DATA Cl) * width ->2);
put(' );
put Ctuple.GLOBALVARIABLES.DATA(2), width ->2);
put(",');
put(tuple.GLOBAL VARIABLES.CONTROL(1), width ->2);
put (*,');
put (tuple.GLOBAL VARIABLES.CONTROL(2), width ->2);
put(',');
put(tupie.machinel state.current,width->l);
put(' I);

end output Gtupie;

separate (main)
procedure outputGtupie_to_ file (tuple :in out Gstate record_type;

counter :in out integer) is
begin

put (reach, counter);
put(reach,' & integerlimage(tupie-machinei state.state number));
put(reach,', integer'image~tuple.machine2 _sta-te.state nu-mber));
put (reach, ', ')
put(reach,tuple.machinel_state.out _buffer~i), width -> 1);
put (reach, ', ) ;
put(reach,tupie.machinel_state-out _buffer(2), width -> 1);
put (reach,*, ) ;
put(reach,tuple.m-achinel state.ack_ rec(l),width-lI);
put (reach, , ');
put(reach,tuple.machinel_state.ack_ rec(2),width->l);
put (reach,', )
put(reach,tuple.machine2_state.in-buffer(l1, width .> 1);
put(reach,',);
put(reach,tuple.machine2_state.in-buffer(2), width -> 1);
put(reach,',')
put(reach,tuple.machine2_state.pktrecUl)wioth=>l);
put (reach,',*);
put(reach,tuple.machine2_state.pkt_rec(2),width-lI);
put (reach,', );
put (reach, tuple.GLOBAL_VARIABLES.DATA(1), width ->I);
put (reach, ' V) ;
new-line~reach);

end outputGtuple_to-file;

separate (main)
procedure output _Gstate node (Gstate pointer in out Glink type;

Errorjlag inl out boolean) is
begin

output line-count :- output line count + 1;
if ((output_ line_count mod TO) --0) then

scroll _pause;
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end if;
set -col (Gcolumn set);
putCGstate -pointer.system_state number, width -> 3);
output Gtuple(Gstate~pointer.Gtuple);
if (CGstate~pointer.linkl.Glink -null) and then (Gstate_pointer.link2.Glink =null)

and then

thnCGstate~pointer.link3.Glink null) and then (Gstate_pointer..-ink4.Glink -null))

Error flag :~true;
else

Error flag :-false;
end if;

end output Qatate nod.;
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OUTPUT

REACHABILITY ANALYSIS of : selrepw2

Global State GRAPH

0 [ 0 , 0,D1,D2,F,F,F,E ,E ,F,F,E E ,E ,E ,1 ] snd data 1
I 1 , 0,D1,02,FF,E,E ,E ,F,F,Di E ,E ,E ,2 ] snd-data 2

rcv-data 3
2 [ 3 , 0,DI,D2,F,FT,E .E ,F,F,01 D2,E ,E t2 ] rcv-data 4
4 ( 3 , 1,DI,02,F,F,T,D1,E ,T,F,E 02,E ,E .2 ] snd-ack 6
6 [ 3 , 0,DI,D2,F,F,T,E ,E ,F,F,E O2,A1,E .2 1 rcv-ack 8

rcv data 9
8 [ 4 , 0,DI,D2,T,F,T,E ,E ,F,FE D2,E ,E ,l I adv-winl 1

rcv data 10
10 ( 4 , 1,D1,02,T,F,T,E ,02,FT,E E ,E ,E ,1 1 adv-winl 3

snd-ack 12
12 4 , 0,Dl,D2,T,F,T,E ,E ,F,FE E ,E ,A2,1 I adv-winl 5

9 [ 3 , 1,01,D2,F,F,TE ,D2,F,T,E E ,AlE t2 ] rcv ack 10
snd-ack 11

11 [ 3 , 0,01,02,F,F,TE ,E ,F,F,E E ,AI,A2,2 ] rcv ack 12
3 [ 1 1,D,D2,FF,FD1,E ,T,F,E E ,E ,E .2 ] snd-data 4

snd-ack 5
5 [ 1 , 0,Dl,02,F,F,F,E ,E ,F,F,E E ,Al,E t2 I rcv ack 7

snd data 6
7 [ 2 , 0,0D,02,T,F,F,E ,E ,F,F,E E ,E ,E ,1 ] adv winl 0

System State GRAPH

0 0 ,0 ] snd data 1 0 1 1
1 1, 0 ] snd-data 3 0 ) 2

rcv-data 1 1] 3
2 3 ,0 ] rcv-data 3 1 )4
4 [3, ] snd-ack 3 0] 6
6 [3 ,0] rcvack 4 0 )8

rcv-data 3 1 ] 9
8 [ 4 , 0 1 adv-winl 1 0 ] 1

rcv data 4 1 [ 10
10 (4 ,1 adv-winl I1, ) 3

snd-ack 4 0) 12
12 4 , 0 [ adv-winl I 0 ] 5

9 3 ,1) rcvack 4 1 )10
snd-ack 3 0 ) 11

11 3 , 0 [ rcv-ack 4 0 1 12
3 [ 1, ] snd-data 3 1) 4

snd-ack 1 0) 5
5 [1, 0 rcvack 2 0 )7

snd-data 3 0) 6
7 [2 ,0 adv-winl 0 0 10

I Machine I Array Contents

I From I To I Transition I Executed I

1 0 1 1 1 snddata yes I
1 1 2 rcv ack yes
1 1 3 snd-data yes
2 1 0 adv-winl yes
3 4 rcv-ack yes
4 i 1 adv winl yes

Machine 2 Array Contents

I From I To I Transition ý Executea I

0 1 1 rcv-data yes I
I I 0 ; snd-ack I yes I
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